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4.2.1. Common platform overview

Fig. 13 below shows the class diagram of the software.

Fig. 13. Class diagram describing entities and commands.

Entities & Commands

The common platform is designed through a design pattern called
the Command pattern [14].

IEntity is the interface class for all entities. It decides what
functions should be in all entities, no matter if they are lights, sensors,
buttons, or any other kind of entity. For the proof of concept, the
concrete class Light, directly inherits /Entity. All entities should have
a vector like the commands vector in the Light class, including what
commands are possible to run and are activated for the entity.
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The /Command interface tells all the commands how they should
work. The execute function, being the central part in each command,
executes a command “on” an entity. The command knows how to
perform the command, but not yet onto what or whom. On activation
it receives the entity reference and then has this knowledge.

The implications of this structure are flexibility. Depending on the
entity parameter going in, multiple levels of logic can be achieved. The
entity could potentially be a GroupOfLights (not implemented in PoC),
that inherits from /Group that inherits from /Entity. Now a lights-on
command could be executed onto a group of lights. If GroupOfLights
receives a command to light up it is included lights, it will run
LightOnCommand on its members.

This also enables developers to use the Template Design Pattern
efficiently as processing made within the command itself could be
dependent on what type of entity it is [ 14]. One could start developing
light commands on a high level, only at the lower levels tweak it to be
working with different manufacturers or brands of electronics.

4.2.2. Persistent data

For a device to be able to instantly function as its own entity within
the system, it needs to have some unique pre-programmed persistent
data. The persistent data is static and is not to be changed after
programming is done. Fig. 14, shows the two blocks of code that were
used for programming the two PD devices.

Fig. 14. Persistent data for PDs
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4.2.3. Task scheduler

For scheduling different tasks, the TaskScheduler library was used
[21]. The scheduler enables the use of time-based operations that do
not interference or block the main program loop. Fig. 15 includes the
creation of two Task objects, 7/ and 72 with parameters for:

e Activation interval: how long between every activation. 250
meaning 250 milliseconds.

e teration options: activate only once, numerous times or
indefinitely.

e Function call: the function to be called upon when triggered.

k t1(250, TASK_FOREVER, &mgttloop);
t2(60000, TASK_FOREVER, &reconnect);
uler runner;

runner.init();
runner.addTask(tl);
runner.addTask(t2);
tl.enable();
t2.enable();

Fig. 15. Code snippets for task scheduling.

As an example, task ¢/ will activate every 250 milliseconds, it will
go on forever and run the function mgqttloop on every activation.

4.2.4. Connection and identification

As explained in 4.2.2, there is persistent data that is supposed to be
pre-programmed. For the PoC, there is a dedicated MQTT broker, the
connection to the broker is therefore also designed to use persistent
data. This is defined in the same file (Header.h) as the other persistent
data. Static values are defined for authentication credentials and a
hostname called MQTTHOST. This is how the device knows where to
connect and communicate.
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The values discoveryRoot and deviceName are used to create the
base of how devices in a system or network can be tied to each other
and communicate. In this case, all devices communicating under the
same discoveryRoot, for example “accordion”, will in all MQTT
messages use the topic prefix “/accordion”. Added to this, the device
will also add its name to the prefix, like “/accordion/PD1”. This topic
is dynamically created in the code using the addPrefix function. The
function, as shown in code in Fig. 16 will receive a topic and return the
same topic but with the added prefix. So, if the topic is “command”,
the function will return “/discoveryRoot/deviceName/command”.

air* addPrefix(const char* topic) {
static char prefixedTopic[256];
strcpy(prefixedTopic, discoveryRoot);
strcat(prefixedTopic, "/");

strcat(prefixedTopic, deviceName);
strcat(prefixedTopic,
strcat(prefixedTopic,
return prefixedTopic;

Fig. 16. The addPrefix function.

4.2.5. Communication

Topics

As the MQTT protocol is using the publish and subscribe -pattern
where messages are published on different topics the device or system
can be designed to listen to various levels of these topics.

As an example, the device PD2 can direct an outgoing command
message to a specific other device, PDI1, by sending it to the topic
“/accordion/PD1/command”. The PD1 is set up to listen (subscribed)
to everything under this topic and now can take action on the command.
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Wildcards

The wildcard comes in two forms. Using the symbol “+7, will
wildcard one level of the topic hierarchy. The other form with symbol
“#” can be used on a topic to subscribe and listen on it and all sub-
topics. By subscribing This way, a very flexible structure can be
designed around how a system, group of devices or other hierarchies
should be organized.

Exemplifying it: listening to the discoveryRoot and all topics under
it can be achieved by subscribing to the topic “/accordion/#” in our
case. By subscribing to ‘“/accordion/+/command”, the deviceName
topic is wildcarded thereby listening to all commands no matter under
which deviceName.

The payload

The MQTT messages sent back and forth must have some
information in them to be useful. This is called the payload. The
payload of information can be any type of digital data like binary data
or organized in some syntax like XML or JSON and depending on the
application it can be tailored to work in the way needed for a system.

For the proof of concept, JSON syntax was used to structure key-
value pairs and enable a solid way to parse incoming messages. Fig. 17
shows how the message, directed to the “PD1” device, has a payload
which commands it to run the command LightOnCommand on the
entity StatusLED.

Topic

accordion/PD1/command

raw xml json
O O @

"commandName": "LightOnCommand",
"entityName": "StatusLED"

Fig. 17. JSON syntax in MQTT explorer.
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4.2.6. Commands and action

When subscribing to a topic, notifications on this topic is handled
by the MQTT client. This trigger is called a callback and defined in the
MQTT setup sequence where it is defined what function will be run
when a subscribed topic is triggering.

Callback is done via the function showed in Fig. 18. The function
receives the topic, payload, and length and then it is decided how to act
upon this.

id callback(char
Serial.print("
Serial.print(t
Serial.print("]
for (size_t i = @:

Serial.print((cha
}
r message[l
for ( signed
message[i]
}

message[length] = '

std::string path =

size_t lastSlashPos = path.find_last_of('/');
std: :string result = path.substr(lastSlashPos + 1);

if (result == "comr ) {
parseCommand(t message) ;

Fig. 18. The callback function called on topic subscription trigger.

The last part of the function will look at the last part of the topic. If
this part is “/command” it will be matched, and the topic and message
will be forwarded to the parseCommand function for command action.

Parsing a command is there to identify what command it is and if
it is allowed to be run on an entity. Fig. 19 shows the code that follows:

1. JSON is parsed and commandName and entityName are split
up.
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2. The entityName is matched against the list with all entities to
identify it and return the pointer to its position (object).

3. Using the pointer the getCommand function is used to match
the command itself to be present in the entity object.

4. If both the entity is found and the command is present within
the entity object, the command is executed on the entity. This
verifies both the entity and the command.

1.println( man )3
println(entityName);

find_if(allEntities.begin(), allEntities.end(), [entityName](IEntity* en
>getName(), entityName) == @;

entity = *entityIterator;

command->execute(entity

Fig. 19. The parseCommand function for parsing commands.

The main function for a command object is the “execute” function.
This is the function actuating the command. In Fig. 20 the execute
function for the command LightOnCommand is actuating the command
by controlling the Arduino hardware with the digitalWrite command
and by how the hardware is designed, activating a pin and by that also
turn on the light. For the proof of concept, the exact pin (38) was
hardcoded.

45



LightOnCommand: :execute(IEntity* en Bh 4
Serial.print("L Command executed entity: ");
Serial.println(en ->getName());

1L invertedOutput = hasInvertedOutput();
ar* entityName ty—>getName() ;

if (invertedOutput) {

digitalWrite(38, LOW);

1
J
else {

digitalWrite(38, HIGH)
1
}

Fig. 20. The execute function within LightOnCommand.

4.2.7. Autonomous behavior

There are multiple actions created autonomously without any
interaction from outside within the system.

MQTT Last Will and Testament

The MQTT Last Will and Testament (LWT) allows a client to
specify a message that the broker will publish if the client unexpectedly
disconnects. A graceful disconnect occurs when the client sends a

disconnect message to the broker, ensuring the LWT message is
discarded.

This means if configured correctly, the broker and every device
listening to the right topic, can know if a device was aware of its own
disconnect and gracefully disconnected, or if it was disconnected in
some other way.

For the proof of concept, the status of every device was reported
under the /accordion/deviceName topic with the key being “status” and
the value being online or offline. Offline was sent by the broker as a
LWT message 60 seconds after the last keep-alive message from the
device, which interprets as a broken connection. This is clearly visible
in the screenshot in Fig. 21 below.
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Application Edit View
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Application Edit View

=  MQTT Explorer =  MQTT Explorer

¥ 192.168.1.3 ¥ 192.168.1.3
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'YPD2 ¥ PD2
status = online status

Fig. 21. MQTT Explorer before and after PD2 disconnects.

The Task Scheduler

The TaskScheduler library was described in chapter 4.2.3. For the
proof of concept, it is used for autonomous behavior.

Firstly, every 60 seconds, it runs the reconnect function. This
function checks if the MQTT client is connected to the broker, if not,
it tries to connect every 5 seconds until it is connected, indefinitely.

Secondly, every 250 milliseconds, the loop function runs in the
MQTT client. This function checks for messages on subscribed topics,
it also sends out any messages created from the system. There is also a
keep-alive mechanism inside. The 250-millisecond interval was
chosen as it is to be used for a button to activate a light. If this interval
is too long, the delay will affect the time it takes to make the light go
on and the instantaneous feel of the push of the button is not possible.

4.3. Hardware proof of concept

The current scope can be seen fully implemented in the hardware.
It is possible to push a button that lights up a LED light.

From the Fig. 11, an almost clone was created from the imaginary
to the real world.
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Fig. 22 shows the result, a plywood backplane with everything
connected up in the way it was intended. This hardware PoC is
carriable and measures around one-by-one meter. It can be fully used
for development purposes on the platform and only needs a power
outlet for power. Connections can be made by wireless or wired
connection. This means that if your ordinary network is wired, you can
use the wireless connection and vice versa, creating possibilities of
being connected to the two separate networks and maintaining internet
connection.

The thesis did not include hardware development in its scope, so
this packaged PoC was done solely to be able to efficiently develop the
software and test it iteratively. As a result, it benefited in making it
easier to carry it between multiple locations (workplace, home, school).

LED LIGHT

~ PSE SWITCH

= F /o
L —
14 v,

—_ .

Fig. 22. Physical hardware creating the proof of concept.
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The scope did include showing proof of concept of lighting up
the light with a button using only PoE communication and power.
This works. The latest version of the firmware uses the
LightToggleCommand which instead toggles the light state. This
was done to be able to continuously show light on and light off
functionality when pressing the button and without rebooting the
system.
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5. Discussion & Conclusion

This chapter and its subchapters summarize the results of the thesis
as well as discussing them in terms of both direct and indirect impact
to local, introduced stakeholders, but also in a wider perspective with
benefits stretching out in society as a whole. It includes opinions and
challenges met during the work of this thesis.

5.1. Discussion

PoE and the physical layer

About midway through the literature study with PoE and potential
communication protocols it became very clear that PoE itself is a very
well performing standard. It includes a vast number of features and
functionality that already exist and are in place and as long as the latest
standard 1s implemented powerful functionality is included.

The important insight here is that the PoE protocol is acting on the
physical layer. Protocols like TCP/IP and furthermore MQTT are
acting on higher levels of the OSI-model structure between the
common platform and PoE. This makes the interaction with PoE a bit
meaningless from a high layer perspective software like the common
platform.

What instead is more suitable for PoE is to take discussions on
hardware development and specific firmware that implements PoE
latest standards but also tries to enhance PoE functionality working
with Data Link and Network layer firmware development on a specific
development board for enhancing and improving the PoE standard
itself. With the approach of having a close layer separate system with
the intention of making it so powerful that the functionality should be
considered on the physical layer itself, within the PoE standard. A
standard contribution work so to say.

The common platform

The common platform lives its separate life to PoE on both
communication and power, not knowing anything about it, as it is far
away from it in the OSI-model. With that said, a lot of things can be
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done with a high-level platform like this. The results show that standard
electronic boards (PCBAs) paired with some processing power
(Teensy), both inputs (button) and outputs (light) can be read and
controlled in a way that enables us to power up lights via a network
cable and control its behavior with a button. The button also only
powered with a single network cable.

The common platform software and design structure tells us that
great things can be achieved in terms of scalability, control,
diversification and user interaction.

This thesis only scratches the very surface of concrete development
of'a common platform for PoE powered devices. However, the purpose
of understanding the aspects of the techniques involved, security
concerns and possibly pursuing this as a business opportunity, is
fulfilled. Many parts and angles more are required to be investigated,
one being a full economical feasibility study, another being potential
new technologies within the area, being released in the near future,
maybe impacting the idea as a whole.

5.2. Problems and solutions

What features are common for all PoE products that will be
controlled by the platform?

One of the common features of the different PoE products
controlled by the platform is obvious: they are powered by the ethernet
cable. The following features are also identified as common:

e Uniqueness of the device and its identification
e Status reporting including last-will MQTT feature.

e Way to send, receive and parse commands and act upon
them.

e MQTT Topic structure is common for all devices.
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What new features in the IEEE 802.3bt standard will be
beneficial to use in the common platform?

The new IEEE 802.3bt PoE standard has a lot of new features
potentially impacting a lot of hardware designs on the PCBA and
embedded level. One of them, being the standby power required with
the new standard, is decreased by a factor of ten.

However, for the common platform the most beneficial feature is
that more potential devices can be powered via the 90W limit now
available. Otherwise, no direct features are in benefit for the platform
itself that differentiates from earlier standards.

What protocols are suggested for the common platform and
why?

The communication protocols, MQTT and TCP/IP, are chosen
because of earlier implementations within the E-Sharp company as
well as their widespread use in the [oT industry.

What security concerns are identified regarding the new
common platform?

Connecting more devices to each other in larger and larger systems
automatically activates a basic security concern. More connectivity
creates a greater problem area and greater risks to breakdown or hostile
actions. This is an ongoing contradiction in all systems and within [oT
especially. The more features and interconnectivity, the more at stake.

That being said, concerns are physical, on the device side as well
as on the virtual side. No attack surface could be unprotected, this
means all devices, both PSEs and PDs should have sufficient security
casings and no exposed chips or pins. Virtual connections should have
all possible network segmentation and protection done as well as
encryption being done where it is possible within the firmware.

5.3. Ethical aspects

The techniques in this thesis, especially the latest PoE standard
itself, enables further implementations of devices such as sensors and
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cameras. Engaging data from such devices in any surveillance solution
will certainly bring up human integrity concerns. Results in this thesis
alone however are not impacting general society but the technological
advancements in this area have already and will in the future have
further implications for human integrity.

5.4. Wider benefits

The background and build-up for this thesis is largely driven by the
idea that the new PoE standard with 90 watts of DC-power and
communication going over one cable can be greatly beneficial for
society.

Both hotels and other commercial buildings have already started
their quest on improving energy efficiency and improving user
experience. Take the example of the card-in-a-slot system that requires
you to put in the card to enable electricity in the hotel room. This could
be a wired presence sensor powered by PoE and connected to a
common platform instead.

If every room, depending on the size of the room, had its
functionality powered via PoE, it could have a specific sized PSE
switch able to power what the room needs. Now we have wired power
and communication to all the lights, A/C, TV, sensors, and such,
enabling great control and optimization. Locally, per floor or hotel
wide. Optimizations, calculations, and flow improvements could be
done via one central platform. For stability, the wired connections are
far superior to wireless alternatives.

Also, wiring network PoE cables requires a technician for
networking, not both a certified electrician and a technician,
installation design and procedure therefore get its own optimization.

5.5. Challenges

Working with this thesis has in many ways contributed to
developing me as an engineer, both on the hardware and the software
side of things. It has not been without challenges, but it has not been
problematic either.
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Facing any embedded system development or programming
requires a working developing environment put together. PC, IDE,
hardware, and other software working together. This is a challenge.
Things take time to set up in a way to get into an efficient development.
Including version handling, backing things up and documenting it all
at the same time makes this part more challenging than one would
think.

Debugging was a challenge. Working with an Arduino it also was
not totally clear how to make it as efficient as possible. Debugging was
performed by using in-line printouts in the code when ran at full speed
to see what was happening. Stop and trace debugging was not used nor
available at all.

Working alone was sometimes a challenge. Creativity freezes and
total motivational depletions happened. Areas I think would not be as
deep if working with another student. Both my work and life situation
required me to work alone, and it was a clear choice which I do not
regret, but honestly, I'm 100% certain it just would be more fun doing
this with someone else.

The last challenge, being the ambition versus time available
equation. It is just not a nice feeling to narrow, limit or in other way
decrease the quality or scale of your resulting solution depending on
the time limitation. However, this is how it goes also in the professional
world,

do not underestimate the time it takes to make something work.
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6. Future Work

This chapter discusses suggestions on what can be done next as
well as ideas on more specific implementations of the technology.

6.1. Next steps

A suggested next step is to let electronic engineers or graduating
students do a thesis focused on the hardware development board,
investigating what differences are there on how to drive the LEDs with
the different types of circuit designs, what impacts can it have and what
is the suggested method for different type of scenarios.

Thereafter breaking away the specific set of circuits needed to
minimize the solution. The break away and minimization should also
be done for the button solution, having only the smallest possible board
and logic to be included for a common platform to work. Then design
a button that actually can sit on a wall and look like a proper light
switch with the logic board included.

Another step should be to discuss the common platform in its
current state, including benefits and drawbacks with, for example code
language selection, methods and design choices done within this thesis.
Then try to break out things that could be used, but also importantly,
identify big drawbacks or risks that should be eliminated going
forward.

A smart Lighting solution driven by a common platform will
potentially have thousands of features and many bits and pieces needed
to be put together for it to be commercially ready. Starting it off could
be version 0.0, defining it as first requirements, which should be very
few, and trying to make it a stable build. Then take it from there.

6.2. Daisy chaining devices

The concept of “daisy chain” means that we take power input, let’s
say one PSE and power a PD, however this first PD should also be able
to act as a PSE itself, powering a next PD in a chained line of devices
and so on for the devices that are daisy chained.
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The daisy chaining was not included in the scope of the thesis;
however, the idea has been discussed at multiple occasions and should
be pursued. Finding a way to both power a device and let that device
power another one could be done, however the most basic idea is that
we need for every new device, step down in available power outage
which also means step down in power class within PoOE meaning the
later devices in the chain will have less power coming in.

The theory of making it work more efficiently is to find a way to
have the common platform identify a set of devices that are daisy
chained and together make them act as one device or entity. It could
even be possible to have multiple PSEs coming in and power this one
entity from different input ports. What if we could then distribute the
total power coming in from any number of PSEs to the cluster of PDs
we have in our daisy chain? It somehow may be possible to report to
the PSEs connected to this entity that we are one unit and are
consuming this and that much power. However, inside the entity,
manage the power distribution in the smartest way possible with load-
balancing and max consumption per unit and so on. Basically, this
means creating a common platform as a layer on top of PoE layer.

Looking back at chapter 5.1 and the discussion on the PoE standard
development itself, it is becoming clear that solutions like the one
described above could potentially contribute to upcoming new
standards for Power over Ethernet. Let us call the idea: Clustered
Entity.
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Maintain Power Signature

Message Queuing Telemetry Transport (historic name)
Printed Circuit Board Assembly
Powered Device

Power over Ethernet

Power Sourcing Equipment
Transmission Control Protocol

User Datagram Protocol”

Quality of Service
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Appendix A: Schematics

ESH10000174 R0.2 Schematic
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Appendix B: Screenshots

Visual Studio IDE workspace layout with following area descriptions.
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Appendix C: More images

< o ou
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One page of some work being noted in the red notebook.
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