Position and Usage Monitoring of Help Aid

ADEM SARAN

MANSOOR ASHRATI

MASTER’S THESIS

DEPARTMENT OF ELECTRICAL AND INFORMATION TECHNOLOGY
FACULTY OF ENGINEERING | LTH | LUND UNIVERSITY




Position and Usage Monitoring of Help Aid

Adem Saran: eltl13as1@student.lu.se
Mansoor Ashrati: elt13mas@student.lu.se

Department of Electrical and Information Technology
Lund University
Supervisors at EIT: Stefan Host, Jonathan S6nnerup
Supervisors at Cybercom: Mahmoud Passikhani, Omid Asali
Examiner: Maria Kihl

2018-06-18



© 2018
Printed in Sweden
Tryckeriet i E-huset, Lund



Popular science summary

The ever expanding world of Internet of things (IoT) solutions can be
applied to many different areas. In the use case of help aid, this master’s
thesis aims to provide a solution that can reliably send out information
about the usage and position of the help aids to the stakeholders.

The number of IoT devices are in-
creasing and these devices are mainly
used to collect data. An IoT device
can be anything from a small sen-
sor sending data once a day or be
used in larger use cases, such as traf-
fic safety or industry. The security in
IoT devices are often not prioritized
which has led to some major issues
for the concerned parties. Also with
the General Data Protection Regula-
tion (GDPR) coming into effect on
the 25th of May 2018, higher require-
ments on how the data that is col-
lected can be stored and what data
is allowed to be collected, will be en-
forced.

The three different help aids that
are being monitored are, wheelchairs,
walkers and TENS machines. These
are lent out from hospitals in each
county council in Sweden. Often these
help aids are lost and never returned
back to the hospitals. This is a un-
necessary cost for the county councils,

which also are the stakeholders in this
project. Being able to monitor the
help aids usage and position, reducing
these unnecessary costs is possible.
A comprehensive background research
has been done on different compo-
nents and earlier works and projects
in the same problem area. The results
from the research showed that there
are no earlier solutions to this kind
of monitoring problem but resources
and components to create a solution,
exists. The results from this thesis are
therefore divided into an architectural
proposal solution and a proof of con-
cept solution.

In order to properly tackle the moni-
toring issue one must firstly define the
aspect of what usage is for the three
different types of help aids. Two other
aspects that are essential are how the
usage is going to be monitored and
how the monitoring is performed.

The results from the architectural so-



lution and the proof of concept solu-
tion shows two solutions that are simi-
lar in many ways. Both solutions con-
sider the monitoring aspects, security
in the system and the implementa-
tion is in compliance to the GDPR
and presentation of data. The us-
age monitoring of the wheelchair and
the walker is done using three differ-
ent sensors, hall effect sensor, pressure
sensor and an accelerometer, since us-
ing one or two of them are not suffi-
cient enough to ensure that they are
being used. For the TENS machine,
a circuit had been built, that senses
conducting current through the wires
from the TENS machine. The sensors
and the circuit exchange data with an
ESP8266, a popular device for IoT
solutions. For the architectural pro-
posal solution the position is deter-
mined with GPS and the communi-
cation between the ESP8266 to the
Internet is done through the cellular
network. For the proof of concept so-

ii

lution the position is determined with
Geolocation and the communication
to the Internet is done through the
Wi-Fi network. The stored data is
minimal, containing device id, coor-
dinates and a time stamp. This to-
gether with encryption of the data en-
sures GDPR compliance. This data is
presented in a web application.

The conclusions are that there is a so-
lution to the issue of lost help aids.
Both solutions given in the thesis are
relevant and both are viable for fur-
ther development. The architectural
solution implements the most inde-
pendent solution with regards to com-
munication and positioning. This is
then scaled down in to a proof of con-
cept solution that focuses more on de-
termining usage. The designed sys-
tem could be used in other areas with
similar monitoring issues. It could
also be used by doctors to follow up a
scheduled treatment, given out to pa-
tients etc.



Abstract

Internet of Things or IoT is an emerging field of technology that can be imple-
mented in different use cases to collect and exchange data. Help aids such as
wheelchairs, walkers and TENS machines, that are lent out by the county councils
to private persons, are easily lost due to several factors and this is a problem.
Using IoT to implement a system that can monitor the usage and the position of
these help aids, could solve the problem. This Master’s Thesis aims to provide an
architectural proposal solution and a proof of concept solution on how to design
the system from a hardware perspective and how to present of the collected data,
with the main focus on how to monitor the position and usage of the help aids.

The thesis also introduces and discusses the implementation of the GDPR in the
solution, which is highly relevant. Known from before, security in IoT solutions
have not been highly prioritized. In this thesis, the security has been taken into
consideration since sensitive data is being handled.

Keywords - Positioning, Usage, Wheelchair, Walker, TENS machine, IoT, Help
aids, GDPR, Security
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Chapter ]_

Introduction

The research for this thesis has been conducted at Cybercom Group in cooperation
with the Electrical and Information Technology department (EIT) at the Faculty of
Engineering, Lund University. This chapter introduces the thesis with the problem
background, goals with research questions and limitations and with an outline of
the thesis.

1.1 Background

Locating objects and monitoring their usage is a challenge. When it comes to
hospital equipment this is an increasing necessity due to the large number of
help aids that are present and used. Many help aids are lost or disappear which
introduces unnecessary costs and difficulties for the owners, which in Sweden are
the county councils. These objects are often not returned to the owners due to
various reasons. If these help aids are reliably monitored in terms of position and
usage, they are known to be used and located. Solving this with modern and
emerging technology, can be done by implementing an Internet of Things (IoT)
solution. IoT is an increasingly used term describing a network of devices that
can be used for collecting and sending data. IoT solutions can be used in many
different applications and use cases in daily life.

In this thesis three types of help aids are examined; wheelchairs, walkers and TENS
machines. Wheelchairs and walkers are very similar in their usage. However,
TENS machines are used for stimulating nerves using electricity so they differ a
bit in usage. This introduces two distinct usage problems to solve.

To do this type of positioning and measurement of the usage of these help aids, a
communication with them is required which can be done in different ways, one is
using the existing wireless and mobile networks.
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Also, as a response to data scandals with more and more increasing severity, in
the European Union the General Data Protection Regulation (GDPR) will come
into effect on the 25th of May 2018, which all member states have to follow.
This law introduces much stricter definitions on what is personal data, how it is
stored and increases the rights of data subjects greatly. As of writing this thesis,
the regulation hasn’t come into effect and achieving compliance is a challenge for
many data controllers. Due to the nature of collecting personal data related to
health, this thesis will adapt to these regulations.

1.2 Goals

The goals of this thesis is to investigate and analyze how the three help aids
are used and provide a definition for what usage is for the three use cases. From
this definition an architectural solution proposal is presented that solves the usage,
location, security and GDPR aspects. A proof of concept will then be implemented
which focuses mostly on the usage and location aspects. To achieve this, some
research questions and limitations that have been set up for this thesis.

1.2.1 Research questions

In order to achieve the goals in this thesis some research questions have been
defined. Firstly, what is the best way to find if the help aid is used or not and what
is the best way to monitor them in outdoor environments? Secondly, the question
of if it is possible to provide a proof of concept solution where the position and
usage is monitored for a help aid which is used by private persons? This solution
must be based on requirements from the stakeholder, resources and within the
time frame. This question is very relevant because the stakeholder requires an
implemented solution and a proof of concept solution is assumed to be enough for
providing that usage and position can be monitored.

With GDPR being relevant it is important to see if the implementation can be
adapted to the GDPR. With this being stated, what data is relevant to be stored
and provided for the stakeholder and how should the data be stored? Also, since
IoT solutions can be versatile the question if this implementation can be used in
different areas outside of the use case of this thesis is relevant.

1.2.2 Limitations

In order to limit the scope of the project, some limitations have been set. The
proof of concept solution is not intended to be a finished product for the market.
This would require a lot more focus on economics and other areas that are not of
relevance in this work. The main focus of the thesis is the monitoring problem.
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The solution to the monitoring problem opens the doors for possible management
of the big issue of lost help aids. Other areas that will be considered but are not a
major focus in this thesis, are the GDPR, energy efficiency and the security. This
is due to the fact that the implementation should be secure, energy efficient and
that the GDPR is highly relevant. The latency of the data transmission is not a
focus of this thesis since the system has no requirements of the data transmission.

1.3 Related Work

Since IoT is such an large and coveted research area, there are many studies on it
to examine. An IoT solution can vary in many ways, from its communication tech-
niques, its security and its energy consumption depending on the use case of such
a solution. M. Lauridsen et al. [1] in “Coverage Comparison of GPRS, NB-IoT,
LoRa, and SigFox in a 7800 km? Area” for example discusses and compares the
coverage of some of the more popular communication methods for IoT by conduct-
ing a series of experiments in northern Denmark. N. R. Potlapally et al. [2] in “A
study of the energy consumption characteristics of cryptographic algorithms and
security protocols” discusses the trade off between security and energy consump-
tion in IoT devices. This is important because often the requirement of an IoT
device is to be long lasting with low energy consumption. However depending on
the use case, different levels of security is also required. For this thesis concerning
medical data, this trade off is an important consideration.

Concerning the use case of this thesis i.e. monitioring usage and position of help
aid, the study “A Wheelchair Usage Monitoring/Logging System” by D. Ding et al.
[3] shows an implementation of a system that obtains data on distance traveled by
the wheelchair, how long the user sits in various seating positions and importantly
where the wheelchair has been. The latter mentioned part of this work is mostly
relevant for this thesis. However, this isn’t implemented as an IoT solution.

1.4 Outline of Thesis

Chapter 2 : This chapter introduces the usage and monitoring aspects. It also
introduces the different help aids, defines the usage of the different help aids and
how the usage is monitored and performed.

Chapter 3: This chapter introduces some basic concepts of the theory and soft-
wares that are needed to understand the choices made for the architectural solution
proposal and the proof of concept solution. The basics of the GDPR, security and
network is introduced as well.

Chapter 4 : This chapter presents the architectural proposal solution. It shows
how the problem should be solved for each help aid. Solutions on how the com-
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munication, positioning, security and GDPR compliance should be done, are ex-
plained.

Chapter 5: This chapter contains the proof of concept solution for each help aid.
Solutions on how the communication, positioning, security and GDPR compliance
should be done, is explained. Also different observations and results are presented.

Chapter 6: This chapter evaluates the proof of concept solution and shows results
from different test done on the system. The tests are done on the different proof
of concept solutions but focuses on testing the usage and positioning.

Chapter 7: The results from the architectural solution proposal and proof of
concept are discussed. A conclusion on whether the issues and research questions
are fulfilled, is presented. Also, this chapter discusses how the project can be
evolved in the future.



Chapter 2

Usage and Monitoring Aspects

This chapter explains what the different help aids are and whom they are used by.
Also, usage is defined for each type of help aid, how usage is going to be monitored
and how the monitoring is performed.

2.1  Wheelchair and Walker

Wheelchairs come in many different designs and sizes. Some are electrical and
some are not, and they are mostly equipped with two big wheels combined with
two small wheels. Usually wheelchairs are used due to the fact that walking is a
difficulty caused from injuries or disabilities. The most common target audience
is elderly people with walking difficulties due to age. In Sweden, wheelchairs are
used permanently by 130 000 persons [4]. Wheelchairs are mostly used in outdoor
environments but also in indoor environments.

Walkers often have the same design, four wheels with brakes and a basket. Its main
field of application is to support the walking for people with walking difficulties.
Walkers are mostly used by elderly people with walking difficulties caused by
aging. It is estimated that 250 000 persons use walkers permanently in Sweden
[4]. Walkers are often used in outdoor environments.

2.2 TENS Machine

TENS machines, or Transcutaneous Electrical Nerve Stimulation machine, is a
device that stimulates nerves for therapeutic purposes by using electric current
produced by the machine. Usually they are designed with two channels with 2
lead wires per channel. On each wire there are TENS plates hooked that will be
placed on a part of the body. Electric current is sent through the channel from
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one of the TENS plates, through the body and to the other TENS plate. TENS
machines are mainly used by people with acute or chronic pain caused by any
reasons. The TENS-machines are mostly used in indoor environments.

2.3 Usage

For the three different types of help aids considered in the report, the usage will
have to be defined differently due to their different functionalities. In this section
the following three main questions will be answered:

1. What is defined as usage?
2. How is usage monitored?

3. How is the monitoring performed?

2.3.1 What is defined as usage?

Defining usage can be done in different ways depending on the help aid that is
being used. An important consideration is that each help aid needs to have usage
defined clearly so that the choice of monitoring can be as accurate as possible.

A standard hand-driven wheelchair is used by one user who is seated. Usage for
the wheelchair is reasonably defined as motion in a general direction propelled by
either the user or somebody else pushing the wheelchair, e.g. a nurse or helper.
This introduces an issue of the speed of the wheelchair. It must be assumed
that the wheelchair moves at a reasonable speed. A walkers usage is defined in a
similar way as for the wheelchair. Here, the major difference is that the user is not
seated when the walker is moving. This means that seating is not an requirement
for usage. Since both the wheelchair and walker are very similar with the only
difference being whether the user is seated or not, the definition of usage depends
mainly on the motion of the help aid. This definition is appropriate due to the
fact that the help aids are used for helping disabled move around.

The TENS machine however differs a lot from the wheelchair and the walker.
Because the machine is used indoors often, it can not be assumed to be in motion
when being used. The user can e.g. be seated when using the machine. The
machine can be turned on without any treatment running. This does not count
as usage. The only time it is guaranteed to be used is when a treatment in the
machine is running. This is an appropriate definition of usage.
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2.3.2 How is usage monitored?

From the definitions of the usage for the three different help aids above, it is clear
that peripheral devices are needed to fulfill the definitions. A single sensor for
determining whether the wheelchair or the walker is used will not be sufficient. A
sensor that senses motion in the form of speed or acceleration will only monitor
and guarantee motion. The cause of the motion can be that the wheelchair or
the walker is used as it supposed to be but it can also give false positives. The
wheelchair or the walker could be transported in a vehicle etc. Similarly, having
only a sensor that senses the spinning of the wheels, will only guarantee that the
wheelchair or the walker has its wheels spinning. It will not in fact guarantee that
someone actually is using it properly or that it moves in a reasonable speed. Having
a sensor that senses that a person is seated on the wheelchair or the walker, will
not guarantee that it is moving or even having its wheels spinning. The wheelchair
is defined being used when the system can detect that there is someone seated on
it, when it is moving in a reasonable speed and that its wheels are spinning. The
walker is defined being used when the system can detect that the wheels on it are
spinning and that it is moving in a reasonable speed.

In order to monitor the TENS machine and fulfill the definition of its usage,
sensors that detect motion can be omitted. Focusing on the actual machine which
is battery powered, it can be assumed that the machine is powered on when there is
a loss in battery power. However, this does not in fact guarantee that the machine
is used by a person because the machine can be powered on without the actual
TENS treatments being used as stated before. Usage can instead be monitored by
measuring the current through the wires to the TENS-plates and this guarantees
that a treatment is running.

2.3.3 How is the monitoring performed?

For the wheelchair, monitoring has to be made on motion, spinning wheels and if
the user is seated. This makes it clear that more than one sensor is needed. At
least three sensors are required to monitor the usage. Motion can be detected with
different types of sensors such as e.g. accelerometers and gyroscopes. Spinning
wheels can be detected in various ways, but they all revolve around having a
detector on the base of the wheelchair and a trigger on the wheel to detect one
revolution. For example a hall-effect sensor together with a magnet on the wheel
or a light with a detector together with a reflective surface on the wheel. To detect
if a user is seated, a pressure sensor or a temperature sensor can be placed on the
seat. For the walker the same implementation can be done, except for detecting
if the user is seated.

For the TENS machine, monitoring has to be made on the current through the
wires. This can be done in several ways. One way is to detect the magnetic field
created by the current in the wire using a hall effect sensor or something similar
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to a clamp meter. This has the benefit of not interfering with the wire. Another
way is to build a circuit that detects current in the wire.



Chapter 3

Background

In order to have a good understanding of the problem and the choice of solution,
background knowledge is important. This chapter will introduce basic background
theory on different areas that are central in this thesis.

3.1 Internet of Things

The Internet of Things, or IoT, can be described as a network consisting of physical
devices that can collect and exchange data using existing network infrastructure.
These devices can be sensors, smart objects, wearables etc. Often, the main re-
quirement for an IoT device is to be long lasting with low energy consumption.

IoT devices can be separated into two range categories: Short range and wide area.
The former utilizes unlicensed radios with short range such as Wi-Fi or Bluetooth.
The latter uses cellular connections such as GPRS, 3G/4G, NB-IoT and soon 5G.

Overall, the number of connected devices are expected to rise very drastically in
the coming years. At the end of 2016 there was around 400 million IoT devices
with cellular connection. By 2022 it is estimated that there will be around 18
billion IoT devices out of around 29 billion total connected devices [5].

IoT-solutions can be divided into two main categories: Massive and Critical IoT.
Massive IoT consists of low power, low cost modules that update info with the
cloud on a regular basis. Examples of this include sensors of various kinds. On the
contrary, Critical IoT consists of high reliability and low latency devices. These
are used in e.g. industry or traffic safety use cases. The problem in this thesis is
considered to be a Massive IoT problem. This means that the solution faces the
following challenges:

e Low cost of the device - Since 10T is applied in high volume applications,
the cost of each device is significant.
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e Long battery life - Many times, replacing batteries is not viable on the field.

e Large coverage - Depending on use case, the solution must have either good
indoor connectivity or very good outdoor coverage for example in the trans-
port field.

e Scalability - The network that supports the devices must be able to scale up
from an initial limited number of devices to potentially support millions.

e Diversity - Connectivity, the network must be able to support different types
of sensors and their different requirements on e.g. latency or throughput.

There are different types of technologies to enable IoT. Short-range techniques that
enables IoT are Bluetooth, Near-field communications (NFC), Wi-Fi etc. Medium-
and Long-range techniques that can enable IoT are LTE or NB-IoT for example.

3.2 Microcontroller

A microcontroller is a small computer on a single integrated circuit. Microcon-
trollers can be found in many products and devices such as remote controls etc.
and they have at least one CPU, memory and programmable input/output pe-
ripherals. A microcontroller can for example control other devices and processes.
Examples on well known microcontrollers are AVR, PIC, ESP8266 etc. [7].

The ESP8266 chip is integrated with a TCP/IP protocol stack and can give other
microcontrollers access to Wi-Fi networks. The ESP8266 can run different oper-
ating systems, one of these are the NodeMCU.

3.3 NodeMCU

NodeMCU is an operating system for the ESP8266 chip based on the Lua program-
ming language. It provides support for the use of advanced APT’s for hardware 10
[8].

Some libraries in the NodeMCU software include [9]:

e crypto - Provides support for cryptographic algorithms.

e gpio - Provides access to the GPIO subsystem.

e i2c - For using the i%c serial bus.

e uart - Allows for communication over the UART serial port

e wifi - For using WiFi-related features such as connecting to an AP or setting
up the ESP as an AP.
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Programming for the NodeMCU operating system can be done with Lua. Lua
is a simple, lightweight, cross platform language. Lua was developed by a team
at the Pontifical Catholic University of Rio de Janeiro, Brazil as a programming
language primarily for embedded systems [10].

3.4 Sensors

This section will introduce and explain some different types of sensors that can be
used in the monitoring of the help aids.

3.4.1 Accelerometer

When an accelerometer measures acceleration on a body that is in rest, meaning
the coordinate system where the body is stationary, it is called the proper accel-
eration. Different accelerometers have different properties, some measure proper
acceleration in one axis and some in multiple axes. In general, capacitive plates
are placed internally in accelerometers. These plates moves upon acceleration
which makes the capacitance between them change. The acceleration can then
be determined from the changes in capacitance. The acceleration can also be de-
termined with accelerometers that uses piezoelectric materials. The piezoelectric
material outputs an electrical charge when a mechanical stress is applied and the
acceleration can be determined from this [11].

3.4.2 Hall-effect sensor

Hall-effect sensors are transducers, meaning they convert energy between two
forms, from magnetic to electric energy. In the presence of a magnetic field, elec-
trons in the metal placed inside hall-effect sensors, are deflected towards one edge.
This produces a voltage gradient across one side of the metal. Figure 3.1 shows
an example of the behavior of the hall-effect sensor when a magnet on a wheel
passes by the sensor. The Figures 3.1a and 3.1b shows that the sensor detects the
magnetic field, assumed that the magnetic field strength is high enough.

\;\77// \*\,7//
(a) Magnet outside the range of the (b) Magnet inside the range of the
hall-effect sensor. hall-effect sensor.

Figure 3.1: A wheel containing one magnet, passing by a hall-effect
sensor.
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It is known that current flowing in wires produces a magnetic field. The magnetic
field strength for a straight wire can be determined with:

_ Hol

B
27r

(3.1)

Where g = 47-10~7 Tm/A is the permeability of free space, I is the current and
r is the distance to the wire [12].

3.4.3 Pressure Sensor

Pressure is mostly stated as force per unit area. Pressure sensors usually acts as
transducers. They are used in many different areas and come in various forms
such as absolute pressure sensor, gauge pressure, vacuum pressure etc.

The Pressure-sensing technology can be divided into two categories of analog pres-
sure sensors. The force collector types, which uses force collectors to measure
deflection when force is applied on an area. The other category use density to
determine the pressure of liquid and gas [13].

3.5 Interface Bus

An interface bus in computer architecture is a system that transfers data. This
communication system can transfer data between components inside of a computer
or between two computers. The buses can be divided into two groups, internal
and external buses. The internal bus, also known as memory bus or system bus,
connects the internal components such as the memory to the motherboard. The
external bus, also known as expansion bus, connects different external devices such
as modules, printers etc. to a computer. Inter-Intergrated Circuit (I2C) and Serial
Peripheral Interface Bus (SPI) are two different serial interface buses that are used
by many modules and sensors.

I?C is an invention by Philips Semiconductor. It is a multi-master/slave serial com-
puter bus. Low-speed peripheral ICs attaches to processors and microcontrollers
by applying 12C [14].

The SPI is primarily used in embedded systems. The SPI is a synchronous serial
communication interface for short distance communication. Motorola is the de-
veloper of the interface and SPI devices communicate in full duplex, which means
that the communication can be done in both directions. Communication in both
direction is achieved using a master-slave architecture with only one single master
[15].
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3.6 Positioning

In this section, the different methods of positioning objects will be mentioned.
This section will also explain the technology behind each way of positioning. These
different technologies are essential in this work in order to be able to position the
different help aids.

3.6.1 Global Positioning System (GPS)

The Global Positioning System (GPS) is a system that provides geolocation and
time information. It was developed by the U.S. Department of Defense for military
use. Civilians were allowed to use the system first in the 1980’s. To determine a
position, trilateration with satellites is used. Determining your position, GPS uses
the signal from at least 4 satellites.

Each satellite has an atomic clock which is synchronized with the other satellites
in the orbit. Each satellite continuously broadcasts its position and time. The
device that is to be positioned with GPS, calculates the distance using:

d=cx AT (3.2)

where d is the distance to the satellite from the receiver, c is the speed of light
and AT is the time difference between the receiver and time broadcast by the
satellite. Each satellite sends signals in outer space in the shape of spheres. When
two spherical surfaces intersect, they create a shape of a ring which can be seen
in Figure 3.2a. When the third spherical surface collides with the ring, they will
intersect in two points which can be seen in Figure 3.2b. One of these points is
more likely to be on the surface of the earth than the other, therefore it can be
assumed to be the pending point. The fourth satellite is needed since the clock on
our GPS receiver is not accurate [16].

(a) Two colliding spheres creating a (b) The ring surface with the third
ring surface (marked in green). sphere.

Figure 3.2: Colliding sphere surfaces from the GPS satellites.
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3.6.2 Geolocation

Geolocation is a method of determining the location of an Internet host using its
MAC or IP-addresses, hardware or software production numbers, GPS coordinates
or other information. It works by mapping this information to factors such as:

e Country

Region (city)

Latitude/longitude
o ISP

e Domain name

When a device is requesting its location using a geolocation API, it will give a
estimate of the devices physical address [17].

The Google Geolocation API

The Google Geolocation API returns a JSON formated object containing the lo-
cation and accuracy radius from information given by a device. This information
can contain both cell towers and/or Wi-Fi access points. These are sent as a JSON
object called a request body. It contains the following optional fields:

e homeMobileCountryCode: The mobile country code for the device’s home
network.

e homeMobileNetworkCode: The mobile network code for the device’s home
network.

e radioType: The mobile radio type. Supported values are lte, gsm, cdma,
and wedma.

e carrier: The mobile carrier name.

e considerIp: Specifies whether to fall back to IP geolocation if Wi-Fi and
cell tower signals are not available. Defaults to true.

e cellTowers: An array of cell tower objects.

e wifiAccessPoints: An array of Wi-Fi access point objects.

Furthermore, an wifiAccessPoints array contains the following elements, only
macAddress is required [18]:

e macAddress: The MAC address of the Wi-Fi node.
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e signalStrength: The current signal strength measured in dBm.
e age: The number of milliseconds since this access point was detected.

e channel: The channel over which the client is communicating with the
access point.

e signalToNoiseRatio: The current signal to noise ratio measured in dB.

3.7 Wireless Communications

In this section, the different wireless communication technologies from mobile
telecommunication technologies such as GSM to 4G LTE and a technology for
local area networking such as Wi-Fi will be discussed and shortly introduced. Ac-
cording to H. Nguyen et al. [1] these are the most common technologies for IoT
communications.

3.7.1 GSM

the Global System for Mobile Communication or GSM is the standard to describe
the protocols for the second generation or 2G wireless telecommunication. The 2G
network was developed to replace the 1G network which was analog. Originally
the 2G was digital without any support for internet. With the GPRS introduced,
the newer version of 2G also had access to internet but on theoretically speeds of
50 Kbit/s [19].

The GSM technology was commonly the time division multiple access or TDMA.
TDMA is a method for shared-medium networks which allows multiple users utilize
same frequency channel. Spreading the signal into different times slots, makes this
possible.

3.7.2  General Packet Radio Service (GPRS)

The GPRS is service on the 2G and the 3G cellular communication system. The
service is a packet oriented mobile data service which is a type of communication
link sharing. The service is maintained by 3rd Generation Partnership Project
(3GPP), but was originally standardized be the European Telecommunications
Standards Institute (ETSI) [20].
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3.7.3 3G

The third generation or 3G is the third generation of wireless telecommunication
technology. The 3G is totally separate from the previous networks and provides
Internet at faster speed around a few Mbit/s. 3G devices can not communicate
with GSM towers since the 3G technology is different from the GSM technology.
Therefor it is not backward compatible to the older GSM technology. This is a
drawback since telecoms still have to maintain the older GSM technology.

The 3G technology uses a channel access method called Code-division multiple
access or CDMA. The method employs spread spectrum technology in combina-
tion with a special coding scheme. What is different from this modulation and
other modulation schemes is that the bandwidth is spread in the frequency do-
main, which results in a wider bandwidth. The advantages of this is an increased
immunity against interference or jamming and multiple user access.

When it comes to security, the 3G networks uses KASUMI. KASUMI is a block
cipher which is used to provide confidentiality and integrity. 3G networks offer
greater security than GSM networks which uses the older A5/1 stream cipher [21].

3.7.4 4G

The broadband cellular network technology that succeeds 3G, is the 4G. The ITU
specified the standard in the IMT-Advanced requirements. Two 4G systems were
developed and are used commercially; WiMax and LTE. WiMax was standardized
by IEEE and is currently the lesser used technology of the two. LTE, also known
as Long Term Evolution is the more widespread. Both of these standards however
do not fully comply with the IMT-Advanced requirements but are still accepted as
4G. One of the later versions of LTE called LTE Advanced, however fully complies
with the IMT-Advanced requirements [22].

4G differs from the 3G standard in that it is developed firstly for Internet traffic.
The 3G is however firstly developed for telephone traffic. LTE offers speeds of up
to 100 Mbit/s and has been standardized by the 3GPP [23]. Some LTE solutions
were specifically adapted for the use of IoT devices, such as NB-IoT.

NB-loT

Narrowband IoT (NB-IoT) is a narrowband radio technology standardized by the
3GPP. It is a LPWAN developed that with the help of cellular telecommunication
bands, enable a wide range of devices to be connected. NB-IoT focuses on long
battery life and low cost, together with the use of many connected devices . The
NB-IoT technology offers speeds around 250 Kbit/s [24, 25].
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3.7.5 5G

Currently, the successor to the 4G networks are being developed for release in
2020. The 5G network is designed to handle many connected devices which are
suitable for the projected rise of IoT devices worldwide. Some other goals with
5G are low latency and very high reliability. It must handle both high data rate
applications such as mobile phone connectivity and low data rate applications such
as machine to machine communication with IoT devices [22].

3.7.6 LoRa

LoRa is a wireless RF technology which is used in LPWANSs for IoT applications.
It was developed by Cycleo in Grenoble, France and acquired by Semtech in 2012.
LoRa is based on chirp spread spectrum (CSS) technology which uses a chirp pulse
consisting of a sinusoidal signal where the frequency increases or decreases over
time. This pulse is used to encode and decode the sent packet. The goal with
LoRa is to enable long communication distances with the help of CSS and enable
low power consumption and low throughput communication of a maximum of 1
kbit/s. It also provides deep penetration in dense indoor regions.

When it comes to security in LoRa, it has end-to-end embedded encryption using
AES which is a specification for encrypting data [26].

3.7.7 Sigfox

Sigfox is a French company that builds wireless networks. The Sigfox technology
operates on the ISM radio band. It uses Ultra Narrow Band (UNB) technology
which passes through solid objects freely and the required energy is little and
therefor it is a LPWAN. Sigfox provides data transfers at speeds of 100 or 600
bit/s depending on the region. The Sigfox only allows 12-byte data payloads.

Together with the UNB technology, Sigfox uses the Differential Binary Phase
Shift Keying (DBPSK) and Gaussian frequency-shift keying (GFSK) modulations.
When the scheme depends om the difference between the successive phases, it is
called DBPSK The GFSK is also a digital modulation that imparts the frequency
of the carrier wave [27].

3.7.8 Wi-Fi

Wi-Fi is a certified trademark in use to describe the technology which allows the
connection and use of most wireless networks, or WLANs. The technology is based
mostly on the IEEE 802.11 standard, so the terms are used interchangeably in
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most day to day speech. The WLANSs can operate in two modes. In infrastructure
mode, all units connect to a local network called a Basic Service Set (BSS). Each
BCC uses access points or AP’s to communicate via a router to the Internet. In
a standard home network, the AP and router are integrated into the same device.
However, in ad-hoc mode the units group together to form a BSS which has no
AP and connection to the outside Internet. Here the units communicate directly
with each other in a local network [28, 29].

In infrastructure mode the networks can either be configured as open networks
where any unit can connect freely. Otherwise, the networks have some sort of ac-
cess control. One way of doing this is using Wi-Fi Protected Access 2 (WPA2) [29].
WPA2 is however vulnerable to attacks such as KRACK which was announced in
October 2017. This has led to WPA3 being introduced by the Wi-Fi Alliance [30].

3.8 Database

SQL which stands for Structured Query Language, is the the most common stan-
dardized language used to access databases [31]. MySQL is a relational database
management system (RDBMS). This means that the data is stored in tables rather
than all data put together in one space. The MySQL software is open source and
should work in both client/server or embedded systems. It provides enough func-
tions to make an implementation that is compatible with GDPR.

3.9 General Data Protection Regulation

To strengthen and unify the data protection for individuals within the European
Union, the European Parliament has created the General Data Protection Reg-
ulation which will take effect the 25 May 2017. The goal for the regulation is
primarily to give the control over personal data back to citizens. To implement
and adapt for the regulation, there will be a challenge for most members in EU,
but especially for Sweden. The current Data Protection Directive from the EU
called PUL in Sweden, has so far been used at ease in Sweden compared to other
countries in EU. For many companies, the regulation is a matter of money. This
is due to the fact that those who do not follow the regulation, a fine of 20 million
EUR or 4% of the annual worldwide turnover, whichever is greater, will be held
[32]. This work will handle personal data that will be stored, therefore this is
highly relevant for the thesis.
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3.9.1 Personal Data

GDPR defines personal data in Article 4(1). It says that any identifiable natural
person, also known as the data subject can be identified both directly and indirectly
with personal data. Since the reason of the GDPR is to protect personal data and
the regulation only applies to it, this definition is very important. Some examples
of personal data include:

e Name

e Address

e Telephone number

e Email

e Identification number
e Location data

e Online identifier or to one or more factors specific to the physical, physio-
logical, genetic, mental, economic, cultural or social identity of that person.

e Photos
o [P-addresses

e Cookies

Furthermore some data might be considered to be of higher importance which
allows for a more comprehensive category of sensitive personal data [33, 34].

3.9.2 Sensitive Personal Data

Some data related to a persons personal identity requires stronger protection.
GDPR defines sensitive personal data in Article 9(1). It strongly prohibits the
processing of sensitive personal data such as data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade union membership, the
processing of genetic data, biometric data for the purpose of uniquely identifying
a natural person, data concerning health or data concerning a natural person’s sex
life or sexual orientation [35].

This means that processing data such as that concerning health is prohibited
unless the person in question has given explicit consent unless Union or Member
State law has prohibited the person to do so. This is defined in Article 9(2)(b).
Consent is also defined further in Article 4(11) as any freely given indication of a
data subjects wishes that they agree to the processing of personal data relating to
them by a statement or by an other clear affirmative action [35].
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3.9.3 Privacy By Design And Privacy By Default

GDPR recognizes the right of privacy by design. According to Article 25(1) [36],
data controllers must “implement appropriate technical and organizational mea-
sures, such as pseudonymization.” in design stages of all projects along with the
life cycle of the relevant data process [37].

However, privacy by default as stated in Article 25(2) determines that the data
that is collected is only used for the specific purpose for which the data is needed.
This is not something new for data controllers as it was advisory before GDPR,
but will now be mandatory. A way of implementing this is by minimizing the
amount of data that is collected [37].

3.9.4 Pseudonymization of Data

GDPR introduces the concept of pseudonymous data which is personal data that
has been altered in a way so that it is not directly traceable back to an individ-
ual without additional information. Hence, this means that the data has been
for example hashed or encrypted so that it is unintelligible without the key, in
the use case of e.g. encryption. The data will however still be considered to be
personal data. Pseudonymization of data allows for certain relaxations from some
provisions in the GDPR regarding breaches of data. It encourages the use of
pseudonymization as a measure for privacy by design and for enhanced security
[38].

3.95 GDPR and loT

The use of IoT products introduces various difficulties and issues when trying to be
compliant with the GDPR. This is due to the following regulations and definitions
in it [39, 40]:

1. Security breaches: Due to the issues concerning loT devices and security,
some concerns have been put forward regarding security breaches and the
fact that GDPR requires data controllers to report any breach within 72
hours of the incident occurring.

2. Comnsent: Since many IoT solutions are made for collecting data which can
be connected to a person such as number of steps taken or position. Under
GDPR this data will be considered to be personal data and the collection of
it may therefore subject to consent from the users. The user must be able
to opt-out i.e. withdraw consent from the data collection.
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3. Privacy by design and privacy by default: Some existing IoT solutions
may have been designed without privacy in mind and under the GDPR, data
controllers must demonstrate their compliance with privacy by design and
privacy by default.

4. Enhanced data subject rights: The data subjects under the GDPR,
will enjoy expanded rights over their personal data. These rights include:
the right to be forgotten, the right to object to automated decision making
and data portability rights. IoT systems must be adapted to include these
rights.

5. Processing Personal Data relating to children: Children under 13
can not consent on their personal behalf to data processing. This can be
extended for children up to the age of 15 depending on individual member
states legislation. IoT solutions must be adapted to allow for parents consent
in these cases.

3.10 Security

This section introduces some security aspects that are used in the architectural
solution proposal in Chapter 4.

3.10.1 Confidentiality, Integrity and Availability

Confidentiality, integrity and availability are three important terms used when
designing and guiding security policies in an organization. They are also referred
to as the CIA triad [41].

Confidentiality

Confidentiality, is the concept about stopping unauthorized users from reading the
data that is being sent. This can be divided into two ways of for example concealing
a document; either hiding it from unauthorized viewers or hiding the existence of
it at all. It has two aspects known as privacy and secrecy. Privacy relates to
the protection of personal data and secrecy about protecting data belonging to an
organization. Confidentiality can be achieved with encryption or access control
[29, 42].

Integrity

Integrity is related to writing of data. The message should be the same when
arriving as when it was sent [42]. This includes both intentional alterations made
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by an attacker and random transmission errors. D. Gollmann [29] defines integrity
in the most common sense as:

“In general, integrity is about making sure that everything is as it is
supposed to be”

Integrity is achieved with different methods, for example hash functions [42].

Availability

Availability according to ISO 7498-2 defined as the property of being accessible
and usable upon demand by an authorized entity [43]. This means that in order
to achieve availability one must keep strict maintenance on hardware and keep
conflict free software so that the system functions as good as possible [41].

3.10.2 Encryption

Encryption is a term describing an algorithm that is used for protecting data confi-
dentiality. This algorithm E uses an cryptographic key k to encrypt a plaintext m
into a ciphertext c¢. This ciphertext can be decrypted with a decryption algorithm
D with the key k to retrieve the plaintext again. Encryption and decryption are
shown in Equation (3.3) resp. (3.4).

¢ = Ex(m) (3.3)
m = Dk(c) = Dk(Ek(m)) (34)

Encryption can be divided into symmetric encryption and asymmetric encryption
algorithms.

Symmetric encryption

Symmetric encryption algorithms use the same key for both encryption and de-
cryption. This means that the sender and receiver share the key and that any
malicious party observing the communication cannot read the message [29]. The
key in symmetric encryption algorithms is referred to as the secret key by con-
vention. Some commonly used symmetric encryption algorithms include AES,
Blowfish and 3DES. Symmetric encryption algorithms are often used to encrypt
data that is sent [45].
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Asymmetric encryption

Asymmetric encryption algorithms, also known as public key cryptography, uses
different keys for encryption and decryption. The encryption key can be made
public but the other one must stay private. Is should not be possible to derive the
private key from the public one. The key in asymmetric encryption algorithms
is referred to as the private key by convention. This is to distinguish it from the
secret key in symmetric encryption. Some commonly used asymmetric encryption
algorithms include RSA, Diffie-Hellman Algorithm, DSA and Elliptic Curve Cryp-
tography. Asymmetric encryption algorithms are often used in key establishment
and are slower than symmetric encryption algorithms [29, 45].

For more detailed information about cryptography, consult the Handbook of Ap-
plied Cryptography [44].

3.10.3 Cryptographic Hash Functions

Cryptographic hash functions are mathematical algorithms that take data of ar-
bitrary length and map this data into a string of fixed length. These functions are
designed so that it is computationally easy to calculate the hash value from the
plaintext but infeasible to invert the function i.e. calculate the plaintext from the
hash value [29]. Cryptographic hash functions can be used to protect data such
as passwords or in the case of the GDPR, data pseudonymization.

3.10.4 Key-exchange algorithms

Two parties that want to exchange encrypted messages, needs some type of key-
exchange. In this thesis the device needs to send encrypted messages to the server
that can only be read by the two parties. Any method in cryptography where
cryptographic keys are exchanged between two parties, is called key exchange.
In order for two parties to exchange encrypted messages, both must be able to
decrypt and encrypt messages. The goal with key exchanging is that no one else
can obtain a copy of the private key. To achieve this goal, Diffie-Hellman (DH)
key exchange or Ephemeral Diffie-Hellman (EDH) can be used. Furthermore RSA
key exchange can also be used. These are recommended by the National Institute
of Standards and Technology (NIST) as key management [46].

Ephemeral Diffie-Hellman

Exchanging cryptographic keys over a public channel securely can be done with
EDH key exchange. With zero knowledge of each other between two parties, a
shared secret key can be established over an insecure channel. The EDH ensures
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that each session key between the parties, is different. This enables Perfect Forward
Secrecy or PFS [47].

The key exchange procedure is done by following:

1. Client: Requesting connection
2. Server: Suggest generator g and prime p

3. Client and Server: Computes A = ¢ mod p and B = g” mod p respec-
tively. (a - Client secret value, b - server secret value)

4. Client and Server: Exchange of A and B - Handshake completed.

5. Client and Server: Computes S = B® mod p and S = A® mod p respec-
tively - Shared secret key established.

For each new session, the values a and b are changed to ensure PFS is enabled
[29]. PFS indicates that the secrecy of old session keys is taken forward into the
future. It is important to know that any type of authentication is not provided
with EDH, meaning that a Man-In-The-Middle attack is possible.

RSA

The RSA (Rivest-Shamir-Adleman) is a public-key cryptosystem meaning that the
encryption key is public and the decryption key is private and different from the
encryption key. RSA is used for secure data transmissions and is used widely.

The client public and private key is determined by following:

Two large prime numbers are chosen, p and q.

The value n is calculated with n = pq.

The value ¢ is calculated from (p —1)(¢ — 1) = t.

Integer e is chosen from the conditions that < ¢ and a coprime with ¢.

d is found such that it is the multiplicative inverse of e modulo t.

A I

The public key (e, n) is released and the private key (d,n) is kept.

When another party intends to communicate with the client, the message m is
encrypted as ¢ = m® mod n. The client decrypts the message by m = ¢? mod n.

The use of RSA ensures authentication since both parties know who they are
communicating with [48].
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3.10.5 Transport Layer Security

Transport Layer Security or TLS, is a protocol that provides communication secu-
rity over the network. To provide privacy and integrity between two parties, TLS
can be implemented. This means that the message can not be modified between
senders and that the data is protected from unauthorized disclosure of information
[42]. The protocol also provides with an optional protocol which is the handshake
protocol. The handshake protocol provides authentication and key-exchange.

3.10.6 Threats

Threats and attacks come in many different shapes. Attacks can be perpetrated
by someone outside or inside a organization. When a device is connected to a
network, it will be liable to different threats. In order to understand where a
system can be vulnerable, knowing the threats is vital. Below are some of the
most common threats on a IoT system listed and explained.

For a list of the most common vulnerabilities with percentages, consult the CVE
Vulnerabilities site [49)].

Denial of Service Attacks

Denial of service attack (DoS attack) is a attack where the perpetrator wants to
make a network resource or a machine, unavailable to the intendant users. When
the target is flooded with requests, it can be overloaded and prevent legitimate
request from being fulfilled. This happens because the victim is forced to perform
a huge amount of computations. There are different defense techniques against
DoS attacks such as sinkholing, IPS based prevention etc. [29].

Spoofing

The goal of a spoofing attack is to lure the victim to send important data such as for
example passwords voluntarily by impersonating the other party that the victim
wants to send the data to. An example of a spoofing attack is a program that
shows a fake login screen for the victim when he or she tries to log on to a website.
The victim enters his or hers credentials. The login screen then stops working and
exits out to the real login credentials. The victim then inputs the credentials again,
succeeds with login and most likely doesn’t suspect any theft of the credentials.
Some techniques to defend against spoofing include displaying the number of failed
logins to the user, using a trusted path such as CTRL+ALT+DELETE in Windows
or using mutual authentication where the system also needs to authenticate itself
to the user [29].
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Man-In-The-Middle Attack

A Man-In-The-Middle attack or MITM attack, is an attack where the attacker or
malicious party gets access to the traffic between two parties by rerouting all traffic
through the attacker. The attacker can eavesdrop which means that the attacker
can listen to the private conversation of the two parties, without the knowledge of
either, this illustrated in Figure 3.3. The only way for the attack to succeed is when
the attacker can impersonate each endpoint. Protection to prevent MITM attack
is done in most cryptographic protocols by including endpoint authentication [50].

Figure 3.3: The connection during a Man-In-The-Middle attack.

Replay Attacks

In a replay attack, the malicious party impersonates the sender by reusing a com-
promised session key. The malicious party replays the original message to the
receiver at a different time to e.g. authenticate itself as the original sender. To
protect against replay attacks, nonces i.e. numbers that are used once for each
session can be used or generating new keys for every session [51].

Code Injections

When code is introduced by a attacker into a vulnerable computer program to
change the course of execution, it is called code injection. Usually, the outcomes
of a code injection are disastrous such as corruption or loss of data, denial of access
etc. Applications that are vulnerable to this type of attack, tend to send untrusted
data to an interpreter. Flaws in applications can be found in SQL, NoSQL queries
etc. Prevention against code injections are done in the application code.

A SQL injection is an attack where the attacker uses entry fields on the application
to execute malicious SQL statements on the server side. SQL injection is one of
the most common web hacking attacks and could destroy databases. Attackers
could with the injection, spoof identity, tamper existing data etc [29].
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Network Sniffing

Network Sniffing is an attack where the network communication is monitored or
listened to by the attacker, this is illustrated in Figure 3.4. The attack can be
done in different ways such as when a Wi-Fi is used which makes it possible for
anyone to listen. Detecting and preventing this type of attacks is difficult [52].

Client Server

Attacker

Figure 3.4: Network sniffing.

Brute force/Guessing Attack

When it comes to guessing passwords, the risk of an attacker guessing correctly, can
never be completely eliminated. What can be done is to decrease the probability of
that happening. In a for example, web application where sign in with credentials
are required, this type of attacks are possible. A brute force attack is an attack
where the attacker tries all possible combinations of valid symbols. Preventions
against these type of attacks are many such as introducing password lengths,
mixing all type of valid symbols, avoiding standard passwords, limit number of
tries ete. [29].
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Chapter 4

Architectural Solution Proposal

This chapter explains the best way in our terms, how to solve the problem of moni-
toring the usage and position using existing components, softwares and databases.
Figure 4.1 shows a brief overview of the system and the flow of information from
monitoring the data to collecting it in a database and displaying the information.
Since this is the proposed architectural solution, some or most of these components
have not been used in the proof of concept solution.

-

Figure 4.1: Brief overview of the system showing the flow of infor-
mation.
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4.1 Overview of Solution

The design of the architectural solution proposal with encryption and communica-
tion techniques is shown in Figure 4.2. The designed systems for the different help
aids are approximately the same. The different systems have sensors or a small
circuit to detect the usage. Each sensor has a different task to fulfill to ensure
the usage, the hall effect sensor detects the wheels spinning, the accelerometer
detects motion and the pressure sensor detects the pressure from a person sitting.
The use of three sensors ensures that false positives are eliminated. To monitor
the usage of the TENS machine, the main function of the circuit in Figure 4.4 is
to detect current through the wires to the TENS pads. When the ESP8266, the
main communication device, receives a notification from the sensors or the circuit,
that the help aid is used, the position of the help aid will be given by the GPS.
Positioning and cellular communication are handled by the SIM808 module which
uses both GPS and GPRS.

The data containing the position and the device id, will thereafter be sent using
mobile telecommunication to the Internet and to the server. Since the data that
is sent to the server is considered as sensitive personal data under the GDPR, the
solution will follow the concepts privacy by design and privacy by default. These
are achieved by encrypting the database and minimizing the amount of data.
Furthermore the patient will have to consent to the data processing. Privacy
and integrity over the network is provided by the implementation of TLS. The
presentation of the data on the website is the last step in the chain. At this stage
the system can be vulnerable to different attacks such as MITM, SQL injections
etc.
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Figure 4.2: Overview of architectural solution proposal.
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4.2 Communication

As Figure 4.2 shows, there is a need of reliable communication to every IoT device
in the system. Since the system is used to determine if the help aid is used or not,
the system is expected to send its information at the most once a day. This means
that it is important that the data sent arrives to the database. The amount of data
sent is the devices current location and its unique id. The size of the data can be
assume to be at most one kilobyte knowing that it only contains the coordinates
and the device id and this is not much data. It is also important that, since the
device is on a help aid, that the communication is independent of the location of
the help aid i.e. that the user can move around freely and that the communication
to the database can be guaranteed.

The communication between the components, the outer world and the server can
be done using many different techniques. To achieve this, the options from Section
3.7 about wireless communication are considered. These include: GSM/GPRS,
3G, 4G, 5G, NB-IoT, LoRa, Sigfox and Wi-Fi. All of these wireless communica-
tion technologies have their benefits and drawbacks. The 5G technology that is
designed for IoT solutions is very interesting for this topic, is omitted from the dis-
cussion due to it still being in development and not available commercially at the
time of writing this thesis. All of the technologies that are listed above provide
good outdoor communication but differ in indoor communication, range, speed
etc. From the study by M. Lauridsen et al. [1] the technologies GPRS, NB-IoT,
LoRa and Sigfox have been compared regarding coverage. The study shows that
all technologies have less than one percent outage for outdoor devices. When it
comes to indoor coverage, the NB-IoT provides the best coverage. The drawback
with the NB-IoT is that since it uses the same resources as LTE, it can experience
interference. The drawback with Sigfox is the capacity problems [1]. From an
energy consumption perspective, the 3G and 4G networks could be more energy
consuming than the GSM/GPRS, NB-IoT, LoRa and Sigfox due to the higher
speeds and in areas that lack coverage.

The Wi-Fi is mostly used indoors and works best in an indoor environment of
the listed technologies. The range for the Wi-Fi is very limited and makes it
unsuitable when the help aid is used in distance from the access point. Another
problem with Wi-Fi networks is the connection establishment with the device. If
the device could in an easy way connect to free opened secure Wi-Fi networks, it
could be used when there is poor mobile coverage as a backup option.

For this system, the choice of communication system is the GSM/GPRS. Since
there are no requirements on the system to transmit at high speed and have any
latency, the GSM/GPRS is a good choice. It transmits at lower speeds than the
3G, 4G and the NB-IoT, but higher than the LoRa and Sigfox. From an energy
consumption perspective it could be lower consuming in areas where 3G and 4G
lack coverage and also due to the fact that it is transmitting at lower speeds.
The GSM/GPRS provides very good outdoor coverage and a good enough indoor
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coverage. The GSM/GPRS already has a good existing system with dense number
of base stations.

4.3 Positioning

When it comes to positioning the different help aids, there are different technologies
to use. The most common technology used for positioning and navigation is the
GPS which should be used in the proposed architectural solution. The accuracy in
outdoor environments is set to less than 2.5 m CEP which can be considered good
enough. The only drawback is the indoor positioning which could be solved if the
indoor positioning was done using peripheral devices or even the Wi-Fi network.
Since positioning the help aids indoors is not relevant it is omitted.

4.4  Security and Attack Model

In most of todays IoT devices, the security has not been a priority. There are
lots of different types of examples where the IoT devices lack security, such as
hacked network-cameras. A system that is connected to the mobile networks or
Internet, can be assumed to be in the risk of an attack. Attacks can be performed
by a single individual with good knowledge, an organization, a group etc. Attacks
are increasing and becoming more sophisticated. The system in this thesis will
consider the attacker to be an individual with limited resources and government
agencies will be omitted.

In order to keep an IoT system secure, it is important to know what data is
necessary to be protected, where the system is vulnerable and what attacks that
can be performed against it. It is also important that the system has enough
security but not too much. Having too much security i.e. using keys that are too
large will result in slow operations due to waste of CPU power for example when
encrypting with large keys. This can weaken the user experience and the level
of security with large e.g. 2048 bit key sizes is too large for this use case. The
sensitive data that needs to be protected is the position of the device and the
device id which also is the entire data being sent.

From an energy consumption perspective, there are several factors that can affect
the battery life of an IoT device. Factors that matters are for example the size
of transmitted data, encryption algorithms, key sizes etc. When determining the
level of security and energy consumption, there is always a trade off. Low energy
consumption is connected to low security level and high energy consumption is
connected to high security level. N. R. Potlapally et al. [2] discusses the energy
consumption characteristics of cryptographic algorithms and security protocols.
It is for example mentioned that using key sizes of 512 bits instead of 1024 bits
for the DH key exchange algorithm, can reduce the consumed energy in the key



Architectural Solution Proposal 33

generation with 77 percent and in the key exchange with 85 percent. This IoT
system in comparison to an IoT system that measures for example the air humid-
ity in a garden, requires a higher level of security due to the fact that sensitive
data is transmitted. Therefore the security is more prioritized than the power
consumption in this use case, although kept in mind.

Attacks on the system are possible in all steps in Figure 4.2. At the connection
between the devices and the server, different types of network attacks are possible
such as network sniffing, MITM, spoofing attacks, DoS attacks etc. Some of these
attacks are harder to protect against and some are easier. Between the devices
and the mobile network, there is mobile network encryption which protects against
sniffing for example. To provide privacy and integrity between the devices and the
server, TLS is to be implemented in two stages. Firstly, it is used in between
each device and the server as shown in figure 4.2. TLS is a protocol that provides
communication security over the network. In the implementation, symmetric cryp-
tography e.g AES-128 which is recommended by NIST, will be used to encrypt
the data, this will make the connection private and provide confidentiality. Sym-
metric cryptography is chosen because encrypting and decrypting with symmetric
cryptography is faster than encrypting and decrypting with asymmetric cryptog-
raphy. The keys for the symmetric encryption is done with EDH. This will protect
from replay attacks and protect the data since each new session has a unique
key. Integrity is provided because the TLS will include a message integrity check
using a hash function. Protection against MITM attacks can be done by using
TLS. Assuming that the certification authority or CA is trustworthy and that the
server key is remained private, the connection can be assumed to be completely
safe against MITM attacks. Assuming that the CA is trustworthy is very a bold
assumption. In March 2018, Trustico’s, a certificate reseller, CEQO, transferred
the private keys for 23,000 HTTPS certificates via email, which is a non-secure
protocol. This implies that Trustico had violated the requirements for certificate
authorities by storing these private keys [53]. Authentication is achieved by using
public-key cryptography using e.g. RSA. The data is to be stored encrypted in the
database in order to be in complaint with the GDPR.

At the second stage between the database and the application, the solution is still
vulnerable to the attacks mentioned above, but also against different attacks for
example code injections and brute force/guessing attacks. These attacks are pos-
sible to be attempted at the stage where requests to the database are made and at
the log in stage to the application. In order to protect us in this stage of the system,
same implementation as for the first part of the system, is used. Protection against
the code injections are done with prepared statements in the code, preventing SQL
injections to be executed at the database. Protection against brute force/guessing
attacks are done by limiting number of attempts, introducing a password length
and a mixing of valid symbols. The password length of eight characters plus a mix
of valid symbols, is sufficient enough and follows same password policies as other
trusted applications such as Outlook etc.

To make the system even more secure, introducing a multi-factor authentication
could be implemented. For the system to be in line with the GDPR, the system
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should have a log. Only necessary data should be logged, outdated data should
be deleted and should only be accessed by authorized personnel. The log should
register any attempt to access the sensitive data.

4.5 Privacy

Since the help aid is used by a patient, the data that is being collected will fall
in between Personal Data and Sensitive Personal Data. Because the monitored
data is the location of the device and if its being used, the data doesn’t directly
reveal any medical info but the device ID can be linked to a name in the hospital
journals even though the purpose of the solution is to monitor a machine instead
of a person. This places the solution in a grey-area where different interpretations
of the GDPR laws can result in sanctions. Due to this, it is assumed that the
solution handles only sensitive personal data.

In order to make the solution compliant with the GDPR, it must implement the
concepts of privacy by design and default. Privacy by design is achieved with
data pseudonymization in which all data in the database is encrypted. Privacy by
default is achieved by only collecting the minimum data needed i.e. the location
of the device and if the device is used. Data minimization is also implemented by
only identifying the data with its unique ID and this is not directly linked to a
person in the system. This link is found in other patient data systems.

Also, ideally some kind of data splitting is implemented by storing the values on
different servers. The encryption should also be made using different keys for each
server.

Furthermore, since consent is very important and required especially when dealing
with sensitive personal data, any patient using the solution will have to consent to
the data processing. The patient does have the right to withdraw consent when
he/she so chooses. Also any child under the age of 13 will need parents consent.
Also to allow for the right to be forgotten, the patient will get to have his/her
entries removed from the database.

4.6 User interface

When data is collected and stored in the database, it must be presented easy and
well. Ways to present the data can be either a mobile application, web application
or both. The user interface should start fast, be easy to use in terms of naviga-
tion and have enough information, it should always be available for authenticated
personnel after they login to the system using credentials etc. The application
has to be safe and have some type of protection against attacks such as the ones
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mentioned in Section 4.4. The presented data should at least show where and
when a help aid has been used.

The target group for the user interface is an employee working for the stakeholder
i.e. a help central in Sweden. Since there are no commercially available solutions
for this use case, it has to be implemented. Implementing the interface in the
existing journal system is not relevant due to the fact that only help aid needs
to be monitored. Since medical journals contain sensitive personal data, this
introduces difficulties concerning the GDPR.

4.7 Monitoring usage

This section describes the architectural solution proposal for the different help aids
in detail.

4.7.1 Wheelchair and Walker

Monitoring the usage of the wheelchair and the walker, can be done in different
ways using different sensors. To determine whether to use the accelerometer, hall-
effect sensor, the pressure sensor or a combination of them, it had to be put to a
test. Usage is defined in an earlier section as:

e Wheels spinning.
e A person seated (wheelchair).

e Movement in a reasonable speed.

Using only the hall-effect sensor to determine the usage, is not the most efficient
way. The sensor only tells if the wheels are spinning, that does not imply that
someone is in fact using the help aid. The wheel could be triggering the sensor
just by moving it back and forth a few cm or it could even be someone that is
transporting the help aid by pushing it from behind.

Using the pressure sensor only, will let us know if the breaks are released or if
someone is sitting on the wheelchair. It wont in fact tell if its moving at all or if
it is moving in reasonable speed.

If the accelerometer is used alone, it will only tell us that the object is moving
and at what speed, but not if there is someone pushing it from behind, if it is
transported in a car nor if someone actually sits on it.

To make sure that the help aid, is used to basis of the given definitions, a priority
of the sensors have been introduced as in Figure 4.3 and as following:
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1. The Hall-Effect sensor detecting spinning wheels.
2. Pressure sensor detecting a person being seated (wheelchair).

3. Accelerometer sensing a movement in reasonable speed.

The hall-effect sensor is tended to be placed at the metal holding the wheels and
a magnet is attached to the wheel. Every turn of the wheel is then registered.
The pressure sensor is placed on the seat/brakes and the accelerometer is placed
at any optional spot.

4.7.2 TENS Machine

The TENS machine used in this project is an LT3011A from Clas Ohlson. The
machine is programmed with many different programs for several different body
areas. It also has modes for EMS and massage therapy. For this project only
the TENS mode is considered. The specifications for the modes are shown in
Appendix A.

From the table in Appendix A, several measurements were made on the machine in
different modes so that each type of signal modulation was investigated. This was
done in order to understand the behaviors of the different modes and to reliably
select hardware. The measurements were made over an 1 kf) resistor directly
coupled to the TENS machines cables. Every pulse from the machine is a square
wave and the following different signal modulations are introduced below:

e Simple modulated: The pulse width increases gradually over time.

e Hans: The pulse frequency changes in between 2 and 80 Hz.

e Continuous: The pulse is constant with a low frequency

e Amplitude modulated: The pulse width increases gradually over time.

e Pulse width modulated: The pulse width increases periodically over time.
e Synchronous: The pulse is constant but rises up to amplitude gradually.

e Asynchronous: Same as synchronous but the voltage level stops at an de-
termined Vj when rising and falling.

e Alternate Ramped burst: Similar to asynchronous but faster shifts between
rise and fall.

All measured signal modulations are shown in Appendix B.

It is not that easy to assume that the TENS machine is used when the power
is drawn from it. The TENS machine looses power by being turned on without
actually running any program. Designing a circuit that measures the power level
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Figure 4.3: Priority flowchart of the sensors used for the wheelchair
and walker solutions.
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won’t be enough to make sure it is actually used. It is only when current is
conducted through the wires from the TENS machine to the TENS plates.

The wires from the TENS machine are male plugs to which the female plugs from
the TENS plates are connected. Building the circuit in Figure 4.4 as an integrated
circuit and using the construction as a bridge between the male and female plug.
Each time the TENS machine sends a pulse through the wires, the circuit will
detect the pulses, and signalize the ESP8266 by setting one of the pins on the
ESP8266 to a digital one.

Qutput —[\

Fin
ESP8266

Figure 4.4: Bridge circuit detecting current through the wires from
the TENS machine.

The circuit is built up with one a 3.3 V power supply, two resistors and one PMOS
transistor. The transistor is a P-type metal-oxide-semiconductor or PMOS that
uses the p-channel of a MOSFET. Creating a inversion layer or a p-channel in an
n-type transistor body, lets PMOS transistors operate. The drawback with the
PMOS is that it conducts when there is zero voltage at the gate. This can be
either be solved with hardware or easily solved in the coding.

4.8 ESP8266

The ESP8266 module seen in Figure 4.5 can give microcontrollers access to Wi-Fi
networks. It is a SOC with a full TCP/IP protocol stack [54]. It is provided with
16 GPIO’s which through the firmware, can be assigned different functions.
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Figure 4.5: MOD-WIFI-ESP8266-DEV (ESP8266 module).

Technical features [55]:

e 802.11 b/g/n

e Wi-Fi Direct (P2P), soft-AP

e Integrated TCP/IP protocol stack

e Integrated TR switch, balun, LNA, power amplifier and matching network
e Integrated PLLs, regulators, DCXO and power management units

e +19.5 dBm output power in 802.11b mode

e Power down leakage current of < 10 uA

e 1MB Flash Memory

e Integrated low power 32-bit CPU could be used as application processor
e SDIO 1.1 / 2.0, SPI, UART

e STBC, 1x1 MIMO, 2x1 MIMO

e A-MPDU & A-MSDU aggregation & 0.4 ms guard interval

e Wake up and transmit packets in < 2 ms

e Standby power consumption

The ESP8266 is a popular choice of module when it comes to IoT, mainly because
of its size and functionality.

4.9 SIM808

Figure 4.6 shows the SIM808 which is a module providing a complete Quad-Band
GPRS/GMS combined with GPS technology. This means the module can be used
to send SMS, send data and even use satellite navigation.
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Sending data through GPRS can be done at 85.6 kb/s and the accuracy for the
GPS can be set to less than 2.5 m CEP. Circular error probability or CEP is a
measure of a systems precision. It is defined as the radius centered on the mean,
where the precision is expected to be at least 50 percent of the time. In this case,
50 percent of the time the accuracy for the GPS is less than 2.5 m [56].
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P/N: S2-1068C-21FA2
SN: D30615222428191

IMEI: 865067020490432
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Figure 4.6: The SIM808 module with GPS positioning and GPRS
mobile communication.

The module is compatible with a AT cellular command interface. The AT cellular
command interface has AT commands that are instructions to control a modem
[57]. SIM808 also have optional interfaces such as SPI.

4.10 Sensors

This section describes the specific chosen components. These are going to be used
to monitor the usage and the position.

4.10.1 Accelerometer

To measure acceleration from a rest frame, the LSM9DS1 is used which can be
seen in Figure 4.7. Apart from 3 acceleration channels, the LSM9DS1 also provides
3 angular rate channels and 3 magnetic field channels. It has I?C/SPI as serial
interfaces [58].
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Figure 4.7: The LSM9DS1 accelerometer module.

4.10.2 Hall-effect sensor

The used hall-effect sensor is TLV4964-5TA which is a integrated hall-effect sensor.
When the sensor detects a magnetic flux and the flux exceeds the set threshold,
the sensor switches the output. By default the sensor switches from a digital one
to zero. From an energy consumption point of view, this is not ideal, therefore
an inverter was implemented to reduce the energy consumption [59]. Figure 4.8
shows the sensor from the bottom and from the side. The pin number 1 is the

(o)

1 2 3
Voo GND Q
Figure 4.8: The hall-effect sensor and its pin layout.

Vaq which function as the supply voltage and pin number 2 is the ground. Pin
number 3 which has the symbol Q, is the output. When the sensors is operating
the sensitivity to sense is at 7.5 mT.
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4.10.3 Pressure Sensor

The used pressure sensor is a force sensitive resistor (FSR) with a square sensing
area. Depending on the force that is applied on the area, the resistance will vary.
When there is no force on the area, the resistance is approximately 1 Mf). The
larger the force, the less resistance [60]. The FSR can bee seen in Figure 4.9.

Figure 4.9: The force sensitive resistor.

There are two pins at the bottom of the sensor, where the one to the right is VCC
and the one to the left is the GND.



Chapter 5

The proof of concept solution

This chapter introduces and explains the implementation of the proof of concept
solution to the architectural solution proposal. The design of the proof of concept
solution is shown in Figure 5.1. The difference from this solution and the architec-
tural solution design, is the fact that the GPS and GSM/GPRS have have been
omitted. Instead, the data is sent through the router to the Internet. The loca-
tion of the help aid is given using Google Geolocation. Even though low energy
consumption is often a requirement in an IoT system, it has been omitted in the
proof of concept solution.

5.1 Assumptions

To solve this problem within the given time frame and other limitations, some
assumptions had to be made in order to focus on the key issues. The main as-
sumption considers the communication and positioning methods. It is assumed
that each help aid is used in an environment with access to at least three AP’s,
one of which has a connection with the device on the help aid. The AP’s exist
in the Google Geolocation database. This allows for more focusing towards the
usage monitoring issue and less on independent communication and positioning
methods.

5.2 Overview of Solution

The design of the proof of concept solution is shown in Figure 5.1. The main
difference between this solution and the architectural solution proposal, is the
communication channels. Just like the architectural proposal solution, the proof
of concept solution is implemented in the same way regarding on which sensors
are used and why. When it comes to the solution for the TENS machine, the

43
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proof of concept solution uses a NPN transistor instead of a PMOS transistor.
When the ESP8266 that is connected to the Wi-Fi network, receives a notification
from the sensors or the circuit that the help aid is used, the ESP8266 does a scan
on access points nearby. The MAC-addresses and the signal strength from three
access points are collected and sent to the Google Geolocation API, to determine
the position of the help aid. The accuracy is good but not like when the position
is determined with GPS. The data containing the device id and the position is
sent to the server. The server is located locally on the local network and can
only be accessed when being connected to the same network. This prevents many
of the attacks mentioned in earlier chapters. The web application is also hosted
locally and gives the user a opportunity to choose, which device it wants to get
information about. The information received is the last position of the specific
device on a map.
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Figure 5.1: Overview of the proof of concept solution.
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5.3 Communication

Since it is assumed that the proof of concept solution is set in a local environment
and the ESP8266 has built in Wi-Fi chip, the communication to the Internet will
be done with Wi-Fi. This allows us to focus more on the usage and positioning
aspects of the problem in the proof of concept.

5.4 Positioning

Unlike for the ideal solution which uses GPS to locate itself, the proof of concept
solution uses geolocation to achieve the same result. This solution uses an Google
APIT which is open for everybody to use. As stated in Section 3.6.2, the API does
require either some Cell Tower objects and/or some Wi-Fi access point objects as
input. For the use case of this solution no cell tower information is sent due to the
ESP8266’s Wi-Fi only capability. This means that the following parameters are
sent to the API and these are given in the list below:

e considerIp: false. Set to false to disable IP location due to high inaccu-
racy.

e wifiAccessPoints:

— macAddress

— signalStrength

The considerIp field is set to false due to high inaccuracy of IP location. This
is used as default if the given AP’s are not mapped in the Google database. This
setting has the unfortunate effect of not giving any location data in that case, but
since the proof of concept is set in an environment with access to already mapped
AP’s this is not an issue in this use case. The Wi-Fi access point objects are
obtained using the wifi.sta.getap() function in NodeMCU which scans an AP
list as an Lua table. This table is then formatted into a JSON object. Apart from
the required MAC-addresses, the signal strengths of each AP are provided as well.
An example of a request body sent to the Google Geolocation API is shown in
Listing 5.1. Here three Wi-Fi access point objects are sent.

{
"considerIp": "false",
"wifiAccessPoints": [
{

"macAddress": "70:7d:b9:8b:54:22",
"signalStrength": -59,
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"macAddress": "d8:9d:67:50:cb:11",
"signalStrength": -79,

},

{
"macAddress": "70:df:2f:1a:el:al",
"signalStrength": -80,

}

Listing 5.1: Example of an request body for the Google Geolocation
API.

The API will then return an JSON object containing the latitude and longitude of
the device, together with an accuracy radius in meters. An example of the JSON
object is shown in Listing 5.2.

{

"location": {
"lat": 55.614254,
"lng": 12.989117

1,

"accuracy": 20

¥

Listing 5.2: The response from the Google Geolocation API.

Geolocation provides a fairly accurate way of determining the location of the help
aid and is considered to be sufficient for this proof of concept solution.

5.5 Security

To make the system safe, the application and the database for this system, has
been implemented locally. This means that they are only reachable if and only if
the user is connected to the local Wi-Fi network. When it comes to protection
against attacks, password policies and logs, they have all been omitted due to the
fact that they are not a center part of this solution.

5.6 Data handling, Database and GDPR

This section explains how the REST API is set up and how the database is set up
with the GDPR in consideration.
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5.6.1 REST API

In order to send data to the database a RESTful API has been set up. This API
is based on the flask module for Python.

The data from the ESP8266 is sent as an JSON object containing the lat and
1ng location parameters from the Google Geolocation API in Section 5.4 and the
ID parameter containing an unique id for each ESP8266. An example of the data
sent is shown in Listing 5.3.

{

"location": {
"lat": 55.614254,
"lng": 12.989117

3,

"ID": XCDWSEOPFS3

}

Listing 5.3: The data sent from the ESP8266 to the API.

From this JSON object, the main parameters are extracted out and formatted
for the database. The lat and 1ng parameters are combined into a coordinates
parameter. Also, an time stamp of each entry is sent to the database.

5.6.2 Database and GDPR

The database is located at a virtual machine and is handled with MySQL. The
database is hosted by Amazon web Services. One thing to have in mind is that
Amazon web Services is vulnerable to Meltdown, which is a vulnerability that
allows a rogue process to read all memory without being authorized to it [61].
The machine and database is built up with three separate structures containing
information. The structures are built up as columns that contain the parameters:
ID, coordinates and time_stamp. In order to comply with the GDPR, the ID
column is stored encrypted in the database. This is an implementation of privacy
by design with pseudonymization. This is done because only the ID field is linkable
to a persons identity. Privacy by default is implemented with data minimization
as in the ideal solution. However, due to the solution being a proof of concept,
the consent rules are not being considered or implemented.

57 User interface

The collected data from the device is presented in a particularly easy manner.
A website consisting of an input box and a map. After input in the box the
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website provides the location of the help aid and what time it was monitored.
This is sufficient enough to showcase the position and usage data to the owner. A
screenshot of the website is shown in Figure 6.3.
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Figure 5.2: Screenshot of the web user interface.

5.8 Monitoring Usage

This section describes the proof of concept solution for the different help aids
in detail. Here, any differences to the architectural solution proposal are also
highlighted.

5.8.1 Wheelchair and Walker

The proof of concept solution have been implemented in the same way as in the
architectural solution proposal. Since usage is the focus of the thesis, the most
suitable solution has been implemented.
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5.8.2 TENS Machine

Monitoring the usage of the TENS-machine is not a simple task and it can be done
in different ways. Attempting to use the Hall-Effect sensor as a way to monitor
the usage, failed. The magnetic field strength from Equation (3.1) in this case is:

B 47 -1077-1073
27 - 103

which is sufficiently lower then the sensitivity on 7.5 mT. The sensor is not
capable to detect the magnetic field created by the wires. This can depend on
several factors, the current through the wires is not constant, the magnetic field is
not strong enough to be detected by the sensor, the sensor needs better sensitivity,
there is a plastic cover around the wire that weakens the field etc.

=02uT

Another way to solve the problem is to build the circuit in Figure 5.3. The chal-
lenge with the TENS-machine is that its output tends to be different depending
on what treatment the user chooses. What all the different treatments outputs
have common is that the current out is low and the pulses are short. This is a
problem for the transistor, since it wont be able to register anything at the gate.
The used transistor is a BC647C transistor which is a NPN-transistor.

TENS
Output
AT
BC
=V 547C
1kQ
Fin
ESP8266
1kQ

~

Figure 5.3: The designed circuit detecting conducted current.

A NPN-transistor is one form of a Bipolar Transistor or BJT. The NPN has the
collector and the emitter negative and the gate positive which also can be seen
in Figure 5.4. The NPN is the most commonly used transistor and they function
as amplifiers or electronic switches [62]. The transistor in this case is used as a
electronic switch to trigger a pin at the ESP8266, notifying it that the TENS-
machine is in use.
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Figure 5.4: A NPN-transistor.

As mentioned earlier, the outputs from the TENS-machine differ. To help the
transistor to register values at the gate, a small circuit is constructed at the gate.
The output from the TENS-machine is connected to a resistor of 1 k2 in series
with a resistor of 1 M) and capacitor of 10 uF, which are in parallel. This circuit
charges the capacitor with the output from the TENS-machine. The capacitor
slowly discharges to the gate and makes sure the transistor has time to switch.

The solution is generally the same as in the architectural solution proposal. How-
ever the difference in the use of transistor is due to material constraints. The same
result is still achieved with a BJT transistor. Also, the BJT conducts when the
gate is a digital one instead of zero as in the PMOS transistor. This allows us to
omit an inverter on the gate since we want to trigger the ESP8266 on signal in the
wire.
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Chapter 6

Evaluation of proof of concept solution

This chapter describes the different tests done on the different help aids and eval-
uates the outcome of the proof of concept solution with the focus on the usage
and positioning.

6.1 Usage Evaluation of Wheelchair and Walker

Different tests on the wheelchair and walker has been done in order to monitor
the usage. Testing the usage of the wheelchair and walker is done by attaching
the sensors to their positions on the help aid as defined in Section 2.3.3. Then a
series of tests were done with the help of an employee from Cybercom who used
a wheelchair. These tests include sitting in the wheelchair while moving around
in different speeds to examine if the system, with the priority of sensors works as
defined in Figure 4.3.

Firstly, the detection property of the hall-effect sensor was tested by spinning
the wheels of the wheelchair and walker in one direction at various speeds. A
simple test was done inside the Cybercom office space. A distance of 20 m was
measured out where the wheelchair was put into motion. The wheel diameter was
measured to be 60 cm which results in a circumference of 2 m. This means that
for a distance of 20 m there are 20/2 = 10 revolutions. The expected result is that
every revolution results in a hit in the sensor i.e. 10 hits for the distance. In Figure
6.1 the hit rates are shown for different speeds. The hitrates show the mean of
five test runs per speed interval.
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Hit rates in parcent

13 46 7-10
Velocity intervals inm/s

Figure 6.1: The mean hit rates of five test runs of wheelchair in
different speed intervals.

The results from this test showed that the hall-effect sensor is very accurate at
low speeds. This accuracy decreases marginally under higher speeds to about 85%
which is still a very high accuracy.

The property of the pressure sensor was tested by placing the sensor on different
spots at the seat. Since the sensor is very sensitive, it did sense pressure without
any problems. The results showed that it could be placed almost anywhere on
the seat, but recommended on the area around where the bottom is placed on
the seat. The property of the accelerometer was tested with different methods.
First it was calibrated when the help aid was not moving, in order to read zero
acceleration. The results were as expected i.e. zero. Another test was set up
to see if the accelerometer sensed movement in any horizontal direction. When
moving the help aid around, the accelerometer sensed this and the output from
the accelerometer was reasonable with both acceleration and direction. The results
also showed that the accelerometer was very sensitive and any small movement was
detected. Lastly, a test was made to ensure that the priority of sensors worked as
defined in Figure 4.3. The test showed that the system worked accordingly to the
priority setup in the figure and that any other priority order did not give any false
positives.
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6.2 Usage Evaluation of TENS Machine

In order to monitor the usage, several tests have been done on the TENS ma-
chine. All the different modulations in Appendix A have been studied in order to
understand the signal outputs from the TENS machine. Results from test on the
modulations are shown in Appendix B. All the different modulations are square
pulses, making the design of the circuit less complex. The designed circuit detects
each modulation on the lowest output on 1 mA easily. Higher outputs of 10 mA
and maximum 30 mA are also easily detected by the circuit.

To make the test more practical, the TENS machine was tested by ten different
men and women with different weights, as the usage was to be monitored. The
results differ depending on the weight of the person and the distance between
the TENS pads. The more weight the person has and the further the distance
is between the TENS pads, the detection of the current through the wires was a
little bit more difficult. With these results in hand, the tests were changed and
performed at the biggest muscle area of the human body i.e. the back. The TENS
pods were placed on the back with the biggest distance possible. This test showed
that the circuit did detect every other pulse from the TENS machine with outputs
being 1 mA from the TENS machine. First when the output was raised to 3 mA,
every pulse was detected by the circuit.

These results are acceptable due to the fact that the circuit can detect pulses
when the TENS pads are far distanced. Also from the results, we can see that
the solution achieves good usage monitoring when tested on different persons with
differing builds and physique.

6.3 Testing and evaluation of positioning

In order to show that the position of the help aid and that the usage is registered
in the database full tests of the system were made. As stated before, every entry
into the database guarantees usage of the help aid. Figure 6.2 shows a sample of
five entries in the database. Here the ID column is a unique identifier for each help
aid, coordninates show its position at the time of sending and the time_stamp
shows when the entry has been made in the database.

1D coordinates time_stamp

XCDWSEOPFS3 55.614254,12.989117 2018-03-18 14:21:04
QRC53908AL 55.614468,12.989040 2018-03-19 11:11:54
RCOTM987CVL  55.613941,12.989281 2018-03-20 16:31:09
PVKDKM45SRG4 55.611814,12.980363 2018-03-22 10:52:43
XSSDF35MCKSO 55.608829,12.999363 2018-03-23 13:23:34

Figure 6.2: Screenshot of the database containing id, coordinates
and time stamps.
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The entries from Figure 6.2 are then shown in the user interface on a map. The
entries from the example above are shown in Figure 6.3.

Enter Device id
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Figure 6.3: Screenshot of the map showing five different positions
of the help aid.

Testing the accuracy of the Google Geolocation API was performed at different
locations in the Malmé area where there was an open Wi-Fi network with at least
three access points. The green pin in the figure shows a test where the access
points could not be geolocated. Even though the help aid was located in the
Cybercom offices the location was given at the Malmé central station about 700
meters away with an accuracy radius of 750 m. This means that the API defaulted
to IP location which resulted in very low accuracy. Unlike as stated in Section

5.4, the considerIp field was set to true for the purposes of this test to show

the inaccuracy of IP location. Every red pin is a correct location where the API

managed to locate the help aid at an accuracy of around 20 m. These results can
be assumed to be satisfactory but still not as good as the GPS accuracy.



Chapter 7

Conclusion

This chapter evaluates both the architectural proposal solution and the proof of
concept solution. It answers the research questions in Section 1.2.1. The chapter
also presents our thoughts on how this project could be evolved regarding the
GDPR, security etc. in the future.

7.1 Comparison And Evaluation of Solutions

The reason behind the division between an architectural solution proposal and a
proof of concept solution is to show a comprehensive design solution to the problem
on how it should be solved and a solution that serves as a proof of concept. It also
allows us to focus on the more important aspects of solving the problem i.e. the
usage and location aspects of it.

The architectural solution proposal represents how we expect and think that this
problem should be solved in the most optimal way. It also represents the best
solution for the stakeholder of this project based on their requirements. The ar-
chitectural solution proposal, with its GSM and GPS capabilities, allows for greater
location and communication independence which is expected for a person using
any one of the three help aids in the problem. Using Wi-Fi as the communica-
tion method over open networks is a big security issue and should not be used.
Therefore, the use of GSM is preferred. Furthermore, the solution is assumed to
be secure against the most common attacks that may affect an IoT system.

In this thesis, the proof of concept solution implements the architectural solution
proposal scaled down to the minimum requirements for communication and lo-
cation. the proof of concept is based on solving the objectives and the research
questions within the limitations.

It has been shown in this thesis that it is possible to monitor the usage and
the position of the help aids dependent on requirements. When it comes to the

o7
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wheelchair, it has been shown that using multiple sensors, is the best way to assure
the usage. Both in the architectural solution proposal and the proof of concept the
hall-effect sensor, pressure sensor and accelerometer were used. These sensors can
be placed and will be placed differently depending on the design of the wheelchair.
One can assume that the pressure sensor should be placed somewhere where it
can detect force from a sitting person. The hall-effect sensor should be placed
somewhere so that it can sense the magnetic field. The accelerometer can be
placed freely somewhere on the wheelchair.

The solution for the walker has the same design thinking as the wheelchair except
the fact that the pressure sensor might be unnecessary. As for the placement of
the sensors, the hall effect should be placed at the wheels and the accelerometer
can be placed freely.

For the TENS-machine, the best way is to build an integrated circuit that works
as a bridge and that detects the current through the wires. It is also important
to understand that the designs of the TENS-machines differ depending on the
manufacturer. The pulses sent from the TENS-machines through the wires, can
vary and that could change the selection of hardware in the circuit.

The implementations can in a sufficient way be adapted to the GDPR as shown
in Section 4.5. In order to not have unnecessary data which can conflict with the
design by default requirement in the GDPR, the collected data has been minimized.
The data only contains id, location and time stamp. The collected data can be
saved as it is done in the proof of concept solution but it is recommended to be
saved as in the architectural solution proposal, mostly due to the GDPR. As of
writing this thesis, the GDPR hasn’t come into effect and there exists many parts
of it that are open to interpretation. This means that our interpretation of what is
GDPR compliant may be wrong and the data handling might need to be reworked.

7.2 Future work

The natural upcoming step in as future work is to implement the architectural
solution proposal. Creating an independent device that can communicate to the
server regardless of its location is important to be able to showcase it in a realistic
environment. The finished system has to be secure from all mentioned attacks and
be in compliance with the GDPR.

This solution can be used in other cases and the collected data can be valuable
for doctors. They can use this to make sure their patients follows up with the
treatments that are presented to them. However this might introduce new GDPR
problems due to switching the monitoring from machines to their users. Since IoT
solutions are on the rise today, any application that wants to monitor the usage
and position of anything can use a similar scheme.
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There are daily new attacks that could be used against a system like this. Therefore
it is important to be updated with the latest information about security breaches.
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Appendix /~\

The specifications for the TENS modes

P1

P2

U1 (Default)

Program Treat-
Pulse|Pulse| Waveform |Pulse Pulse| Waveform |Pulse|Pulse| Waveform| ment
Therapy rate |width rate \width rate |width ti”"!e
part (Hz) | (us) (Hz) | (us) (Hz) | (us) (min)
100~ S s 2~ 100~ Shoee
SHOULDER |2~80 200 moptl:llls‘?ee 50 | 200 |Synchronous 125 | 200 mop3|§ee
; 70~ | Pulse width )
NECK 2 | 180 | Continuous| 80 180 | modulated 80 | 180 | Continuous
70/ 330/ | Amplitude
BACK 80/2 1180 | Hans | 80 180 Hans | 100 200 | modulated
: 70~ |Pulse width| 2~ [100~| Simple
ELBOW 2 | 180 | Continuous| 80 180 | modulated | 125 | 200 mogttjllsaéed
330/ | Amplitude 330/ | Amplitude 330/ | Amplitude
HIP 100 1500 | modulated | 125 | 200 | modulated | 2° | 200 | modulated | 30
100~ Simple Pulse rate _ 100~ Simple
ANKLE 2~60 200 mog:jl:éed 2~8 | 300 modulated 2~40 200 mosgllsaéed
70~ | Pulse width 70/ 2~ |100~| Simple
FooTt 80 | 180 | moduated| 8° | 180 | Hans | 100 | 200 |
~| Si |
WRIST 50 | 200 Synchronous| 65 | 200 |Synchronous 2~80 120000 moérﬁlfi?ed
pulse
Alt t
KNEE 50 | 350 ASyBEr;mn- 2 | 180 |Continuous| 80 | 200 R{rﬁ%s
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Appendix B

The different signal modulations from the
TENS machine

Figure B.1: The simple modulated waveform.
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R

Figure B.2: The Hans waveform.

i

Figure B.3: The continuous waveform.

e

Figure B.4: The amplitude modulated waveform.
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Figure B.5: The pulse width modulated waveform.

Figure B.6: The synchronous waveform.
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Figure B.7: The asynchronous and alternate ramped burst wave-
forms.

The Alternate Ramped Burst is the same as asynchronous only with faster rise
and fall times.
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