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Data link layer

* Principles of digital communications
— From electrical signals to bits to packets

* Using the physical infrastructure

— Network access

TELNET XD E

* Finding your way

ubP

— Addressing, routing =
. . Cow | (o
e Making use of it all  |u= P

— Applications

Protocols defined by
the underlying networks
(host-to-network)
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Data Link Layer

e Medium Access Control
— Access to network

* Logical Link Control
— Node-to-node error and flow control

Link layer protocols
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Link layer protocols

 Error detection
— All errors must be detected

* Error correction
— Receiver must get correct data

* Flow control
— Receiver must not be overloaded
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Data Link Layer (1)

Logical Link Control Sublayer
 Error detection and correction
[S6.1-6]

e Data link control, go-back-N
[§7.1-2]

* High-level data link control protocol
[S7.3]

*[Kihl & Andersson: 4.1, 4.2, 4.3, 4.4]
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Error

n(t)
X(t) h(t) b _y(t)

x(t):..0110010100100011110 ...

y(t) = x(t) for all t?

e How to find errors in transmitted data
e What to do with those errors
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Framing

* Physical layer = bitstream

* Link layer = frames
* We need logical transmission units

— Synchronisation points
— Switching between users

— Error handling
Data from upper layer

-
v

Variable number of bits

‘O1111110| Header 01111010110 ¢+« 11011110 Trailer‘OHHHOI

Flag .

>
-«

FIa(%
2019-02- ETSF15 - Communication Systems and Networks



TCP/IP model and data units

I
I
B
I
IPand
other protocols

Transport layer

— ‘DATAGRAMS \

—> | FRAMES

Network layer

Data link layer

Underlying
physical
networks

Physical layer
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Error types

. Bit error 0 changedto 1

0/010|0|O(O(T|OF—>-0[O0(O|O]1]0

Sent Received

Length of burst
Burst error error (8 bits)

Sent < >

0117(0({010|1T(0|0]0O(1T]0]0(O0O]|O0

T

O117{O0f1T1|{T({OJ1T|Of(1T}1T]0[O]|O0
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Error control

* Data assumed error-free by higher layers

— Errors occur at lower layers (physical)
— Job for LLC layer

e Extra (redundant) bits added to data

— Generated by an encoding scheme from data

Encoding

& N
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Error detection process

Sender

Encoder

Message

|

Generator

Unreliable transmission

Receiver

Decoder

Message

T Correct or

discard

Checker

» Received information

Message and redundancy

?
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Error detection schemes

e Simple parity-check code
* Cyclic Redundancy Check (CRC)

e Checksum
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Simple Parity-Check Code

 Extra bit added to make the total number of
1s in the codeword

— Even = even parity
— Odd =2 odd parity

dataword codeword
10011100 + | 0 — 100111000
* Problem?

— Can detect an odd number of errors
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Block coding

* Divide the message into k-bit blocks, called
datawords.

 Add r redundant bits to each block. The
resulting n-bit blocks (n=k+r) are called

codewords.
 The code rate is R=k/n.



Checksum

* The checksum is used in the Internet by
several protocols although not at the data link
layer.

 The main principle is to divide the data into
segments of n bits. Then add the segments
and use the sum as redundant bits.



Checksum process

Sender Receiver
Message

dataword mbits [mbits| e e o |[m bits
| |

All 0’s 'j

Discard

Message

mbits | mbits| e ¢ ¢ |mbits

m bits

A A

—> (Generator |_

Checker

mbits |[mbits| e e ¢ |mbits [ m bits

mbits |[mbits| e e ¢ |[m bits |m bits

Message plus checksum codeword Message plus checksum
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Example: Checksum

Receiver site

Sender site
0111 7
1011 11
1100 12
00O00O 0
0110 6
00O00O 0
Sum —>» 36

Wrapped sum —>» 6
Checksum —» 9

7,11,12,0,6,9

100100 36

10
0110 6
1001 9

2019-02-04

Details of wrapping
and complementing

Packet

0111 7
1011 11
1100 12
00O00O0 0
0110 6
1001 9

Sum —>» 45

Wrapped sum —>» 15
Checksum —>» 0

101101 45
10

1111 15
00O00O0 0

Details of wrapping
and complementing
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Cyclic Redundancy Check (CRC)

 Predefined shared divisor to calculate codeword

Sender Receiver
Dataword Encoder Decoder Dataword
AN 431331 (dg
A A A A
Accept
000 <
Decision [—3 8
‘G [ logic _,’-é
¢ Syndrome S [ S |So A A A A
11 Divisor I

Generator d; d, d; d, Checker

Shared A
.§ are [utt
g
g Unreliable
V1Ll 17 ~ transmission — ¢
a3137|a (g (L Ty | Lo ) b3b, [by by [ (d; [do
Codeword Codeword
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CRC: Polynomial representation

 The dataword of k bits is represented by a
polynomial, d(x).

 The degree of the polynomial is k-1.

dg

ds

dy

ds

d)

dj

dg

1

0

0

0

0

1

1

1T 0 0 O 0 1 1
\

EEEEEn

e+ o + o+ oo+ o2t 1+ 1

a. Binary pattern and polynomial
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CRC: The principle

* Objective: Send a dataword d(x) of k bits
represented by a polynomial of degree k-1.

* Given: Generator polynomial g(x) of degree m.
* Find: Remainder polynomial r(x) such that:

c(x) = d(x) + x™ + r(x)

can be divided by g(x) without remainder.
* Codeword c(x) will then be sent to the receiver.
* r(x) has degree m-1 or less, and CRC has m bits.



CRC: How it works

e Sender:

1. Generate b(x) = d(x) - x™
2. Divide b(x) by g(x) to find r(x)
3. Send c(x) = b(x) + r(x)

* Receiver:
1. Divide c’(x) = c(x) + e(x) by g(x)
2. Check remainder r’(x) = if 0 data correct, c(x) = ¢’(x)
3. Remove CRC bits from codeword to get dataword
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Example: CRC derivation

* For dataword 1001, derive CRC using
generator 1011.

e Data polynomial: d(x) = x>+1

* Generator polynomial:  g(x) = x3+x+1

* Dividend: b(x) = d(x)-x3 = x0+x3
* Codeword polynomial:  c¢(x) = d(x)-x3 + r(x)

* CRC polynomial: r(x) ="7?

2019-02-04 ETSF15 - Communication Systems and Networks 23



Modulo 2 arithmetic

D0 1 X0 1
010 1 010 O
111 O 110 1

11=0
1-1=0
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Example: CRC derivation

Dataword| x3 + 1

1001
/

Divisor x3 + X
X3 + X + 1 x6 + X3 -
1011 PP
x4

x* + x2 + x

1001 ¥ 110

Codeword| x6 + x3 | x2 + x

Dataword Remainder
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dataword

x2 + x | Remainder
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Some standard CRC polynomials

Name

Polynomial

Used in

8

=
X+ +x+1

100000111

ATM

header

Y o, 9, .5, 4

,
+X+ X+ X+ x "+ 1

11000110101

ATM
AAL

l

x4
10001000000100001

HDLC
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19
+XTT+X

) T4 )
B4 20423

12 11

+xl24x 10, 8

+X T+ X

1000001001100000100011101101101112

+X

7

X+ X
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Error Correction

Two alternative ideas

 Forward Error Correction (FEC)

* Send each bit multiple times
 Decode according to majority decision

e Retransmission
e Resend the entire frame
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See you in 15" :)

2019-02-04

e After the break
— Data link control
— HDLC
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Error and flow control

* The basic principle in error and flow control is
that the receiver acknowledges all correctly
received packets.

N [/

Data

Wi
|

>

ACK
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The need for flow control

* The receiver must be able to handle all
recieved frames. If the transmission rate is too

high, the receiver may become overloaded
and drop frames due to full buffers.

Sending node

Receiving node

, Frames are pushed
Data-link | | producer
layer

|

» | | Consumer Data-link
layer

Flow control

2019-02-04
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Data link control protocols

* Flow control Protocols |
— Send data
For noiseless | For noisy
. Wa|t fOF ACK channel channel
—— Simplest 4 — Stop-and-Wait ARQ )
* Error control L Stop-and-Wait L Go-Back-N ARQ
—— Selective Repeat ARQ
— Detect error \ -
— Retransmit AN
o .
Fra mi ng ) Data from upper layer .
" Variable number of bits \ /
01111110 Header 01111010110 e« 11011110 | Trailer [ 01111110
Flag Flag
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Stop-and-wait ARQ

* Send and wait
— Keep time
— Wait for ACK
— Retransmit
 Automatic repeat request

— Frames (SEQ++)
— Acknowledgements (SEQ+1)
— Mismatch = problem!
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Stop-and-wait ARQ

* Normal operation

Sender Receiver

Time Time
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Stop-and-wait ARQ

* Frame |lost

2019-02-04

Sender

Receiver

ACKL ___ -7
Lost

Time-out e S=1 W} R=1

ACKO _____---= >
S=0}<--"""" »

¥ Y
e Time
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Stop-and-wait ARQ

e ACK lost

Sender Receiver

R=0

Time-out S=1 “

ACKO ___. ---=7] Expecting frame O,
=0 f<---- -0 frame 1 discarded
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Stop-and-wait ARQ inefficiency

* Too much waiting

e Solution
— Keep the pipe full
— But not too full

* Sliding window
— Size matters
— Window size < 2™M
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Sliding window

Frames already transmitted

Frames buffered
until acknowledged

Buffer Pointers

<
eeoe|l 0] 1 2‘3‘4‘567‘0 1‘

o
Frame Window shrinks from Window expands

sequence Last frame  Last frame trailing edge as from leading edge
number acknowledged transmitted frames are sent as ACKs are received

Window size is limited
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Go-back-N ARQ

* Normal operation

Sender Receiver

Time Time
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Go-back-N ARQ

Sender Receiver

e Frames lost

C
B
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|
=
o
—
[
\/8
3
@
\N}
—
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w
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p—
[ ]

S Lost | 0

El
=
o)
=
El
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N

--\JE@51\\“\\* R
Frame 3 discarded,
not in the window

:
® ——
Time-out [0]1 m 1

2] M lo|1]2]3]o0]1]2]
S o ,_.‘_A\—(—Z—YS ”””” R
< Frame 3
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S R
Y Y
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Go-back-N ARQ window size

2019-

Sender Receiver Sender Receiver
S S
. " p R Sf Sn
Eme n A R
0 G
el IR 0 ® HIEI e, | &
f=n 112]3]0
A ( 5% S
e n n > (
7 7 R
: BB 2Bl ey |
£ Sn S 2[3]o
S
o -
1 (g M |
2 13 n
S S ol1 E ,;7@3
f n 0|1{213|0
'y S¢ S
e | o Iy
Time.—out N m F’G/h Rn
0[1{2 & .§|
0|1(2
S¢ S,
\/ Y | correctly pe ( R
discarded °® -E "9/7;@ n
Time-out 0 ol1l2 3.
Y Y Erroneously
accepted
T Window size <27 T o Re Z 3
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Selective repeat ARQ

e Why?

— Too many retransmissions
* What if?

— Just send lost frames
* Higher efficiency

— Higher receiver complexity
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Windows again

Send window, first S,

S, Send window,
outstanding frame

next frame to send

——————————

113114115 819 IM0 1112113 1141150 0 1 1)
Frames already | Frames sent, but Frames that can Frames that
acknowledged | not acknowledged be sent cannot be sent
>1€ > >l
Size = 2m!

R Receive window,
next frame expected

n

L] -- - - - - —-———-r=-=-=F=-=--

11301411500 1112

PR -

=T Tr--Tr-- "

11'12'13'14'15 Oi 1

_———d — -

Frames that can be received
Frames already and stored for later delivery. Frames that
received Colored boxes, already received cannot be received
3 Rsize = 2m-!
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Selective Repeat ARQ

Receiver

0[1]2[3]0[1 3lof1]2
S Note: Receiver
0[1[2]3]0][1 3ToTiTs sliding window size
S
0[1]2]3]o]1
S
o[1[2|3]o]1]2  , o[1]2[3]o[1]2
B T R—— | O CE)
s | ==
— TQ Frame 2
o[1]2]3]o[1]2 _ o[1]23]o[1]2
S
Y Y
Time Time
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Selective repeat ARQ window size

Sender Receiver Sender Receiver
Sf Sn S‘f Sn

@ 1]2[3] NLame

Sf rSn
2[3] [Lam, , 2[3]0] Nram |
iz 3 %‘ R, i3 0 Fralnez R,
o[1]2[3 S S, o[12f3[0]1]
o 3]0] R
Y Y [ Correctly Time-out i %‘ :
discarded 0|1]2(3]0]1

Y Y [Erroneously
accepted

X
=
N
w
192
.
wn
=
—
N
w
(@]
—

o
Time-out

2m-1 2m-1

a. Window size = b. Window size >
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Sender Receiver

Flow control

e Send frames until ACK for first frame is
expected =2 Round-trip time (RTT)

* Sliding window size = f(RTT)
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Framing

e Header:
— Sequence and ACK numbers
— More to come ...

 Trailer
— CRC

* Flags?

Data from upper layer

il -

Variable number of bits

‘O1111110| Header 01111010110 ¢+« 11011110 Trailer‘OHHHOI

Flag .

FIa(%
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Synchronisation

Preamble and start flag _ End flag

Receiver has to synch to signal of a frame

Ethernet 10101010101010101010101010101010101010101010101010101010'10101011

N — -

Preamble (56 bits - 7 bytes) SOF (8 blts - 1 byte)
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Finding the flags

* Corrolate incoming bit pattern with known
flag

* End flag: we have a problem!
— End flag bit pattern = data bit pattern?
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Bit stuffing

* Given: Flag=01111110
e Task: Avoid 6 consecutive 1’s in payload

e Solution:
— Sender: In payload add a O after 5 consecutive 1’s
— Receiver: Remove bit following 5 consecutive 1’s

011111101111100111000111111

N
011111010111110001110001111101
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One link layer protocol: HDLC

*HDLC = High-level Data Link Control

m address | control PEVOET CRC m

Flag = 01111110

16 or 32 bits CRC
Go-back-N or Selective-repeat ARQ
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Summary: Data Link Layer

Logical Link Control Sublayer

* Frames
* Error control

— Detection and correction
* Flow control

— Stop and wait, go back N, selective repeat

* High-level data link control protocol
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Next week: Data Link Layer (2)

Medium Access Control Sublayer

e Access methods

[S11.1-2]
e Ethernet
[S12.1-2] I

e Wireless local area networks
[S§13.1-3]

*[Kihl & Andersson: 5.1-6]
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