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Network Layer
(and some Application Layer, too)

ETSF10 — Internet Protocols — 2011
Kaan Bir & Jens Andersson

To do now: "One minute paper”

* Quiz #2 completed
— Attendance: 59

» What was the most difficult question?
— Discuss in pairs

 Quizzes Taken
— Write it down Monday | S
Sunday _
Saturday -
Friday O
Thursday - | 4
mQuiz2 mQuizl 0 1r0 Zb 3r0 4'0
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TCP/IP model

Application
layer

SMTP FTP TFTP DNS SNMP

Transport

SCTP TCP
layer

Network
layer

technology

Data link
layer
Underlying LAN or WAN

Physical
layer
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Network Layer

* Internet Protocol
— |PV4 §20.2
— |PV6 §20.3
— Transition from IPv4 to IPv6 8204

» Address mapping, error reporting
— BOOTP, DHCP 8211
— ICMPv4 821.2
— ICMPv6 8214

« Domain Name System (DNS) 825

2011-11-21 4

IPv4 datagram header and payload

20-65,536 bytes

20-60 bytes ‘
H Header Data
VER HLEN Service Total length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits 8 bits 16 bits

Source IP address

Destination IP address

Option

f 32bits 1

2011-11-21

Service type vs. differentiated services
D: Minimize delay R: Maximize reliability
T: Maximize throughput  C: Minimize cost
CL T olr[orcpm| |1 T S
Precedence 705 bits Codepoint
Service type Differentiated services
Protocol TOS Bits Description

ICMP 0000 Normal

BOOTP 0000 Normal

NNTP 0001

IGP 0010

SNMP 0010

TELNET 1000

FTP (data) 0100

FTP (control) 1000 la

TFTP 1000 Minimize delay

SMTP (command) 1000 Minimize delay

SMTP (data) 0100 Maximize throughput

DNS (UDP query) 1000 Minimize delay

DNS (TCP query) 0000 Normal

DNS (zone) 0100 Maximize throughput

2011-11-21
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Protocol field

2011-11-21

Transport layer ‘ SCTP || Tcp || uop |
7

IcmMP IGMP \ / OSPF
Network layer [Header | —~— ]

The value of the protocol field defines

to which protocol the data belong.

Value Protocol
1 ICMP
2 IGMP
6 TCP
17 UDP
89 OSPF

2011-11-21

Taxonomy of options

End of option

Single-byte

Options

Multiple-byte
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Maximum datagram size

l IP datagram I
v
| Header . Lty o Trailer I
Maximum length of data to be encapsulated in a frame
Frame
Protocol MTU
Hyperchannel 65,535
Token Ring (16 Mbps) 17,914
Token Ring (4 Mbps) 4,464
FDDI 4,352
Ethernet 1,500
X.25 576
PPP 296

2011-11-21
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Fragmentation

» Needed when IP datagram size > MTU
 Performed by the router meeting the problem
 Defragmentation by destination host

- D M D: Do not fragment
M: More fragments

2011-11-21 10

Fragmentation offset

« Relative location of fragments
* 13 bits < 16 bits

(TIE] ofeee - ooors=o

0000 1399

B - 1oie- 175

2799

Offset =0000/8 =0

Byte 0000 Byte 3999
Offset = 2800/8 = 350

2800 3999

2011-11-21 11

Fragmentation example

[ [ [ 140
14,567 | [ 1] 000

Bytes 0000-1399

820
14,567 175
I

Fragment 1 I

[T T 020
14,567 | [ Jo 000 1420 Z
14,567 1] 175 Byes[IA00-215)

T I Fragment 2.1

620
Bytes 0000-3999 Bytes 1400-2799 14567 [T 275

Fragment 2
Bytes 2200-2799.

-- 1220
14,567 | [ Jo] 350 Fragment 2.2

Bytes 2800-3999

Original datagram

2011-42-21 Fragment 3
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IPv6 datagram header and payload

 Simpler base header
* Flexible for extensions
» New options (e.g. flow, security)

| 40 bytes | Up to 65,535 bytes |

q Base header I Payload

Extension headers
(optional)

Data packet from upper layer

2011-11-21 13
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IPv6 datagram header format

4bits | 4bits 8 bits | 8 bits | 8 bits

<= vw ‘ PRI Flow label

Payload length /l/Next header | Hop limit

Source address

Destination address

g Next header | Header length
o ey
|—> Next header | Header length |
2011-11-21 14

Packet priorities

Priority Meaning
* 0.7 e
0 No specific traffic
- CongeStlon 1 Background data
Controlled 2 Unattended data traffic
3 Reserved
4 Attended bulk data traffic
5 Reserved
6 Interactive traffic
7 Control traffic
b 8 i 15 Priority Meaning
_ Non_CongeStlon 8 Data with greatest redundancy
ContrO”ed 15 Data with least redundancy
2011-11-21 TS
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Next header codes

Code Next Header
0 Hop-by-hop option
2 ICMP
L3/L4 protocols{ 6 | TCP
17 uDP

43 Source routing

44 Fragmentation

Security options { 50 Encrypted security payload

51 Authentication

59 Null (no next header)

60 Destination option

2011-11-21 16

Extension header types

Pad1
Hop-by-hop option PadN
Jumbo payload

| ] perfomebysener
xtension
}IPSec

Encrypted security payload

Destination option

2011-11-21 17

Transition: IPv4 = IPv6

 Cannot happen overnight
— Too many independent systems
— Economic cost
— IPv4 address space lasted longer than expected

» Coexisence needed
strategies

‘ Dual stack | ‘ Tunneling I

Header translation |

2011-11-21 18
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Transition: (1) Dual stack

Transportand
application layers

IPv4 IPv6
L Underlying J
LAN or WAN
( technology ]

To IPv4 system < 3 To IPV6 system

2011-11-21
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Transition: (2) Tunneling
IPv4 header
IPv6 header
Payload
IPv6 header IPv6 header
1Pv6 Payload H Tunnel \ Payload 1Pv6
host host
2 — = o =
IPv4 region
2011-11-21 20
Transition: (3) Header translation
IPv6 header IPv6 header IPv4 header
’}:’S‘: Payload Payload Payload I:::(
=
e L >< e
= 6\ =N
b andation
done here
2011-11-21 21
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Routing at network layer

e L3is end-to-end

» Host addresses?
» Feedback?

2011-11-21

Seeyouin 15’ :)

 After the break
— DHCP
—DNS
— ICMP

2011-11-21

Bootstrap Protocol

BOOTP BOOTP
Client Server
(==
o o =
== i == =)
Request |68(67[0's|1's |

<={s[rs[es[67] Reply

2011-11-21
b.Client and server on different networks
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* BOOTP
— Problem: Not dynamic

e DHCP
— IP address allocation
« Static or from pool
— Network mask
— Default gateway
— DNS server(s)

2011-11-21

Dynamic Host Configuration Protocol

2011-11-21

DHCP operation

Passive

[ Client_[WGER} DHCPREQUEST
upp

[ Client 7GR0} DHCPACK
UDp o

UDP ™ 1f the server does
the request is repeate

UDP £ he server responds with a NACK, UPP
the client must start all over again

[ Client TG0} DHCPREQUEST

UDP 1t the server responds with an ACK,  UDP

the client has a new lease.

DHCPNACK Server

2011-11-21

ubppP : uDpP
Client  [J680] DHCPRELEASE

Domain Name System

* DNS

— Internet’s telephone book: Address <> name
—Who's responsible for which service?

SMTP: Simple Mail Transfer Protocol (e-mail)

DNS: Domain Name System
User

aperson@wonderful.com

wonderful.com wonderful.com
Application SMTP. DNS DNs
layer client 200.200.200.5 client 200.200.200.5 client
200.200.200.5

2011-11-21 Transport layer
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Domain name space

2011-11-21

2011-11-21

Domains, subdomains, zones

¢ Domain e Zone
— Subtree of DNS — Servers’ control

2011-11-21

area

Root

Domain names and labels

Root
Q@edu /
Domain name
fhd. Domain name

2011-11-21

!ﬂ ; atc.fhda.edu. | Domain name
challenger € challengeratc.fhda.edu. | Domain name

30

KaanBUr & Jens Andersson
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Internet domains

ddddddd

2011-11-21

2011-11-21

2011-11-21

Generic domains

2011-11-21

Country domains

Root level

Country domains

eit.Ith.se
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Inverse domain

Root level

* Address = name

 Used by servers
— authorisation

121.45.34.132.in-addrarpa.

2011-11-21

Hierarchy of domain name servers

Root server

2011-11-21

Domain name resolution

« Action of address mapping
— Client = resolver
— Server =DNS
» One server cannot have all the answers!
— How to ask others?
— What to do with the answer?

2011-11-21
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Recursive resolution

Root server

==

y 7
== . ..
e, < fhda.edu mcgraw.com

Client 10

2011-11-21

[terative resolution

Root server

2011-11-21

Caching

* Boost efficieny
— Remember what you've learned

* Local host / client
¢ DNS servers

 Zone transfer
— Request data of a zone
— From primary to secondary DNS server

2011-11-21
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Adding new domains

» Apply with IP address & domain hame
— Must be unique
— Must be registered
* Registrars
— Commercial entities
— Manage the DNS database
— Accredited by ICANN
« Internet Corporation for Assigned Names and Numbers

2011-11-21

Dynamic DNS

» Host may move around
— Change of IP address
» New binding (IP address <> Name)
— DHCP updates primary DNS server
— Primary server updates zone
— Secondary servers notified

2011-11-21

Internet Control Message Protocol

e ICMP

 Support protocol for IP
— Error reporting
— Query

8 bits . 8 bits " 8 bits i 8 bits
1 T 1

Type Code Checksum

Rest of the header

Data section

2011-11-21
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ICMP message types
A

Destination Source Time Parameter Redirection
unreachable quench exceeded problems
Type: 3 Type: 4 Type: 11 Type: 12 Type: 5

Query messages

Address-mask
request and reply

Echo
request and reply

Router solicitation
and advertisement

Timestamp
request and reply

Types:8and 0 Types: 13 and 14 Types: 17 and 18 Types: 10and 9

2011-11-21

ICMP message formats

* Error reporting

Received datagram

1P 8 Rest of
header bytes IP data
ICMP P 8
header header bytes ICMP packet
. P ICMP P 8
header header header bytes J,Sent IP datagram

¢ Query messages
IcMP
Packet

P
Data

P
header

2011-11-21

Redirection (error reporting type)

 Routing update for hosts

— More efficient
« Too many hosts

Redirection
message

IP packet
R1
> >
IP packet IP packet

2011-11-21

A
L3
===

KaanBUr & Jens Andersson 15



ETSF10 Internet Protocols 2011-11-21

Echo request and reply (@uery type)

» Network diagnostics
— P layer
 Debugging tools
— Ping
— Traceroute

2011-11-21

Changes to ICMP

ICMPv4 ICMPVv6

« Some unused functions ¢ Same principle
* Some new functions
« Convergence
 Suits IPv6 better

Network layer in version 4 Network layer in version 6
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Tomorrow’s lecture

* Internet security
— IPSec8321
— SSL/TLS 8322
— Firewalls 5324

* Voice over IP

— RTP/RTCPS2967
—Volp 29
+
Introduction to DNS lab

2011-11-21
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