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Datapaket

eNar data skall skickas mellan tva datorer delas den
(oftast) forst upp i mindre delar, sa kallade paket.

*Ett paket bestar av upp till tre delar:
huvud, data och svans

Huvud och svans innehaller kontrollinformation.
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Point-to-Point Protocol

Bygger pa HDLC

Generellt

— Kan anvandas for olika natprotokoll

Olika stodprotokoll

— Autentisering

— Lankkontroll (kontroll pa l[anknivan)
— Natkontroll (kontroll pa natnivan)



Figure 11.32 PPP frame format

111111 —— — 11000000

Flag | Address | Control | Protocol Payload FCS Flag

1 byte 1 byte 1 byte 1 or2 bytes Variable 2 or4 bytes 1 byte
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Figure 11.34 Multiplexing in PPP

Network Data from differentI_L .
layer networking protocols Data
NCP
Data link AP
layer OSICP CHAP LCP
IPCP PAP
// LCP: Link Control Protocol
LCP: OxC021

AP: Authentication Protocol

AP: 0xC023 and 0xC223 NCP: Network Control Protocol
NCP:0x8021 and ....

Data: 0x0021 and ....




Figure 11.35 LCP packet encapsulated in a frame

1 1 2 Variable
LCP packet |Code| ID | Length Information
— ————

Payload
(and padding)

Control 0xC021

Flag | Address
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Table 11.2 LCP packets

Code Packet Type Description
0x01 Configure-request Contains the list of proposed options and their values
0x02 Configure-ack Accepts all options proposed
0x03 Configure-nak Announces that some options are not acceptable
0x04 Configure-reject Announces that some options are not recognized
0x05 Terminate-request Request to shut down the line

0x06 Terminate-ack Accept the shutdown request

0x07 Code-reject Announces an unknown code

0x08 Protocol-reject Announces an unknown protocol

0x09 Echo-request A type of hello message to check if the other end is alive
0x0A | Echo-reply The response to the echo-request message

0x0OB Discard-request A request to discard the packet
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11.10

Table 11.3 Common options

Option Default
Maximum receive unit (payload field size) 1500
Authentication protocol None
Protocol field compression Off
Address and control field compression Off




Figure 11.36 PAP packets encapsulated in a PPP frame
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User

Authenticate-request

Authenticate-ack or authenticate-nak

-
|

. - - - " --""-""--""-"-""--""-"""-"""=-""/=-""/""=""/7/""/""/""7/""/""/"¥"/"/"¥"/¥"//"//'"//¥//rr/rrrr= 1
I 1 1 2 1 Variable 1 Variable :
1

|
: Authenticate-request |Code: 1| ID | Length User name User name Password Password !
| length length :
|
, |
: Authenticate-ack |Code: 2| ID | Length Message User name :
| length |
| |
, |
! Authenticate-nak [ Code: 3| ID | Length Message User name |
: length PAP packets |
: |

Flag Address | Control C023 P FCS Flag
16 (and padding)




Figure 11.37 CHAP packets encapsulated in a PPP frame

System

Challenge

Response

Success or failure

1 1 2 1 Variable  Variable

Challenge |Code: 1| ID | Length Challenge Galepee Name
length value

Response |Code:2| ID | Length Response [EEESIES Name
length value

Success [Code:3| ID | Length | Message

Failure |Code: 4| ID | Length | Message

Flag Address | Control 0xC223

CHAP packets

Payload

(and padding) - Flag

____________________________________________________________________________________________________________________________________________________|
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Figure 11.38 IPCP packet encapsulated in PPP frame

1 1 2 Variable

IPCP

packet | Code | 1D | Length IPCP information

Payload

Flag Address | Control 0x8021 (and padding)

FCS Flag
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Table 11.4 Code value for IPCP packets

Code IPCP Packet
0x01 Configure-request
0x02 Configure-ack
0x03 Configure-nak
0x04 Configure-reject
0x05 Terminate-request
0x06 Terminate-ack
0x07 Code-reject




Figure 11.39 IP datagram encapsulated in a PPP frame

IP packet Header User data

— ——

Payload
(and padding)

Flag Address | Control 0x0021 FCS Flag
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Figure 11.40 Multilink PPP

PPP

PPP
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Logical PPP
Payload
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Payload Payload —f) )

Protocol filed: 0x003d



Figure 11.41 Anexample
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Figure 11.41 An example (continued)
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Figure 11.33 Transition phases

Failed
Carrier
detected Establish -
Carrier Options agreed
dropped by both sides

If authentication

Failed e
g not needed

uthenticate

Terminate

Authentication
successful

Open / Network
Network layer

configuration
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Network Address Translation

Raddar Internet fran adressbrist

Mojligt ateranvanda IP-adresser

Andrar IP-adresser/TCP&UDP-portar i paket



Table 19.3 Addresses for private networks

Range Total
10.0.0.0 to 10.255.255.255 124
172.16.0.0 to 172.31.255.255 720

192.168.0.0  to 192.168.255.255 216
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Figure 19.10 A NAT implementation

Site using private addresses

|_ ___________________________________ |
|
' 1721831 1721832  172.183.20 .
( ' |
| [ [ 3 |
: = =====c=———Ww e T o= == ====—="W :
: I'NAT router
|
Int t
! 172.18.3.30 é 200.24.5.8 niemne
: |
____________________________________ |
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Figure 19.11 Addresses in a NAT

Source: 200.24.5.8

—— e - S S S e S e e e e e s s ]

19.23

m—
4—*:

Destination: 200.24.5.8

Internet



Figure 19.12 NAT address translation

19.24

Destination: 25.8.2.10
Source: 172.18.3.1

Destination: 25.8.2.10

Source: 200.24.5.8

Destination: 172.18.3.1
Source: 25.8.2.10

Source: 25.8.2.10

Translation table
Private External Alternative:
_
> 172.18.3.1 258270 <€ External Source
. A Address 200.24.5.8
goes here

~

J

Destination: 200.24.5.8

—— e e = = = = = e = = = =




Table 19.4 Five-column translation table

Private Private | External | External Transport

Address Port Address Port Protocol
172.18.3.1 1400 2)/8.3.2 SQ\ TCP
172.183.2 | 1401 |26832 | 80\\|  TCP

7 AR

Alternative: Alternative:
External source External
address 200.24.5.8 source port

1005 \goes here j \goes here j




Figure 19.13 An ISP and NAT

\311000
resses
I‘.SP Internet
e \
Hemmanatet
tilldelas oftast 1

extern adress
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e |Pv4 adresser tar slut
_ 232 adresser
— Orattvist fordelade i varlden
— Variabel header

* |Pv6
— 2128 adresser
— Konceptet flode (bade TCP och UDP)
— Fast headerstorlek
— Kolla fragmentering redan vid kallan



Figure 19.14 1Pv6 address in binary and hexadecimal colon notation

128 bits = 16 bytes = 32 hex digits

Y

11711110111101100 s TTT1111111111111

FDEC || 0074 |a| 0000 |a| 0000 |z| 0000 |a| BOFF |[a| 0000 |a| FFFF
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Figure 19.15 Abbreviated IPv6 addresses

Original

FDEC . 0074 . 0000 5 0000 5 0000 a BOFF . 0000 5 FFFO

U

Abbreviated | FDEC 27420 2 0 2 O 2 BOFF 2 0 2 FFFO

U

More abbreviated |FDEC 3 74 =2 BOFF = O = FFFO

Gap
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Table 19.5 Type prefixes for IPv6 addresses

Type Prefix Type Fraction
0000 0000 Reserved /256
0000 0001 Unassigned /256
0000 001 ISO network addresses /128
0000 010 IPX (Novell) network addresses 1/128
0000 011 Unassigned /128
0000 1 Unassigned 1/32
0001 Reserved 1/16
001 Reserved 1/8
*010 Provider-based unicast addresses 1/8
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Table 19.5 Type prefixes for IPv6 addresses (continued)

Type Prefix Type Fraction
011 Unassigned 1/8
100 Geographic-based unicast addresses 1/8
101 Unassigned 1/8
110 Unassigned 1/8
1110 Unassigned 1/16
11110 Unassigned 1/32
1111 10 Unassigned 1/64
1111 110 Unassigned 1/128
111111100 Unassigned 1/512
ITIT 1110 10 | Link local addresses 1/1024
1111 111011 | Site local addresses 171024
1T 111 Multicast addresses 1/256
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Figure 19.16 Prefixes for provider-based unicast address

Subnet prefix

Subscriber prefix

Provider prefix

-

Provider Subscriber Subnet Node
identifier identifier identifier identifier

INTERNIC 11000
RIPNIC 01000
APNIC 10100

Registry
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Figure 19.17 Multicast address in IPv6

8 bits 4 4 112 bits

TMT111111 Group ID

0000 Permanent| [ )
[0001 Transient] LU [isieteie

0001 Node local
0010 Link local
0101 Site local
1000 Organizational
1110 Global

| 1111 Reserved
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Figure 19.18 Reserved addresses in IPv6

8 bits 120 bits

‘OOOOOOOO‘ All Os | a. Unspecified
8 bits 120 bits

00000000 00000000000000000........ccuu... 00000000001 b. Loopback
8 bits 88 bits 32 bits

00000000 All Os IPv4 address c. Compatible
8 bits 72 bits 16 bits 32 bits

00000000 All Os All 1s IPv4 address d. Mapped

19.34



Figure 19.19 Local addresses in IPv6

10 bits 70 bits 48 bits
1111111010 All Os Node address a. Link local
10 bits 38 bits 32 bits 48 bits
1111111011 All Os Subnet Node address b. Site local
address

19.35
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Figure 11.14 Design of Go-Back-N ARQ

g, First g Next R Next
# outstanding " tosend ¢ to receive
Sender Receiver
Data frame ACK frame Deliver

Network Get data | data Network
| seqNo ackNo A
Y I

Data link Data link
Y I Y

Physical | Receive Send Receive  Send | physical

frame frame frame frame
—_—
I T T T . I
-—— [T (- (-
Event: Request from
network layer
Repeat forever vy @ Repeat forever
Algorithm for sender site Algorithm for receiver site
Event:
A A
Event: Notification from Event: Notification from
vent: physical layer vent physical layer
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Figure 11.12 Send window for Go-Back-N ARQ

S¢  Send window, S, Sendwindow,
first outstanding frame next frame to send
13004005 (7 [8[ofiofn[12]13[14[5] 01
Frames already Frames sent, but not Frames that can be sent, Frames that
acknowledged acknowledged (outstanding) but not received from upper layer cannot be sent

-
—-l-n

Send window, size S, =2 - 1

Y

i
-

a. Send window before sliding

| 7|8 ]9 f10]1[12]13]14]15]0] 1

b. Send window after sliding
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Figure 11.13 Receive window for Go-Back-N ARQ

R, Receive window, next frame expected

134015101 112 1314
___1___L___-___

Frames already received
and acknowledged

617

Frames that cannot be received
until the window slides

T TrT-o-Tr- - T

'8'9'10'11'12'13'14'15I0

Y Y Y Y (S

1

a. Receive window

R,
3 iaisio 1 2] j’-ﬂ 5161718191101 11213

1'-1 =
1

b. Window after sliding
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Figure 11.16 Flow diagram for Example 11.6

Sender Receiver
Start [ A l B l R
timer St Sn ‘ | ! :
@ nitial [o[1]2[3]4[5[6[7[0]1]2] ! i i1|2|3|4|5|6|7||nitia|
| l
I

S¢ S

n
[1]2]3]4]5]6]7]0[1]2]

Request

Arrival

Sf Sn :

Request |0 [@ll2]3]4[5[6]7]0]1|2—>-|Frame |

Request Rn
0|1 |2i4|5 16]7] Arrival
Request R
n
0|1 |2|3-5|6|7| Arrival
Arrival
®  Arrival
Stop
timer

11.40



Figure 11.17 Flow diagram for Example 11.7
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Figure 11.15 Window size for Go-Back-N ARQ

Sender Receiver Sender Receiver
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Network protocol operation
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Task: Choosing an Optimal Path
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e Distributed
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*Forward packet on all outgoing interfaces
—Exclude incoming interface

*Hop-count prevents looping
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e Database and algorithm centralized

— Network equipment informs central function

* Packet forwarding distributed
— of course!?
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* Routing process distributed among all routers

e Two approaches

— Distance Vector
e Each nodes best-path information is distributed to its neighbours

* Best end-to-end paths result from composition of all next-hop
choices
* Simple, low demands on processor and memory

— Link State
* Local topology information is flooded to all nodes
* Best end-to-end paths are computed locally at each router
* More complicated, high demands on processor and memory
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*Best path is path with least aggregated cost
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The Link Metric

e Possible metrics
— hop count
— inverse of the link bandwidth
— delay
— dynamically calculated
— administratively assigned
— combination
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Link state routing
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SPF | Tree SPF | Tree SPF | Tree
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Figure 21-17

Example of an Internet




Figure 21-18

I periodically send
my knowledge about
the whole internetwork
10A; L,

I periodically send
my knowledge about
the whole internetwork

to B, F, E.

I periodically send
my knowledge about
the whole internetwork

to B, D.

I periodically send

my knowledge about

the whole internetwork
to A. { Net: 92 '

I periodically send I periodically send
my knowledge about my knowledge about
the whole internetwork the whole internetwork
to A, D. to C, E.




Figure 21-19

Distance Vector Routing Table

Network 1D Next Hop




Figure 21-20

Routing Table Distribution




Figure 21-21

Updating Routing Table for Router A

A’s old table

one hop =

14 1 142 B
55 1 " 552 B

Received from B After adjustment Combined

A’s new table




Final Routing Tables

Figure 21-22

AmA @M@
NN — — 0 <t
Ot N NO 0N

O =l \D I~ O

A 10 a1 Q) en ot
N — N — Ao

0 <+ o0 v \O o0l
S — ANV O~

Net: 14

Net: 66

08 2 E
14 1 --
23 1 --
3N 2 B
66 3 E
78 1 --

02.2 F

Net: 78

Net: 23

Net: 08

P MEmO MM/
= 00 O ] = O =

O < on o oo
S =AW~

| = A<
— N~

Ot onwnm oo
S = ANV O~




ln A A+ lan +lh A
Updating Algorithm

(1) if (advertised destination not in table) then
update table
(2) else
(2.a) if (advertised next-hop = next-hop in table) then
replace entry

(2.b) else
(2.b.i) if (advertised hop count < hop

1")
e
!._
I'-|'
SJ.)
!Z
—t
-y
1"D

replace entry
(2.b.ii) else
do nothing



Figure 21-23

Message Example 21.1
from C Message :
from C after

increment

Old routing table New routing table

Netl 7 A g:g ; é
Net2 2 C Updating # Net3 9 &
Net6 8 F algorithm Net6 5 C
Net8 4 E Net8 4 E
Net9 4 F Net9 4 F

Rules

Net2: Replace (Rule 2.a)
Net3: Add (Rule 1)

Net6: Replace (Rule 2.b.i)
Net8: No change (Rule 2.b.ii)
Net9: No change (Rule 2.b.ii)

Note that there is no news about Netl in the advertised message,
so none of the rules apply to this entry.




Figure 21-24

I send information
about my neighbors
to every router.

Concept of Link State Routing

I send information
about my neighbors
to every router.

B

A
about my neighbors
Net: 78 to every router.
l-'-....____
F
Net: 23
E Net: 08

I send information

I send information
about my neighbors
to every router.

C

I send information
about my neighbors
to every router.

Net: 66

D

I send information
about my neighbors
to every router.




Figure 21-29

Cost in Link State Routing




Figure 21-26

Link State Packet




Figure 21-27

Flooding of A’s LSP

Net: 08




Figure 21-28

Link State Database

Advertiser | Network Cost Neighbor




The Diiks lanrithm

| ne DijKstr 5 tnim
|dentify the root (the node itself)
Attach all neighbour nodes temporarily

Make arc and node with least cumulative
cost permanent

Choose this node

Repeat 2 and 3 until all nodes are
permanent



Figure 21-29

Costs in the Dijkstra Algorithm




1.
2.
3.
4.
5.

Identify the root (the node itself)

Attach all neighbour nodes temporarily

Make arc and node with least cumulative cost permanent
Choose this node

Repeat 2 and 3 until all nodes are permanent



Figure 21-30, Part |

Shortest Path Calculation, Part |

Root 1s A, networks
14, 78, 23 added



Figure 21-30, Part Il

Shortest Path Calculation, Part Il

14 permanent, B added



Figure 21-31, Part XIlI

Shortest Path Calculation, Part XlI|

a#
N

92 permanent



Figure 21-32

Routing Table for Router A

08 4 E




