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Security in the

Evolved Packet System

Security is a fundamental building block of wireless telecommunications systems. It is also
a process — new threats are discovered over time, forcing communication systems to evolve.

# ROLF BLOM, KARL NORRMAN, MATS NASLUND, STEFAN ROMMER

AND BENGT SAHLIN

Wireless telecommunications
systems must live up to user
and network service provider
expectations regarding trust and
privacy. Besides the obvious need
for authentication and
encryption (to enable reliable
charging, and to hinder eaves-
dropping), new architectures
require more sophisticated
protection mechanisms.

The authors provide an over-
view of the security architecture
and security features of the
Evolved Packet System for LTE
and non-3GPP accesses.

Background
The fundamental needs for authenti-
cation and encryption were addressed

in the design of the Global System
for Mobile Communication (GSM),
which mitigated problems in earlier
wireless telecommunication systems
and helped to make GSM a widely
successful system.

The design of the Universal Mobile
Telecommunications System (UMTS)
retained the good security features
of GSM and introduced new ones’,
including
# public review of encryption algorithms

by the security community;

& the MILENAGE algorithm set, whichwas
specified by 3rd Generation Partnership
Project (3GPP) as an example authenti-
cationalgorithm to be used by network
service providers who did not want to
design their own algorithm;

& 128-bit encryption key length (increased
from 64 bits);

Terms and abbreviations

3GPP 3rd Generation Partnership Project HSS home subscriber server

AAA authentication, authorization and IETF Internet Engineering Task Force
accounting IKE internet key exchange

AES advanced encryption standard IP Internet Protocol

AKA authentication and key agreement IPsec IP security protocol

BBF Broadband Forum LTE 3GPP Long Term Evolution

CDMA  codedivision multiple access MIP Mobile IP

CMAC cipher-based message authentication MME mobility management entity
code PDN-GW packet data network gateway

DSMIPv6 dual-stack mobile IPv6 QoS quality of service

EAP extensible authentication protocol RNC radio network controller

EPC 3GPP Evolved Packet Core S-GW serving gateway

EPS 3GPP Evolved Packet System SIM subscriber identity module

eNB eNodeB (base station) UE user equipment

ePDG evolved packet data gateway

UMTS Universal Mobile Telecommunications

GERAN GSM/EDGE Radio Access Network System

GSM Global System for Mobile

USIM universal SIM

HRPD
HSGW

Communication
high-rate packet data
HRPD Serving Gateway

UTRAN  Universal Terrestrial Radio Access Network
VPLMN Visited Public Land Mobile Network
WLAN Wireless Local Area Network

& mutual authentication and mandatory
integrity protection of signaling between
wireless terminals and the network —
this feature was added to protect
against afalse base station; and

# encryption from the terminalto anode
beyond the base station.

In 2004, 3GPP started work on the next-

generation radio technology, called

Long Term Evolution (LTE). The main

drivers of this work were the needs to

increase capacity and throughput, and
todecrease latency. Work was also start-
ed on the Evolved Packet Core (EPC),
with the aim of simplifying the core
network, and to integrate non-3GPP
access technologies with the EPC.
Work on EPS security began in 2005.

Itwasbased on the strong security from

UMTS, but hasin factimproved security

even further®®,

Long Term Evolution
The trust model in LTE (Figure 1) is
similar to that of UMTS. It can roughly
be described as a secure core network
while radio access nodes and interfaces
between the core network and the radio
access nodes are vulnerable to attack.

The system architecture for LTE is
flatter than that of UMTS, having no
node that corresponds to the radio
network controller (RNC) in UMTS.
Therefore, the user equipment (UE)
user plane security must either be
terminatedin the LTE base station (eNB)
or in a core network node. For reasons
of efficiency, it has been terminated in
the eNB. However, because eNBs and
backhaul links might be deployed in
locations that are vulnerable to attacks,
some new security mechanisms have
been added.

Security over the LTE air interface
is provided through strong crypto-
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graphic techniques. The backhaul link
from the eNB to the core network makes
use of internet key exchange (IKE) and
the IP security protocol (IPsec) when
cryptographic protection is needed.
Strong cryptographic techniques pro-
vide end-to-end protection for signal-
ing between the core network and UE.
Therefore, the main location where user
traffic is threatened by exposure is in
the eNB.

Moreover, to minimize susceptibili-
ty toattacks, the eNB needs to provide a
secure environment that supports the
execution of sensitive operations, such
as the encryption or decryption of user
data, and the storage of sensitive data
like keys for securing UE communica-
tion, long-term cryptographic secrets
and vital configuration data. Likewise,
the use of sensitive data must be con-
fined to this secure environment.

Even with the above security
measures in place, one must con-
sider attacks on an eNB, because, if
successful, they could give attackers full
control of the eNB and its signaling
to UEs and other nodes. To limit the
effect of a successful attack on one eNB,
attackers must not be able to intercept
or manipulate user and signaling plane
traffic that traverses another eNB - for
example, after handover.

User authentication, key agreement and
key generation

The subscriber-authentication function
in LTE/3GPP Evolved Packet System (EPS)
is based on the UMTS authentication
and key agreement (UMTS AKA) pro-
tocol. It provides mutual authentica-
tion between the UE and core network,
ensuring robust charging and guaran-
teeing that no fraudulent entities can
pose as a valid network node. Note that
GSM Subscriber Identity Modules (SIMs)
are not allowed in LTE because they do
not provide adequate security.

EPS AKA provides a root key from
which a key hierarchy is derived. The
keysin this hierarchyare used to protect
signaling and user plane traffic between
the UE and network. The key hierarchy
is derived using cryptographic func-
tions. For example, ifkey, and key; (used
in two different eNBs) are keys derived
from key, by a mobility management
entity (MME), an attacker who gets hold
of, say, key,, still cannot deduce key; or

HSS
Trusted location
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key;, which is on a higher layer in the
key hierarchy. Furthermore, keys are
bound to where, how and for which
purpose they are used. This ensures, for
example, that keys used for one access
network cannot be used in another
access network, and that the same key
isnotused for multiple purposes orwith
different algorithms. Because GSM does
not have this feature, attackers who can
break one algorithm in GSM can also
compromise the offered security when
other algorithms use the same key.

Further, the key hierarchy and
bindings also make it possible to
routinely and efficiently change the
keys used between a UE and eNBs (for
example, during handover) without
changing the root key or the keys used
to protect signaling between the UE and
core network.

Signaling and user-plane security

For radio-specific signaling, LTE pro-
vides integrity, replay protection, and
encryption between the UE and eNB.
IKE/IPsec can protect the backhaul

S-GW

Non trusted
location

signaling between the eNB and MME.
In addition, LTE-specific protocols pro-
vide end-to-end protection of signaling
between the MME and UE.

For user-plane traffic, IKE/IPsec can
similarly protect the backhaul from
the eNB to the serving gateway (S-GW).
Support for integrity, replay protection
and encryption is mandatory in the
eNB. The user-plane trafficbetween the
UE and eNBis only protected by encryp-
tion as integrity protection would result
in expensive bandwidth overhead.
Notwithstanding, it is not possible to
intelligently inject traffic on behalf of
another user: attackers are essentially
blind in the sense that any traffic they
try to inject would almost certainly
decrypt to garbage.

Handoverin LTE

When handover occurs between two
eNBs, the source eNB needs to trans-
fer security parameters to the target
eNB (Figure 2). Atthe same time, there
might be aneed to

# restore security shouldthesource ¥
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[ETHITI#] Security during handover.
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[ETdiT] Overview of security architecture for non-3GPP access to EPC.
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¥ eNBhave been compromised (forward
security); or
& keep previous traffic secure should the
target eNB have been compromised
(backward security).
In either case, the core network can
provide the target eNB with a new
key, unknown in the source eNB, to be
used after handover. An attacker who
has compromised one of the eNBs and
obtained its key will not know which
key will be (or has been) used in the
other eNB. The UE, on the other hand,
has all the information it needs to
deduce the correct keys.

Asimpler procedure alsousedin LTE,
which ensures only backward security,
is to have the source eNB derive a new
key from the current key via a crypto-
graphic function. Only the derived key
is transferred to the target eNB.

Handover to legacy systems

When a UE moves between LTE and
other 3GPP radio access technologies,
the security context may also be
transferred in much the same way
as when a UE moves between GSM/
EDGE Radio Access Network (GERAN)
and Universal Terrestrial Radio Access
Network (UTRAN). LTE alsoincludes the
caching of security contexts. This saves
on the number of times a subscriber
must be authenticated when a UE
rapidly moves back and forth between
LTE and UTRAN.

Non-3GPPaccess

3GPP Rel-6-enabled access through
interworking Wireless Local Area
Network (WLAN) technology gives
users internet access via a (U)SIM-based
subscription. To enable the use of (U)
SIM cards, the AKA protocol is carried
by the extensible authentication pro-
tocol (EAP) and IEEE 802.1X. Knowing
that legacy WLAN technology (such as
IEEE 802.11b) has sub-optimal securi-
ty, 3GPP has also allowed user traffic to
be tunneled across the access network
using IKE/IPsec.

EPS/3GPP Rel-8 takes this concept one
step further, enabling end users to use
common security and mobility proto-
cols based on Internet Engineering Task
Force (IETF) specifications to access the
EPC over basically any non-3GPP wire-
less or wireline access technology.
Rel-8 also defines optimized handover
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between LTE and high-rate packet data
(HRPD) access developed by 3GPP2.

The disparity between the securi-
ty solutions offered for the different
access technologies was an immediate
challenge. Wireline accesses (xDSL), for
example, employ a security model that
relies on the physical security of the
wire, thus omitting user-specific cre-
dentials and cryptographic protection.

A heterogeneous patchwork of secu-
rity solutions needed to be avoided, as
did a “one-size-fits-all” approach, since
this might overprotect accesses with
good security and lead to sub-optimal
performance. Instead, a common
framework has been introduced with a
simple security classification for differ-
entaccesses.

Principles

The common denominator for any
non-3GPP access to EPC is the use of
a USIM card. EAP AKA-based mutu-
al authentication is always performed
between a UE (USIM) and the authen-
tication, authorization and accounting
(AAA) server. The AAA server fetches
credentials from the home subscriber
server (HSS). EAP AKA authentication
also provides cryptographic keys for
data integrity and encryption between
the UE and network at the access
layer, at the Internet Protocol (IP) layer,
orboth. The EAP AKA protocolhas been
extended to support keys thatare bound
to the identity of the access network®.
This limits the risk of key misuse, as
discussed above.

Next, a given non-3GPP access
can be treated either as a trusted
non-3GPP access or as an untrusted
non-3GPP access. An access is trusted
if it can provide all necessary securi-
ty itself. Untrusted accesses need IPsec
tunneling (similar to the Rel-6 inter-
working WLAN solution). The issue
of trust is not solely a matter of access
technology, however; network service
provider A, for example, might trust a
given access network, whereas network
service provider B might not. Figure 3
gives an overview of the architecture for
non-3GPP access to EPC.

The access-level authentication or
security association is optional for
untrusted access. Since the access is
not trusted, it is not clear whether the
security provided by the access would

Key sizes and
algorithmsin
LTE

At present, the
integrity protec-
tionand encryp-
tionalgorithms
use 128-bit

keys. However,
the systemis
preparedtouse
algorithms with
256-bitkeys. LTE
uses the follow-
ing encryption
algorithms:

1.128-EEAl
basedonthe
SNOW 3G
algorithm. Itis
identical to UEA2
as specified for
UMTS.
2.128-EEA2
based onthe ad-
vanced encryp-
tion standard
(AES)in counter
mode.

Likewise, LTE
uses the follow-
ingintegrity-
protection
algorithms:

1.128-ElAl based
on SNOW 3G.
This algorithmis
identical to UIA2
in UMTS.
2.128-EIA2
based on Ad-
vanced Encryp-
tion Standard
(AES)incipher-
based message
authentication
code (CMAC)
modes

add anything. Instead, mandatory EAP
AKA authentication provides an IKE/
IPsec security association between the
evolved Packet Data Gateway (ePDG)
and UE, protecting all traffic across the
entire access network.

EAP AKA is used for trusted access to
create an access-level security associa-
tion between the UE and the non-3GPP
access network. However, this access-
level authentication is optional when
mobility is based on the dual-stack
mobile IPv6 protocol (DSMIPv6). This is
because DSMIPv6 always uses EAP AKA
authentication between the UE and MIP
home agent (the packet data network
gateway, PDN-GW), which adequately
fulfills the authentication needs.

Because the security procedures for
trusted and untrusted accesses differ,
the UE needs to know the “trust value”
of the access. This can be made available
via the authentication signaling. If no
signaling is received, the UE inspects a
configuration file on the USIM to deter-
mine the trust value. If the UE does not
find the access network identity there
either, itreverts toa defaultand assumes
the accessis untrusted.

CDMA2000

HRPD is one non-3GPP access that has
been treated in a special way in 3GPP
standardization in order to fulfill strict
performance requirements for mobility
between LTE and HRPD.

Adelay-optimized handover between
LTE and HRPD could be handled in the
same manner as handover between
LTE and GERAN/UTRAN - for exam-
ple, by transferring the security para-
meters in use. However, since HRPD in
CDMA is not part of the 3GPP family of
accesses, the mapping of security
parameters between HRPD and LTE is
not straightforward.

Another option is to perform new
security procedures every time the
UE enters a new access. Butif the UE in
question is only able to operate one
radio at a time, this option suspends all
traffic while the UE performs security
procedures in the target access.

One straightforward approach to
reduce the delays is that before attach-
ing to the LTE access, the UE performs
HRPD access attachment procedures
(including security procedures) directly
over the HRPD radio access. The UE can

then attach to LTE over LTE radio access
and continue using LTE. In this case the
security context in HRPD access is pre-
pared and cached and a later handover
from LTE to HRPD can be performed
more efficiently.

Another alternative is for the UE to
perform attach-and-security signaling
with the target HRPD access while it
is still active in LTE access. In this case
the LTE access network transparent-
ly forwards HRPD-specific signaling
(including EAP-AKA) between the UE
and HRPD access network (Figure 4).
The LTE network needs not be aware of
HRPD-specific messages or parameters
(and vice versa). Also in this case the
target HRPD access network is pre-
pared when the UE executes a handover
to HRPD. This alternative is however
more complex and requires additional
functionality in the LTE and HRPD
access networks.

Summary and future outlook

EPS security has adopted UMTS security

asabaseline, drawing on the successful

concepts of UMTS to build an even more

secure and flexible solution. The most

prominent components are

# the EPS AKA procedure with akey
hierarchy, in which keys are bound to
theiruse;

& prepared for stronger 256-bit
cryptography;

# anew key-updating mechanism for
intra-LTE handovers;

& backhaul security;

 resistance to attacks on eNBs; and

# integration of security for non-3GPP
accesses.

These features address attacks from

a false eNB, and confine the conse-

quences of acompromised eNB to itself.

The use of cryptographic algorithms

means that signaling and user trafficis

strongly protected over the air interface

and backhaul.

Future 3GPP security work will focus
on LTE Advanced. But because no big
changes are anticipated with respect
to core LTE functionality, the basic
security mechanisms will continue to
prevail. From a security point of view,
the main new developmentwill berelay
nodes, and work in this area is already
under way.

Other developments will include the
introduction of home base stations, &3
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[ETGiT] Preparation (pre-registration) of HRPD access while the UE is still active in
LTE using the S101 interface to forward HRPD specific signaling.
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## machine-to-machine communi-
cation, local IP access, and selected IP
traffic offload. Home base stations
require new security solutions for
authentication with the core network
and authorization of end-user access to
the radio cell. Home base stations will
alsobe deployed in environments where
itis easy to launch attacks on the physi-
calhardware. Accordingly, the network
must be able to detect such tampering.
The first versions of related standards
have already been released.

Local IP access will allow users to
access local residential or corporate
networks from a 3GPP device. Selected
IP traffic offload deals with achieving
a more optimal traffic path for user
internet traffic which is not intended
to reach services in the operator’s core
network.

In addition there is work ongoing in
3GPPaswellasin the Broadband Forum
(BBF) for providing a more optimized
interworking of BBF fixed access net-
works with the EPC. This work may
result in additional security work to be
done in 3GPP and BBE. 4

HRPD

HRPD specific signaling
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