Welcome to: Start 15:15
EITN50

Advanced Computer Security
(Avancerad Datorsékerhet)

I would give all my fame for a pot of ale, and safety
Henry V: Act 3, Scene 2
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WE ARE INCREASINGLY DEPENDING
ON SECURE IT SYSTEMS

INSIDE THIE CUNNING.
UNPREGEDENTED HACH OF Mouse hits national data cente
UHRAINE S POWER GRID tcl)'I or)g,;a_ni:(iecolu;tr?l-llzr\)el wate::hglinrg
) campaign

By Denis Legezo on June 13, 2018. 10:00 am

What happened?
In March 2018 we detected an on

2021-08-09 EITN50 Dept. Electrical and Information Technology 3

Introduction

- Goal of this course and contents
- Course organization and structure.
- Course literature & books.

- As a rule all lectures will be on-line via Zoom
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Computer Security Web Security Cryptography
(EITA25) e (EITFO5) (EDINO1)
v v
Advanced Computer Security Advanced Web Security Data Security
(EITN50) (EITN41) (EITF55)
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Teachers EITN50

- Ben Smeets (kursansvarig)
ben.smeets at eit.Ith.se

« xxxxx(support and handling projects)
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Course Objectives

The goal of this course is to give the students an in-depth
insight into the main problems and solutions within

security for computers, embedded devices and networks.

As such it deepens acquired knowledge on computer
security from earlier courses and gives an analytic
understanding behind today’s security solutions. This will
allow the student to select by him/herself among existing
solutions and/or to present solutions with good quality.
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End Terms

- Be familiar with the challenges of building a secure
system using trusted computing, secure networking and
identity solutions

- Have a basic understanding of means and methods
that provide increased security

- Have a basic understanding of risks
- How to act when something goes wrong

- Got some documented hand-on experience in selected
areas
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Course Organisation - content
P i /_'\
Computer Forensics Secure connections

principles - access/login: radius
Data forensics Attacks - Principles

Cloud forensics
DDos attacks - IPsec, VPN

,/_\ Malware: botnets - Security for loT
S - Mobile networks: 3G, LTE
_Trusted Plaforms P’ iy

TCG, trusted computing i i i 1
N Your application/solution Cloud computing

Virtualization - OpenStack

ARM Trustzone gu— ‘ - Homomorphic Encryption
TPM, SGX Attacks

Smartcards k
N DDos attacks

5 e —. - Malware: botnets
Content protection Secure sofware

DRM systems - Risk asssesment
SW licensing systems - Processes to design secure sw
Reverse engineering
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IMPORTANT

Course Organisation — work setup

- Lectures
- 26 hours
- 5 projects and quizzes
- 170 hours
- Teachers:
- Ben Smeets (kursansvarig)
- Mustafa Albayati (support with projects)

« This course requires students to seek much information
on their own — with the provided material helping to
narrow down your search for information.

- WEB http://www:.eit.Ith.se/kurs/eitn50
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- The projects you do in groups of two people. Send me the
names of the persons in your group and | will compile a
list,
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Examination setup

- Grading scale: TH - (U,3,4,5) - (Fail, Three, Four, Five)
- Assessment: To pass this course all projects must be
approved and all theme tests (5 quizzes) must be passed.

+ Quizzes: Thresholds for passing is 70%.

- For grade 4 or higher you need to answer/do the B type
assignments parts of at least 4 of the 5 projects.

- When you qualify for grade 4 you can obtain grade 5 through
an oral exam. Students should always sign-up for such or
any other oral exam.

- signhup for oral exam is required.
Send email to Ben or Erik Gothe (kursexp@eit.lth.se)

- Re-examination in ordinary re-examination period: Oral exam.
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Final grading

- For grade 4 or higher you need to answer/do the B type
assignments parts of at least 4 of the 5 projects.

- When you qualify for grade 4 you can obtain grade 5
through an oral exam

- Note: you have to ask Ben or course admin (Erik Gothe) at EIT for
this/any oral exam
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Group/Project work

- Groups of 2 persons

- 5 Projects (previous slide)
- 1 project is examined by a quiz
- 4 written reports for the other projects. Projects have A and B type

assignments. A type are mandatory and B type you need to do if
you want a grade 4 or higher.

- Try to work at home but In the laboratory at 4"-floor E-building you
have PC’s that you can use to solve the problems.

- The times in TimeEdit shows the bookings made for this course but
you can outside these hours use the laboratory as well. However
outside the reserved bookings you have to give room to bookings of
other courses.
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5 Projects/Laboratory (with links)

Project | Release |Planned Content link to the First
Lab Date assignment | Deadline
(latest) (at 23.59)
Forensic Analysis of disc . .
A 4/9 and USB drive image Forensics 17/10 quiz
B 4/9 Object security in Obisec 26/9
communicaiton 2oisec
@ 17/9 TPM use TPM 3/10
D 2/10 Anatomy of an Exploit Exploit 20/10
E 2/10 Design secure camera Camera 24/10
t Quizzes close at 28/10
Project index Last report update 20/10
Except project E: 24/10
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Covid-19 implications for projects

- Conditions for projects are as follows. Like previous years most projects can
be done at home. For some (parts) you need to run a Virtual Machine, in
Virtual Box. Therefore we keep the possibility to do those parts in our
labspace. For that reasons, we keep the labspace bookings (shown as
"Projekt) in Time-Edit.

.

Note that when you use our labspace you have to adhere to the university
guidelines due the risk of Covid-19 virus spreading. You are not allowed in the
labspace to sit shoulder-to-shoulder and the amount of people is restricted to.
Daniel will keep office hours and you can book meetngs with him. He has
instructions and decides when to use protective masks when social
distancing cannot not be kept.
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Reports - format

- Reports must contain description/documentation of your
project work so others understand what you have
done/can repeat your experiments.

- Each report must contain the following statement:

“Rapporten ar eget orginal arbete och kéllor av all icke egen
material ar angiven”

- the names of the authors and their group number: adsecXY
- Reports may be used during discussions or oral exam
- Reports should be submitted in pdf/txt form (not as scanned
images in pdf file)
- Reports will be screened using “Ouriginal (Urkund)” for
plagiarism
info: https://www.lub.lu.se/sok/urkund).
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Study setup

Mandatory
Reading
material

Preparation
questions

Lecture 1
Project A

Lecture 2
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Quizzes

There will be 6 mandatory short quizzes available via course Canvas

+ The purpose of these quizzes is to test your overall understanding in 5
different areas and 1 quiz is to test you on one of the projects/labs in this
course.

- Some questions are simple and some may require you to think a while. Of the
possible answers you have to choose the BEST alternative (in case you
think more than one make sense).

- You have 2regular attempts to pass the quizzes. You can do a quiz
whenever you want after it is made available. But you will have at most two
hours from starting a quiz until you have to submit your answers. For passing
70% of your answers must be correct. Quizzes close on October 28. If you
need to more than two attempts you need to contact Jonathan or Ben. If this
happens too often we cap your maximum grade to 3
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Time Line

? May change
Lectures I 1 1l LI 1E I1FE 11

Projectwork I E N S S N
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Where

- Lectures:
- Wednesday: 15.15-17.00:
- Friday: 13.15-15.00:

- Zoom link except Intro which uses the link shown on Canvas
- Meeting ID: 698 7727 7588

- Password: 043269

+ (no password for Intro lecture!)

- Project work: EIT 4t floor,

Grouping

- Send me your names!

2020-09-01

Group list EITN50 Advanced Computer Security

namn (efternman, férnamn)

active

groupno

1

- You must have signed-up to the course for having access to the
laboratory rooms

- In the laboratory you have PC’s that you can use to solve the

problems. You should try to work at home. Mustafa may help you to

get the virtual machine images.
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Schedule — tentative

alalalalala|aals]a]=2[=
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Date |Planned Content Link

1/9 Introduction, Forensics: self study C Altheide(video), Intro, Lectl

3/9 walkthrough of quiz preparation, Forensics finish, Crypto Lect2
applied, Ways of Encryption , Perfect Foward Secrecy,
Object security,

8/9 Network security: AAA, Securing communication, TLS, Lect2 cont'd
IPsec

10/9 ||Network security: Project B,IoT, GSM, LTE, DDOS, botnets | _Lect3

15/9 |[Trused computing: General concepts, What are the Lect4
challenges, Roots of Trust,

I 17/9 ||Platform security: TPM Lect 4, contd
May change 22/9 ] NO LECTURE
M

24/9 ||Platform security: TPM fort, UEFI, Intel TXT, Trusted Lect5
Computing Pools, TEE, Project C

29/9 ||SGX,ARM TrustZone Lect6

1/10 ||[EPID, ARM TrustZone, HSM, Smartcards (self-study), NFC || Lect7
PUFFs, Virtualization, SELinux, Java, Containers, Android

6/10 i0S, BYOD ! ! ! ! ! Lect8

5/10 Homomorphic encryption, Database operations on Lect9
encrypted data, Cloud computing, Secure VM launch =
Security and Economics, DRM, Block chain, Software

13/10 Security: ROP attack, SW desi’gn, writing and analysis, Lect10, Lectll

15/10 || Project E: Common Criteria, EAL2 \ProjectE,
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Course material

- Handouts of slides, articles, reports

- Access: user=eitn50, pass: | . (oiven at first
lecture)

- Only distributed via web (some material will only be
available on local network, laboratory)

- Books:

- There is no book that covers all the topics of this course, instead
there is a list with relevant reading material published on the course
web
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Final remark

- In this course it is expected that YOU look for additional
information beyond what is in the slides and support
material.

- In the quizzes often more than one answer may be
possible. Think what is then the answer that fits best. Do
not rush through the quiz. You have ample time to think
and do go through the preparation material for the
quizzes.
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