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Lasanvisningar

Kihl & Andersson: 7.7, 7.9, 11.1+ intros 1 11.2-4,
12.1,12.4,17.1, 18.1 (endast ping och traceroute)

Stallings: 14.3 ICMP), 24.2, 24.3,
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Subnetting, exempel
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Tentaexempel

(a4

WWW

Router

<///O// i

DNS

——— Switch @

Anta att A vill hamta en
websida pa WWW-servern
och A kanner endast till
WWW-serverns symboliska
namn. Antag att alla adress-
cacher ar tomma.

Beskriv vilka meddelanden
som skickas 1 natet!



Datasakerhet

Det finns tre viktiga koncept vad det galler
datasakerhet:

Skydd mot avlyssning (Privacy)
Skydd mot andrad data (Integrity)

Autentisering (Authentication)



Skydd mot avlyssning (Privacy)

Skydd mot avlyssning (eller privacy) betyder att
meddelandet som sands endast ska kunna forstas av
mottagaren. For alla andra ska meddelandet vara
oforstaeligt.

Privacy loses med kryptering av meddelandet.



Exempel pa kryptering

___________ haedler

Plaintext - Ciphertext — Plaintext
I Encryption . Decryption I

Data flow

a. A shared secret key can be used in Alice-Bob communication

___________ Sharedkeys -

Plaintext : Ciphertext — Plaintext
| Decryption - Encryption |

Data flow

b. A different shared secret key is recommended in Bob-Alice communication



Skydd mot andrad data (Integrity)

Skydd mot andrad data (Integrity) betyder att
meddelandet maste komma fram exakt sa som det var
sant. Det fdr inte finnas nagra andringar 1 meddelandet.

Integrity kan tillhandahillas med message digests.



Message digest
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Autentisering (Authentication)

Autentisering (authentication) innebar att mottagaren
maste vara saker pa sandarens identitet.

Autentisering av enheter kan l6sas med l6senord
eller sa kallad challenge-response.

Autentisering av meddelanden kan tillhandahallas
med en digital signatur. En digital signatur ar en
message digest som ar krypterad.
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Digital signatur
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Internet security protokoll

Foljande tre sakerhetsprotokoll tillhandahaller privacy, integrity
och authentication pa olika protokollskikt:

= [PSec: Sakerhetsprotokoll for IPv4.
= SSI./TLS: Sikerhetsprotokoll t6r TCP.
= PGP: Sakerhetsprotokoll tor Email (SMTP).

*"HTTPS: Hypertext Transfer Protocol Secure. Anvander sig
av TLS/SSL

Dessa protokol] kommer att gas igenom i fortsattningskursen
Internetprotokoll. For er som gar EITF25 sa blir det aven en foreldsning
1 webbsdkerbet.



Applikation: WWW

World Wide Web (WWW) presenterades av Tim
Berners-Lee 1989 vid CERN. Syftet med WWW
var att mojliggora for forskare att dela
information pa ett enkelt satt.

Det mer kommersiella WWW startades under
tidigt 1990-talet med Netscape och Mosaic.

Aftonbladet.se startades 1994 som den forsta stora
nattidningen 1 Sverige.
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Grundlaggande koncept for WWW

WWW bygger pa tre delar:

Webbsidor
*  HyperTextMarkup Language (HI'ML) anvands for statiska

webbsidor.

*  Dynamiska webbsidor skapas med script (JSP, CGI, ASP, etc.)
Universal Resource Locator (URL)

« Standard for hur man identifierar pa vilken webbserver en

webbsida ligger.
HyperText Transfer Protocol (HTTP)

 Protokoll for att hamta webbsidor fran en webbserver.
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Universal Resource Locator (URL)

Ett webbdokument har fyra identifierare: Protokoll,
Host, Port och Path. En URL ar definierad som:

protocol:/ /host:port/path

Nar HTTPs standardport 80 anvands ar den utesluten
ur formuleringen ovan, till exempel:

http:/ /www.eit.Ith.se/staff/maria.kihl
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HTTP

HTTP ir ett textbaserat client/server protokoll med
tva typer av meddelanden: Request och Response.

HTTP anvander en TCP forbindelse for

kommunikationen mellan klient och server.
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HTTP kommunikation

.ﬂ Server
Image File

First handshake

Second handshake

Third handshake + request

Response

Request

Response

Connection

First handshake

Second handshake

Third handshake

Time
Time



Mappning fran URL till IP-adress

Applikationsprotokoll anviander symboliska namn

(tex. www.lth.se).

Mappning frin symboliskt namn till IP-adress gors
med Domain Name System (DNS).
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Hierarkisk namn-struktur

Root

edu.

Domain
name

\| topUniversity.edu. I

Label I topUniversity
BDept

Label I aComputer

Domain name

| bDept.topUniversity.edu. I

Domain name

| aComputer.bDept.topUniversity.edu. I

Domain name
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Fran namn till adress (1)

z‘ / 1. angel2.angelnet.se ?

ns.heavennet.se

| angel2.angelnet.se
a2
AT Sy angell.heavennet.se D
WIZAE = '
LY : gy
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Fran namn till adress (2)

R angel2.angelnet.se

ﬂ“;;f“‘:’" angell.heavennet.se

ey

— 2. angel2.angelnet.se ?
— > |—
<
3. Ask ns.angelnet.se
ns.heavennet.se sunic.sunet.se
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Fran namn till adress (3)

R angel2.angelnet.se

ﬂ“;;f“‘:’" angell.heavennet.se

B

./'%\.
‘ 4. angel2.angelnet.se ? =
>
= |«
5. IP = 194.52.54.47
ns.angelnet.se

ns.heavennet.se
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Internet Control Message Protocol
(ICMP)

"]P har inga funktioner for felrapportering eller
felkorrigering. IP saknar aven funktioner for
forfragningar och styrning.

"Internet Control Message Protocol (ICMP) har

utvecklats for dessa syften.
"]CMP ar ett hjalpprotokoll till IP.



ICMP | TCP/IP-stacken

App"CT;'g; SMTP FTP TFTP DNS SNMP .o BOOTP
Transport SCTP TCP
layer
IGMP ICMP
Network IP
ARP
Data link
layer
Y Underlying LAN or WAN
. technology
Physical
layer




ICMP-meddelanden

8 bits 8 bits 8 bits

8 bits

Y
Y
A
Y
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Type Code Checksum

Rest of the header

Data section

Tva typer av meddelanden:
Error-reporting messages (felrapportering)

Query messages (forfrigningar)



Enkapsulering (Encapsulation)

Ett ICMP-meddelande skickas 1 ett IP-paket:

Transport layer SCTP TCP UDP
N N\ /

IcMP || IGMP \\ / OSPF
\\ __/

Header

Network layer

The value of the protocol field defines
to which protocol the data belong.




Felrapportering (error-reporting)

Nar ett fel 1 transporten av ett IP-paket upptacks, anvands
ICMP f{o6r att rapportera felet till sandaren av IP-paketet.
Felmeddelandet inkluderar IP-paketets header samt de forsta 8
bytes data fran IP-paketet.

Received datagram

IP 8 | Rest of
header bytes ! IPdata
——————— 4
ICMP P 8 |
header header bytes | ICMP packet

. P ICMP P 8 |
header header header bytes




Nagra felmeddelanden

"Destination unreachable: Skickas nar en router inte
kan forwarda ett IP-paket eller en host inte kan
leverera eller ta emot ett IP-paket.

"Source quench: Skickas nar ett IP-paket kastas 1 en
router pga ovetlast.

"Time exceeded: Skickas nar ett IP-paket kastas pga
dess TTL-varde har blivit O (T'TL raknas ner med 1
tor varje router-hopp.

mRedirection: Skickas nar en host har fel default router,
och behover uppdatera sin routing-tabell.



Nagra ICMP Query meddelanden

" cho-request and Reply: Anvands for att undersoka om tva
enheter (hosts eller routers) kan kommunicera pa IP-niva

"Timestamp request and reply: Anvands for att bestimma
round-trip time (RTT) mellan tvd enheter (hosts eller routers).

mRouter-Solicitation and Advertisment: Anvands av en host
for att undersoka vilka routers som ar kopplade till dess nat.



Tentaexempel

DR

Switch

@7 Router DNS

Host A vill skicka en ICMP echo request till host C. Host A kan bara C:s
symboliska namn c.citynetwork.se. Forutsatt att alla adress-cacher ar

tomma. Beskriv vilka meddelanden som skickas 1 natet ovan.
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Felhanterings-verktyg (debugging
tools)

Det finns flera mjukvarubaserade verktyg som kan
anvandas for att undersoka ett nat tex for att
identifiera fel. Tva av de enklaste verktygen ar:

"Ping

®"'T'raceroute



Ping, exempel

Ping-programmet anvander ICMP echo-request and reply

meddelanden for att hitta information om en destination.

Micro=soft Windows 28800 [Uersion 5.-HA_.219251
CCY» Copyright 17852000 Microsoft Corp.

D:“WINNT >ping ping.lu.=ze

Pinging lundn=s.lu.se [138.235.128.1880]1 with 32 hytes of data:

138.235.128.188: bhytes=32 time=28ms TTL=248
138.235.128.188: bhytes=32 time=28ms TTL=248
138.235.128.188: bhytes=32 time=28ms TTL=248
138.235.128.188: bytes=32 time=28ms TTL=248

Ping statistics for 130.235_.128_.10808:

Facketsz: Sent = 4, Received = 4, Lozt = @A {8x loss>,.
Approximate round trip times in milli—=seconds:

Minimum = 2Bm=,. Maximum = 2@m=, Average = Z2@m=s

D=~WINNT >_




Traceroute

Traceroute (UNIX/Linux) eller Tracert (Windows)
anvands for att hitta “vagen” mellan en sandare coh en
mottagare dvs vilka routers ett IP-paket fran sandaren
till mottagaren kommer att passera.

Programmet anvander TTL-faltet 1 IP-header och tva
ICMP-meddelanden: Time Exceeded och Destination
Unreachable for att bestamma vagen som ett IP-paket
tar.



Traceroute, exempel

Enmmand

D=sWINNT >
Dz~WIHNNT >
Dz~WIKNNT >
Dz~WINNT >
Dz~WIHNNT >
Dz~WIKNNT >
D:“WINNT >tracert ping.lu.se

Tracing route to lundns.lu.=se [1380.235.128_.1841
over a maximum of 38 hops:

<18 ms 18 ms <18 barbafarfar . barbanet.local [18.8.12_.11
<18 m= 18 m= 18 guw—nlfl=3A201188.telia.com [194_.236.2808_.11
18 ms=s 18 ms 18 i8.8.111 .1
18 ms=s 18 ms 18 217.211.128.18%7
18 m=s 18 m=s 18 m—b—cl—link.se.telia.net [81.228_72.1881
18 m= 18 m= LA m—b—dl—-link.se.telia.net [81.228_.72.18%71
180 m= 180 m= 18 malmod—ge?2 _sunet.ze [125.62.117.171
260 ms=s 660 ms o2 Ju2—S5RP1 .sunet.se [138.242_85_.381
28 m= 38 m= 268 fys—qgu—xbb.ldc.lu.se [130.235.8.1111

18 280 ms 280 ms 3A hermes.net.lu.se [138.235.128.1881

Trace complete.

Dz UWIHNNT >




Tentaexempel

Forklara var 1 OSI-modellen foljande protokoll hor
hemma:

HTTP, 802.3, TCP, PPP, IP,UDP, ICMP, ARP

Dina svar ska vara motiverade!
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Telenatet och mobila system
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Lasanvisningar

Kihl & Andersson: 13, 14.1-3

Stallings: 8.4, 10.1, 10.2, 10. 3

Lasanvisningarna definieras av innehallet pa slides.



Det publika telenitet (PSTN)

Copper cable } Digital

7 Core neturork N\
QNET/SW

Analog

Access network



Data transfer in telephone networks

The telephone core networks are digital.
¢ PCM 1n local stations

¢ Data transfer with 8-bits samples.

The telephone networks use circuit switching.

¢ A connection is set up for each call.

The core networks use Synchronous Time Division
Multiplexing.
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erarchical structure

Trunk m Trunk
e N
n Tandem

offices offices Regional offices

H

Local loop

* From the telephone to local station (end office), the analog
data is transferred on the 0-4 kHz frequency band.

* In the local station, PCM is used to create 8-bit samples that
are coded and transmitted in the network using circuit

switching and STDM.
* Also, there are gateways to the Internet and mobile networks.



Circuit switching

N | /7 N | /7

AN I IT

A ' One link, » channels ' A

=7 v

Path




Control messages

Switching stations (offices) communicate with
standardized protocols using a separate network.

: : SCP
SP: Signal point Database
STP: Signal transfer point
SCP: Service control point I

Signaling network

Data transfer network



Comparison with the Internet

In the Internet, control messages are sent the same
path as data packets.

Special protocols, for example ICMP, ARP, DNS

Included in headers of data packets.

In the telephone networks, the data transter 1s
separated from the control messages.

Delays for setting up and tearing down connections.

Very etficient data transfer with circuit switching.



Signaling System No. Seven (SS7)

The protocol stack for telephone networks 1s called
Signaling System No. Seven (SS7).

TUP

MTP: Message transfer part Upper layers TCAP
SCCP: Signaling connection control point
TCAP: Transaction capabilities application port SCCP
TUP: Telephone user port
ISUP: ISDN user port

Network layer MTP level 3

Data-link layer MTP level 2

Physical layer MTP level 1




Reliability aspects

A telephone switching station can be down only 6
minutes during 10 years.

This means that:

All software updates must be performed during

runtime.
All hardware parts are doubled for redundancy.
Much automatic error detection and failure recovery

mechanisms.
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Internet access with xDSL

xDSL (ADSL, VDSL, etc) 1s used for providing Internet
access via the telephone access line.

Voice Internet
: Point-to-point WAN
Splitter fummmmmunss
Local loop i
ADSL Telephone
modem network
V01ce Upstrcam Downstream

ngém i | w

108 138 1104




Mobile cellular (telephone) networks

Access network

7

/ /Core network
/ Base station |

Mobile station

4

_____



The Frequency is the main performance
problem...

Very Low Frequency (VLF) 0.3-30 KHz

Low Frequency (LF) 30-300 KHz (e.g. submarines)

Medium Frequency (MF) 0.3-3 MHz (e.g. radio stations)

High Frequency (HF) 3-30 MHZ (e.g. radio stations)

Very High Frequency (VHF) 30-300 MHz (e.g. TV stations)
Ultra High Frequency (UHF) 0.3-3 GHz (e.g. mobile telephony)

Super High Frequency (SHF) 3-30 GHz (e.g. WLAN and microwave
links)

Extremely High Frequency (EHF) 30-300 GHz
Optical transmission >300 GHz (e.g., IR, visible light, UV)



Together with mobility...

A cellular system should
manage to maintain a
connection even when
the mobile station moves
in high speeds, maybe

aCross networks.




Cells and frequency reuse

a. Reuse factor of 4

The network is geographically divided into cells.
In each cell there is a base station.

FEach cell is given some frequencies. The frequencies are
reused 1n other cells according to a specific pattern.



Cellular access network

‘ To core network

BSC Base station controller

N

Several cells are controlled by one base station controller.



Problems with mobility

The necessary signal strength depends on the mobile
station’s distance to the base station (power control).

The mobile stations can move to another cell

(handover/ handof}).

The mobile station can move to another network,
maybe in another country (roaning).



Multipel access

Flera terminaler ska ha access till samma basstation.
Protokoll t6r multipel access kravs.

Cellulara nat anvander ”Controlled access”.
Basstationen bestammer vilken kanal en terminal
far anvanda.

*  7Uplink” och "Downlink”-kanaler kan anvinda olika

metoder f6r kanaluppdelning.

* Det finns vanligtvis en gemensam kanal som alla

terminaler lyssnar pa.



Multipel access 1 mobila nat

Olika kanaler anvinds
med olika MAC-protokoll
for att

Hitta en basstation

Kontrollmeddelanden

Dataovertoring

Telefoni

Etc. 57



Channelization (Multiple access)

* Three basic so called channelization techniques:
*  Frequency-Division Multiple Access (FDMA)
*  Time-Division Multiple Access (TDMA)
* Code-Division Multiple Access (CDMA)



Frequency-Division Multiple Access

In FDMA, the terminals have separate frequency

bands.

Data

l J

I— [ ;
Station 1 @g@ e ee e, \?@é% Station 2
------------------ . S I
S A
I
) L Eomma
— ¢ channel
I >
|y T
Station 3 @l e Bt 2 Siation 4
S S ... g Station
————————— L e T
Silent Data



Time-Division Multiple Access

In TDMA, the terminals use separate time slots on a
shared frequency band.
Data

Data

| v ' l
Station 1 \Q&a E"ii__ii__i e }_iﬂiniini e \4@@% Station 2

't

Common

HHH g o

| ; T
StationS@@gg@f }EEEHEE . }_Ei__ii_—iﬂ . \CQ%@@%‘ Station 4

f "t
Silent Data




Spread Spectrum

Spread Spectrum (SS), ar en teknik for tradlosa lankar
med mycket storningar.

Spreading
process

T

Spreading
code




Spread Spectrum metoder

* Frequency Hopping Spread Spectrum (FFHSS)

* En killa anvander manga barfrekvenser. En barfrekvens anvands

1 taget, men barfrekvensen andras ofta (tex. 1000 ganger per

sekund).
* Direct Sequence Spread Spectrum (DSSS)

* Varje databit ar kodad med 7 bits (kallade chips) med en unik spridningskod

som ar forutbestamd av sindare och mottagare. Spridningskoden ar vald sa att

alla andra kallor adderade tillsammans blir som vitt brus och kan filtreras bort.
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FHSS-cykler

Carrier

frequencies
(kHz)

A
Cycle 1 Cycle 2

900 |—{] i

800

700 [
600 ->
500

400 [ ]

300
200

>
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 Hop

periods



DSSS exempel

Original
signal

Spreading
code

Spread
signal

1 I 0 I |

’
10110111000I10’I10’I'I'IOOOI'IO’I'IO’I'I'IOOO:
|

>
|
I
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Exempel pa DSSS (utan bitfel)

Bit som skall skickas: 0 1

Bitvis modulo-2 0000 1111

med chip-sekvens: 1110 1110

Resultat; 1110 0001

Mottagaren adderar 1110 0001

med chip-sekvens: 1110 1110

Resultat; 0000 1111

Adderas bitvis 0+0+0+0 1+1+1+1

Resultat: 0 4 ©>



DSSS-exempel (med bitfel)

Bit som skall skickas: 0 1

Bitvis modulo-2 0000 1111

med chip-sekvens: 1110 1110

Resultat; 1110 0001

Mottagaren adderar 1010 1001

med chip-sekvens: 1110 1110

Resultat; 0100 0111

Adderas bitvis 0+1+0+0 0+1+1+1

Resultat: 1 3 o6



Code Division Multiple Access (CDMA)

Med hjalp av DSSS kan man multiplexera flera kanaler

pa samma lank. Tekniken kallas Code Division
Multiple Access (CDMA) och anvands i moderna

mobilnat Data Data
o
l(ll 1('2
Station 1 K‘E:L_&:z'r’;_ '{vﬁ » Station 2
Id] * Cl 1‘12 ' Cz
Data | dy-¢; + dy-¢; + dy-¢c3 + dy ¢y Common
channel
'\ A\
g \
Station 3 '€ = \ Station 4
T(ls T
Data

67/



CDMA

Alla stationer har en egen “chipping code”. Dessa
maste vara matematiskt ortogonala med varandra.

C, G,
‘ [+1 +1 +1 +1] I ‘ [+1 -1 +1 —1] |

C3 C4
‘ [+1 +1 -1 -1} I ‘ [+1 -1 -1 +1] |
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CDMA

All data skickas samtidigt (synkroniserat) pa samma

kanal. Mottagaren anvander sandarens kod for att

filtrera ut dess signal.

Bit 0
-1

C Station 1
1 +1 41 +1] \C;@

Z dy ¢
[1 -1 -1 —1]

Bit 0

Station 2 _~#

dz Gy
-1 -1 —1 +1]I

-1
G,

) [+ 41 +1 1]

S
~

Data

[-1-1 =3 +1]

Common

channel

y 3
0 0 0 0]

Cs ' e
[+1 +1 -1 —1] \@%@’ Station 3
A

0
Silent

v
[+1 =1 —1 +1]
d4 ° C4

Station 4 \@gﬁ% [

Bit 1

Cy
o [+1 -1 -1 +1]

+1
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2G/3G-system

GSM (Global System for Mobile Communication) brukar
kallas for 2G.

UMTS (Untversal Mobile Telecommunication System)
brukar kallas tor 3G.

Gemensamt:

o Utvecklade framst for telesamtal.

* Anviander liknande arkitektur for karnnatet.
Olika:

* Radioaccessen ger hogre overforingshastigheter 1

UMTS.



Karnnatet i GSM och UMTS

éTeIetrafik @

3 Karnnat
Accessnat

UE % RNC/BSC \

MSC CS-MGW

Basstation

SGSN GGSN

________________________________________________________________________



Forklaring till begreppen

UE=User Equipment

BSC = Base Station Controller

RNC = Radio Network Controller

MSC = Mobile Switching Centre

CS-MGW = Circuit Switched Media Gateway
SGSN = Serving GPRS support node

GGSN = Gateway GPRS support node
HLR = Home Location Register

VLR = Visiting Location Register



UMTS accessnat (UTRAN)

UMTS Terrestrial Radio Network
Anvander frekvensmultiplex och CDMA.

CDMA kraver power control, eftersom alla mobiler
maste ha samma signaletfekt vid basstationen.

Detta regleras 1500 gor per sekund.

Innhaller dynamisk allokering av kapacitet.



Dynamisk resursallokering i UMTS

]

m

j= N

(7]

[++]

3

o

g _

o Voice User
“oice User Voice User
‘oice User Voice User
Voice User Voice User

Time

44— 10ms

> <

10 ms —p

The capacity for each user is dynamically allocated (each 10 ms). This
allows for a more efficient use of the frequency band.



Long Term Evolution (LTE)

4th generation mobile networks
Difference compared to GSM/UMTS:
Packet-switching!
Main service 1s Internet access, not telephony!

Higher data rates (of course)
Solutions needed to provide Voice over LTE

Higher data rates require much smaller cells than
before, so called pico and femtocells.



Karnnatet i LTE

Accessnét HSS Karnnat

g =

eNode B

[ SGW PDN-GW




Forklaring till begreppen

eNode B: Evolved Node B

MME = Mobility Management Entity
SGW = Serving Gateway

PDN GW = Packet Data Network gateway
HSS = Home Subscriber Server

Notera: Det gar inte att ringa vanliga kretskopplade
telesamtal med LTE:s arkitektur!



Protocol stack and tunneling

Traffic is often tunneled over the fix network architecture

A tunnel is a way to send packets over other types of
network. E.g.

IPv4 over IPv6 and vice versa

IP over IPsec

GTP: GPRS Tunneling Protocol



Example of tunneling
IPv4 over IPv6 using GRE (Generic Routing Encapsulation)

| S IPv4
GRE |#-------- GRE
IPv6 IPvE
L1+2 o L1+2
L1+2 |L1+2 L1+2 |L1+2
- - -

IPv4d netw

|Pv4 head | payload |IPv6 head | GRE | IPv4 head | payload |Pv4 head | payload
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Time-frequecy multiple access

OFDMA: User 1
%) i User2
< User 3
=, User 4
4 ]
L
=~ Time

LTE uses OFDMA (Orthogonal Frequency Division Multiple
Access) that is a combination of time-division and frequency-
division multiple access.



Circuit-switched fallback

Circuit-switched fallback anvands 1 de svenska
L'TE-naten och innebar att telesamtal kopplas via

GSM/UMTS-natet.

Kraver kommunikation mellan I.'TE och

GSM/UMTS



Circuit-switched fallback

Naten maste anvanda samma databas for

anvindarna (HLLR /HSS)

Node B

BSC

G\
eNode B

MSC

CS-MGW

MME

PDN GW




ITU: 5G wish list / Requirements

1,000,000 devices



