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Previously on EITF25

Application Layer (1)

* From domain names to IP addresses: DNS
* Host configuration: DHCP
* Debugging tools: ICMP, ping, traceroot

e World-wide Web: HTTP
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Today: Application Layer (2)

* File Transfer Protocol, FTP
[Forouzan ed.5 ch.26.2]

 Electronic mail, SMTP, POP, IMAP
[Forouzan ed.5 ch.26.3]

* Peer-to-peer networks, P2P
[Forouzan ed.5 ch.29.1, 29.5]

* Voice over IP, VolP
[Forouzan ed.5 ch.28.4.4-5]

*[Kihl & Andersson: 12.3, 12.5-6, 12. 8]
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World wide web (www)

e 1989-1990: HTTP, HTML by Tim Berners-Lee
e 1991 a first web browser

1991 www goes public

— http://info.cern.ch
— First website

e 1991: The Trojan Room coffee pot

| ]
= xcoffee a L)

— http://www.cl.cam.ac.uk/coffee/coffee.html

— First webcam (real time images) Py ey

» 1993: Mosaic becomes public | M I

. XWindow System » Microsoft Windows = Macintosh
LEORE DR B R I T e e o
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World wide web (www)

e 1994: Pizza Hut (first online webshop)

* 1994: Yahoo

* 1995: AltaVista

* 1997: AOL instant messanger

* 1997: sixdegrees.com (first modern social net)
e 1997: Google

2013-11-22 EITF25 — Internet: Technology and Applications



* 1999: Napster
* 1999: Blogger
 2001: BitTorrent

Then came the digital age...
e 2001: Wikipedia

-y 96
* 2003: Skype 3 1 @ }-g\w‘;)
e 2003: WordPress GOC)8[€ ol
. 2004: Gmail 9@
e 2004: Flickr ~
+ 2005: YouTube A_ YouLLE w
e 2005: Facebook ( amazon f
 2006: Twitter I.t
J

¥

e 2008: Spotify

. 2009: Google Docs M 1.1

e 2009: Angry Birds
vi1§ees 10 surprizing rocial media-statistics... (2013)
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Client/server paradigm

 Most early applications were based on it
— http
— ftp

— e-mail @
Request

N
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File Transfer Protocol (FTP) - 1971

* File transfer between two computers
« TCP/IP

* Not so straightforward

— File conventions

— Data representations e > [T
— Directory structures e

=

HQ

. ur PC e
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file system

FTP: basic model

Control connection Data connection
 Open for entire session * New one for each file

 Commands & responses
— ASCII

Control
connection

Control

Server
Local process Remote

‘ Control \
process
file system
o Data transfer 2
process

Data transfer
process
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FTP: Data connection

* Client issues passive open
— Sends PORT# to server

* Server issues active open
— server:port20 < client:port #

* All preparations trhough control connection



FTP: Control connection

(> Command Argument(s) Description
n ABOR Abort the previous command
[ — CDUP Change to parent directory
[ — CWD Directory name | Change to another directory
E DELE File name Delete a file

LIST Directory name | List subdirectories or files
E MKD Directory name | Create a new directory
o PASS User password Password
c PASYV Server chooses a port

PORT port identifier Client chooses a port

PWD Display name of current directory

QUIT Log out of the system

RETR File name(s) Retrieve files; files are transferred from server to client
e Code Description Code Description
W 125 Data connection open 250 Request file action OK
W 5 File status OK 331 User name OK; password is needed
& 200 Command OK 425 Cannot open data connection
o 220 Service ready 450 File action not taken; file not available
& 221 Service closing 452 Action aborted; insufficient storage
a 225 Data connection open 500 Syntax error; unrecognized command
g 226 Closing data connection 501 Syntax error in parameters or arguments

20131122 230 | Userlogin OK 530 | User not logged in




FTP

e Session

Legend

~

g
D Control process (port 21)

Data tranfer
process (port 20)

Command

Response

(WBep g

, Client

EITF

P5 — |

1 $1€192192121P1

Server

220 (Service ready)

==

USER forouzan

331 (User name OK. Password?)

PASS xxxxxx

230 (User login OK)

PORT 1267

150 (Data connection opens shortly)

TYPE EBCDIC

200 (OK)

STRU R

200 (OK)

RETR/usr/user/forouzan/reports/filel

250 (OK)

Records of file ..........

Records of file ..........

226 (Closing data connection)

QUIT

nte et

Technology and Applications221 (Service closing)




Electronic mail (e-mail) - 1971

* The first e-mail was
sent between two
computers in the
same room.

* To separate the user
from the host s _
computer, the @ sign P [

D
-

was inserted. , s |
It was unused on -
2013Lbze keyboa rd
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E-mail: basic model

UA: user agent
MTA: message transfer agent
MAA: message access agent

2013-11-22

!

MTA
server

lo

!

MTA
client

Spool

Mail server

O

>

Boxes

MAA
client

UA

Mail server
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E-mail: protocols used

* SMTP

Mail From: forouzan@some.com
RCPT To: mosharraf@aNetwork.com

Envelope

<
<

— Simple mail transfer protocol
POP

Header

From: Behrouz Forouzan
To: Firouz Mosharraf
Date: 1/10/2011

Subject: Network

— Post office protocol

IMAP
— Internet ma|I access protocol —

Body

<

Dear Mr. Mosharraf

We want to inform you that
our network is working pro-
perly after the last repair.

Yours truly,
Behrouz Forouzan

»
>

Message

Alice:
e-mail sender

\Qﬁ """ ;

. . LAN/WAN | .

 Client  Server Client | Server Server
L“ OMTA [ MTA | © MAA
20 = ;|\ EIT - FEfions I:
SMTP protocol SMTP protocol POP or IMAP protocol

Bob:
e-mail receiver

......



E-mail: server architecture

Sender & receiver in one A holistic view

* Not a very good
representation!

INTERNET:

I

MTA MAA

SCrver SCrver

smTe POP SMTP =) POP
~ g (in/out)
Q (=]
e —r [ -

e | sure g | —

MTA MTA 3

client server -lev Local client
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E-mail;: Web-based services

SMTP
client

Internet

Alice site Bob site

Case 1: Only receiver uses HITP

SMTP
client

Internet

Alice site Bob site
2013-11-22 Case 2 Both S nder AN Yecdiver tse TP
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See

> - B
¥ _t' -
4 o
$ .

you In
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e After the break
— P2P, BitTorrent
— VolIP, Skype
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Performance challenges

* Client/server archictures
— Standardized protocols like HTTP
— Heavy traffic load on network infrastructure
— Unicast transmission
— Delays due to overloaded access networks
— Single point of failure
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One solution: P2P (and caches)

e Spotify

Production storage

=

2.4mtr?a?:}'<2 E_:' E [t_: E S2)20Tr:tracks

S

Stockholm London

Master storage
=
- E 290TB

IS >10mtracks
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Result: better load distribution

Data source - ratio - by week

100 4

90 |

80 |

70 |

60 |

o° 50 |
40 |

30 |

20 |

10 |

Mon Tue Wed Thu Fri Sat Sun Mon
Cur: Min: Avg:
B Server 10.86 6.76 9.6
O P2pP 33.90 23.78 33.86
[ Cache 55.24 48 .47 56.53
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Peer-to-peer (P2P) paradigm

e Users sharing data form network of peers

* First P2P file sharing 1987
— WW!IVnet bulletin board by Wayne Bell

* Gained popularity 1999
— Napster by Shawn Fanning
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P2P networks

Centralised Decentralised
* Directory server * Overlay network
S — Logical on top of physical

* A)unstructured
— Nodes linked randomly
— Queries flood network

@ \@ e B) structured
Pg\f'%" gy 7 fﬁ — Nodes linked with rules (DHT)
eer
% — More efficient query resolving
———————— —kg@;;-..‘ ’ \gﬁ * Initial list of nodes provided
_____________Pier_ _____ _’// Peer
«— ———- Directory information
2013-11-22 nology and Applications 23
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Distributed Hash Tables (DHT)

* A hash function is an algorithm that maps data
of variable length to data of fixed length. (™ bits)

— Node ID = hash (peer IP address)
— Key = hash (file name)

 DHT distributes data among a set of nodes.

— Each peer is responsible for a portion of data.

 DHT routes a query to responsible node

— Peers have partial knowledge about whole net.



DHT address space

* Node ID = hash (peer IP address)

* Key = hash (file name) ;

Address space

3/4) x 2m
(3/4) of size 2™

(1/2) x 2m
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DHT example

e Examplem=5

— Node ID (5) -\;
0 110.34.56.20

— Key (14) )
— Ref (17) o X1 5 =hash (110.34.56.20) I

N25 \

ID space of size 2°
(m=135) !
NI10
Key Reference N20 : l

a N17 14(

14 | (110.34.56.20, 5200)

14 = hash (“Liberty”) I

Legend

® : key = hash (object name)

T e : node = hash (IP address)
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P2P example: BitTorrent

* Group of peers work together to give all peers
a copy of shared file.

— Torrent
— Swarm
— Seed

— Leech
— Tracker

* No downloading whole file from one peer
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Tracker

* Provides list of peers for given torrent

~ O
g

New peer

©

BitTorrent Server
| %2

S

P A R <
Legend —_—

L ——
12345 12345 12345

1 23435
[T T T 11: content file with five chunks

\ € > peer

Note: Peers 2 and 4 are seeds; others are leeches.
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Voice over IP (VolP)

* [nternet telephony
— Uses two protocols

SIP H.323
* Session Initiation * Communication
Protocol (telephone, computer)

e |ETF standard e |TU-T standard
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Session Initiation Protocol (SIP)

* Application layer protocol
 Multimedia session management
* Text-based messages

SIP
messages

| INVITE \‘ ACK \‘ 2hil= \‘ OPTIONS \| CANCEL |‘ REGISTER \

* Various address types

‘ sip:bob@201.23.45.78 |‘ sip:bob@fhda.edu I‘ sip:bob@408-864-8900 I

2013-11-22  IPv4address £F25 — IntekrNatlad@gss. 4 applications Phone number 30




A simple SIP session

INVITE: address, options I

OK: address I

ACK

Establishing
A

Exchanging audio

BYE

Terminating Communicating
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Tracking the callee

Proxy server Registrar
INVITE I—>
Lookup I—>
B — Reply I—
INVITE I
~€ OK I
~—— OK I—
ACK
ACK
Exchanging audio
2013-11-22

EITF25 — Interpet: Tec%Yn%logy a:ld Applications

32



H.323

 Communication (telephone, computer)
— Gateway = 5-layer translation device
— Gatekeeper = registrar

Gatekeeper

Gateway
=
— Telephone
— network
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H.323 protocols

Compression method

Resource reservation negotiation

Control and signaling

# Compression
code

RTP

Aum N N S

UDP TCP

Audio exchange
& management

Connection setup
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H.323 session

2013-11-22

Terminal

Gateway
Gatekeeper

i

Find IP address
of gatekeeper

H.225 message
for bandwidth allocation

Q.931 message
for setup
I
H.245 message
compression method negotiation
I

RTP for audio exchange
RTCP for management

Q931 message

for termination
EITF25 — Internet: Technology and Applic:itions
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Counter-example: Skype
Skype Architecture

STUN/TURNITCP
used as required

call
between
firewalled
clients

Skype Client
Layer

——— sl

: call between § S @ <

public clients

(o17] |
TR 172 | St

LEARNING... FROM EXPERIENCE Copyright Technology Traning Lisded



Evolution of Internet usage

* Traffic volumes generated by users
2007

others traffic 2% Ynknown traffic 8%

Web Browsing 2%
Streaming Media 2%

unknown traffic 4%
others traffic 6%
Web Browsing 6%

Streaming Media 13%

File Sharing 86%

File Sharing 71%

J. Li, A. Aurelius, V. Nordell, M. Du, A. Arvidsson, M. Kihl:

A five year perspective' of trafﬁf: pattern evolution Oillggearneds/iglﬁltcl%%ln broadband access network __
Future Network & Mobile Summit 2012



Content distribution architectures

* Multimedia
— Content stored in back-end server clusters (cloud)
— Distributed to clients upon requested
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Example: Live sport channel at TV4

; o | Transmissi
Production Shconttel —»@

IP multicast Encoding Origin servers

network Encryption  Ingest servers (http)

Speakers
| S J
Content National ISP
™ Distribution Access network Modem PC/CE
Network ‘ device (TV/
bl
Ingest servers (CDN) Cache servers Hray)
(http) (http)
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Summary: Application Layer

* Alittle history behind WWW

* Client/server applications
— ftp, file transfer
— e-mail, message exchange

* P2P applications
— Bittorrent, file sharing
— Skype, Internet telephony

e Streaming multimedia applications
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Appendix

Connecting Devices



Connecting devices

(1)

Sender | Data Protocol . Receiver
APPLCAION]  Jer-srememereeemrers e { |Application
Presentatior) [ 1 Presentation

Session T > Session
Transport| [ 1 | Transport

Network | [~ Switeh 1 | Network

Link B - Link e - Link

Physical | [ 1 |PHY | PHY | | | Physical
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Switch

e used within a local network




Connecting devices

(2)

Sender | Data Protocol . Recciver
APPLCAION]  Jer-srememereeemrers e { |Application
Presentation [ 1 Presentation
Session 1 ” Session
Transport | [ R """"""""""""""""""" 1 | Transport

(¢ 1) !Q f
Network | fe-mo 1| Network | 1 | Network
ILink SREREEEEEERES 1 1] .ink ITink > Link
Physical N 1TIPHY | PHYIF > Physical
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Router

* used between networks using the same
network protocol




Connecting devices

(3)

Sender | Data Gntewng . Recciver
Application] fe----eo- 1| Application | = | |[Application
Presentatiof] |e--------- 1| P P | | Presentation

Sesston | [T 1| S. S. | | Session
Transport | e | T. T. | | Transport

Network | [ 1| Net | Net |[f ' | Network

Link B —— { |Link | Link | fem . Link

Physical | [ 4 [PHY | PHY |~ | | Physical




Gateway

* used between networks of different types

’ ~ ’ > B
’ \ ’ \Q/
[  IP-network | X '\ Mobile network
/
\ ’, N /

a -~ ~ ”
\~——’ \~—_”
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