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Nattjanster

DNS (drift, delegeringar)
central mail-service

¢ utgaende mail (SMTP-server)

¢ inkommande mail (mailboxes, tjanster for hamtning)
IP-adresstilldelning

¢ manuellt (adressallokering)

¢ DHCP, bootp (service)
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SNMP

GET request

GET response
SET request
TRAP

MIB

¢ Management Information Base
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Felsokning

27

”Att mata ar att veta
ping

¢ icmp echo
traceroute

avlyssning (sniffning)

loggar
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ICMP

Hjalpprotokoll till IP

Meddelanden
¢ Felmeddelanden

r Host unreachable

r Net unreachable

C TTL expired
¢ Fortrigningar

c Echo request
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ping = icmp echo

Eummand

Micro=soft Windows 208 [Uersion 5.B8_.21951
CC>» Copyright 192852080 Microsoft Corp.

DzSWINNT >ping ping.lu.se
Pinging lundns.lu.=se [130.235.128.16881 with 32 byte=s of data:

Reply from 138.235.128.188: bytes=32 time=20msz= TTL=24H
Reply from 138.235.128.188: bytesz=32 time=20m=z= TTL=24H
Reply from 138.235.128.1088: hyte=z=32 time=20m= TTL=24R
Reply from 1380.235.128.10808: hyte=z=32 time=20m= TTL=240

Ping statistics for 138.235.128_1084:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = 28ms,. Maximum = 28Bms, Average = 28ms

D=~WINNT >




traceroute

(o) x]

>
>
>
>
>

>tracert ping.lu.se

route to lundns.lu.=se [13A.235.128_.18481
over a maximum of 38 hops:

<18 ms 18 ms <18 harbaf arfar.barbanet.local [18.8.12.11
<18 m= 18 m= 18 gu—nlfls3id2oll18@. telia.com [124_236.288.11
18 ms 18 m= 18 18.8.111 .1
18 m= 18 m= 18 217.211.128_187
18 ms 18 m=s 18 m—b—cl-link.se.telia.net [81.228_.72.1881
180 ms 18 ms LA m—b—dl-link.ze.telia.net [81.228.72.1871
18 m= 180 m= 18 malmod—ge2 _sunet.ze [195.67.117.1721
20 ms 60 ms * Iun2—-S5RP1 .sunet.ze [130.242.85.381
28 m= 38 m= 28 fys—gu—xbhbh.ldc.lu.se [138.235.8.1111

18 20 ms 280 ms 38 hermes.net.lu.se [138.235.128_.18041

Trace complete.

D=1 NNT >




nslookup/host

Command

>nslookup ping.lu.=se
bhavbafarfar.barbanet.local
18.8.12.1

Iundns.lu.se
130.235.128_1684
ping.lu.=se

D:WINNT >nslookup 1380.235.128.188
Cerver: barbafarfar.barbanet.local
Addres=s: 18.8.12.1

hermes .net.lu.=e

138.235.128.188
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Datasakerhet?

skydd av fysisk dator- och natutrustning

skydd av data

skydd av tillganglighet till datasystem och applikationer
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Hur skydda dator/data?

skatta sakerhetspolicy

anvand den

tol) upp den

Tank efter vad som kan handa och motverka
det!
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Brandvaggar

Packet filtering
¢ OSI-niva 3 (adress-filter)

Circuit level
¢ OSI-nivid 4 (jamtor TCP-sessioner)

Application level

¢ OSI-nivd 7 (maste kanna till hur applikationen fungerar)
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Kryptering

Symmetrisk

¢ Samma hemliga nyckel vid kryptering och dekryptering
Asymmetrisk

o ()ppen publik nyckel; privat hemlig nyckel
Nyckelhantering

¢ Vem veritierar nycklar?

¢ Vem tillhandahiller nycklar?
PGP / X.509
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Autentisering

Sakerstall motparten
Piminner om kryptering

Anvind nycklar/certifikat for signering av data
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SSL

Secure Sockets Layer

Saker och autentiserad datadvertoring mellan
webbklient och —server

https

certifikat Applikat.

SSL
Transport




TLS

* TLS = Transport Layer Security
* Vidareutveckling av SSL
* rfc 5246

34



IPsecC

"]ETF rfc, standard

r—

'——

Illage till IPv4; ingir 1 IPv6

I'va moder

¢ Transport mode
c Signera data genom att lagea till Ipsec-header
¢ Tunnel mode

c Kryptera ip-paket; kapsla in 1 annat ip-paket mellan tunnelns
andpunkter
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IPSec

Transport mode

Transport layer

Tunnel mode

Network layer

Transport layer
payload

IPSec | IPSec-H IPSec payload IPSec-T
( IP-H ) IP payload

Network layer
@
e ——

\

IPSec

IP pam

IPSec-H

IPSec payload

IPSec-T

o

/@T}

IP-H

IP payload

a. Transport mode

M

b. Tunnel mode
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Andra sakerhetprotokoll

* WEP
*  Wire Equivalent Privacy

e Inte alls sikert

 WPA/WPA2
 WiFi1 Protected Access
« WPA2 = 1EEE 802.111
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Hur skydda dator/data?

BACKUP. Ofta!

Antivirusprogram. Uppdatera!

Oppna ALDRIG attachments om du inte vet vad
de innehaller.

Ga endast till kinda web-sidor. Folj inte kryptiska
lankar.

Personlig brandvagg!!!!
Kryptera data.
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