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But before we
start...

... Who are you?
Why did you chose
Information- and
cybersecurity,?






How and why did we end up at EY?

Fredrik Hertz

About me
» M Scin Teleinformatics, KTH 1998
» 4+18 years in security consulting

» Armed forces, Police, Industrial,
telecommunications, consumer products,
banking and Insurance

Why consultant and EY Advisory

I SCTViCes?

» You are surrounded by intelligent people

» Constant change, new people, new places

» Networking, access to and diversity of
people

» 3 kids, two dogs, one cat. Outdoor activities.

John Kibuuka

About me

» Consultant, Cybersecurity in Financial
Services

» CCSP, CISSP, M.Sc. IT
» Active cyclist and father to two kids.

Why consultant and EY Advisory
Services?

Variety of tasks and clients
Challenging projects
Social networking

Apply a wide set of skills
International opportunities

vVvyyYyyvyy

Page 5
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EY is strong and globally integrated organization with local
anchoring and over 1000 motivated Nordic consultants

Assurance Tax Transaction _
>150 000  38,53b

& _@fjconsu | ta reven ue

,q/

» Americas >“EME1A < Japan

18,000 / 23 (010]0) 9 010]0) 1,000 Y
consultants 9 ,consultants consultants consultants

“E
2ol
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Global leader in Information Security Consulting Services with
full range of Information Security and IT risk services

/Examples of Nordic Cybh

7.,200 glopal profes;ionals projects during FY 19:
with Information Security
delivery capabilities

Data Leakage Prevention
implementation

GDPR assessments

Cybersecurity test of
applications

Third party IT security
review
1,500 Information Security experts

100+ are working in the Nordics. Running the Cyber

security program

Cyber risk assessment of
private equity portfolio

e
Page 7 EY




Today, approximately...

300,000,000,000 emails are sent
3,850,000,000 people have an email address
Which is the equivalent to 50% of the world population

1,000,000,000,000 phishing emails are sent in a year

30% of phishing emails get opened by targeted user

Page 8
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In The Beginning...

System/Server centric - small number of systems, each War Operation P'a”,FieSponse

2"

secured individually
Relatively simple functional applications

Hacking was still primarily a hobby and required deep

technical skills

Targets were generally educational institutions,
government and military systems and corporate data

centers
Events compromised a small number of systems

Physical security applied; everything was encrypted

ZEll ERNST & YOUNG

9 © 2012 Ernst & Young Australia. Liability limited by a scheme approved under Professional Standards Legislation. Quality In Everything We Do



Other facts and figures...

2013 and early 2014, over 500,000 machines
were infected by CryptoLocker

By 2016, TeslaCrypt made up 48 percent of
ransomware attacks

But in mid-2017, two major and intertwined
ransomware attacks spread like wildfire across the
globe, WannaCry (more than 400k infections) and
NotPetya, which was estimated by the US White
House to have cost the over $10Billion in
damages.

6.4 billion 1,464

The number of fake emails sent worldwide — every day* The number of government officials in one state using
“Password123" as their password'

50% 2 million

The number of local authorities in England relying on The number of stolen identities used to make fake
unsupported server software comments during a US inquiry into net neutrality

1,946,181,599 USS$729,000

The total number of records containing personal and other The amount lost by a businessman in a scam combining
sensitive data compromised between January 2017 and “catphishing” and “whaling”
March 2018
L3 .
550 million US$3.62m
The number of phishing emails sent out by a single The average cost of a data breach last year

campaign during the first quarter of 2018

Frequency of malware vectors?

Email

Web

Traffic type

Other

0% 25% 50% 75% 100%

Page 10
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Why is this important?

-'\

o WestPark Capltal Hack

haCk;ng ta RIS

‘v oY ~—

"9 on JPMor

Page 11 EY



The current cyber risk landscape
Evolution of the data breach...

From this To this
te:

Page 12 EY



The current threat and vulnerability landscape

» Ransomware .. . .
» Phishing The attack surface is increasing, driven by:

» Hacking The adoption of emerging technologies
Convergence of IT, [oT and OT
Interconnectivity with third parties

Tactics

Motivation
> Einancial theft Insjdgrs are an “unwitting” accomplice in 95%
> Disruption of incidents
»~ Theft of
Intellectual Cyber threats are increasingly using
Property » Organised destructive methods to achieve their goals..

Crime
~ Nation-states
»~ Activists
~ Insiders

CYRELCEWEY

The cybersecurity threat is stealthy, the vulnerability attack surface is expanding

Page 13 EY



Swedish businesses experience increased cyber attacks, data

leakage and breaches with costly outcomes

Swedish
Transport
Agency leaked

about citizens,
police and
military - DG
head rolled, SEK
70 000 in fine

Page 14

School in
Skelleftea fined
SEK 200 000 for
face recognition

1177 leaked 2.7
million recorded

phone calls
leaked online —
under
Investigation at
Data Authority

Nasdaq Clearing
and Nasdaq
Stockholm fined
25 respective 30
millions SEK for
iInsufficient
management of
cybersecurity
risks

Ericsson suffered
by the Cloud
Hopper attack
with potential
leakage of

to Chinese
competitors

In 2020 we expect
tens and potentially
even hundreds of
millions of euros in
fines for GDPR data
breaches



Cyber attacks are increasing in sophistication

> Revenge

» Personal gain

Hackers

Level of

» Embarrassment
» Political, social and
Script kiddies environmental
> Amusement or
experimentation
» Nuisanceor
notoriety

causes

Unsophisticated Sophisticated attackers
attackers (script kiddies) (hackers)

Malicious insiders

Criminal networks
» Information of value to

State sponsored attacks

» State-sponsored espionage
» Market manipulation

» Competitive advantage

» Military/political objectives

selloruse for
extortion/ransom e.g. credit

cards, Identities, IP

» Manipulation of systems,

Corporate espionage
(malicious insiders)

Industrial espionage and
+ Stock price manipulation competitive advantage
> Money Competitive advantage

Organised crime
(criminal networks)

Next generation

» Roboticised attacks 24/7 using
Al and machine learning

» Quantum computing

» What'snext?

State-sponsored attacks  Next Level Threat
or Advanced Threat
Protection (ATP)

1980's/1990

T

S

Attacker resources and

sophistication

2000 and beyond

Page 15
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The evolution of computing

Computing has evolved from massive, centralised mainframe computing to
distributed, elastic, multi-tenant cloud computing in the last few decades

» 2010 and beyond - cloud
. . computing emerging as the new

CIouFI computln_q is set to become the computing paradigm
dominant paradigm for both a G @

i ; » Late 2000s - mobile internet computing

mer an nterpri m N :

.Consu crd .d SV B EOIT L g » Theinternet is accessed more through
in the following decades. mobile devices than through desktops

» Emergence of Cloud Computing in

amazoncom consumer markets

Coogle  yarioo!

galcy%me » Late 1990s - desktop internet computing
~‘ ‘ » Internet accelerated with content and search
o » Vendors started to deliver applications via
- the internet (download)

» Emergence of Web applications

» 1980s - client/server computing
» Distributed application model - software applications
were stored on servers and accessible via the desktop

» 1970s - mini computing
» PCs and microprocessors emerged

» 1960s - mainframe Computing

» Massive and expensive computers that filled
rooms with powered computing

17



What is cloud computing?

Cloud computing is an approach to computing infrastructure that links large pools of resources to be shared
simultaneously by multiple businesses or users

Cloud Service Models Cloud Deployment Models

Available via the internet to the general public or a
Public large industry group with third party ownership

|
SIOREICIEIEE  Applications are delivered as services Cloud (eg Google, Amazon)

Service rather than on-premises software (e.g.
(Saa$S) Salesforce.com, Google Apps, MS Office
365)

I
|
|
|
|
|
|
|
? ! Supports a specific community of organisations that
|5 : Community have shared concerns via a private network
% | Cloud (e.g. UK G-cloud for government)
"5 Platform as a Execution platforms or middleware are :
c : provided as a service for software I
o Service development, testingand operations |
T (GEERY) I Combination of public and private cloud solutions
g 1 Hybrid e.g. an organisation may use a public cloud provider
N2 ! Cloud for email and collaboration services, but may set up
-g_ : a private cloud for business critical applications
o
n Infrastructure Infrastru.cture, storagg and networking :
as a Service are providedas a service I
(laaS) (€.g. Rackspace, Verizon, Amazon) : Private Operated solely within an organisation and
: Cloud maintained by the internal IT department
I

18



Five essential cloud characteristics

Five Essential Characteristics:

On-demand self-service. A consumer can obtain
computing capabilities, such as server time and
network storage, as needed without requiring human
interaction with each service provider.

Broad network access. Capabilities are available
over the network and accessed through standard
mechanisms that promote use by multiple devices

(e.g. mobile phones, laptops, tablets) 5 Essential Characteristics of Cloud Computing

Resource pooling. The provider's computing
resources are pooled to serve multiple consumers

using a multi-tenant model, with different physical

and virtual resources dynamically assigned and

reassigned according to consumer demand. Examples L
of resources include storage, processing, memory,

network bandwidth and virtual machines.

Rapid elasticity. Capabilities can be rapidly and - _

elastically provisioned, in some cases automatically, i Ubiquitous tocation I Meastired

to quickly scale out, and rapidly released to quickl o EMorc taneparent elasticity saryibaid
q . Y ! pialy L 4 . Y access resource pay per use

scalein. To the consumer, the capabilities available pooling

for provisioning often appear to be unlimited and can

be purchased in any quantity at any time.

Measured Service. Cloud systems automatically
control and optimize resource use by leveraging a
metering capability appropriate to the type of service
(e.q., storage, processing, bandwidth and active user
accounts). Resource usage can be monitored,
controlled and reported, providing transparency for
both the provider and consumer of the service.

19



Moving from dedicated IT to the cloud

Firms are steadily moving from dedicated in-house IT infrastructure to publicly or privately hosted cloud solutions

Private Cloud / . \
A private cloud offers some of Public Cloud

the same benefits as the public ;rl:\e PUbLiC CTIT:umer ;:Ioud i?
cloud, however is used e most well-known form o

the cloud. A cloud vendor
provides infrastructure,
software and platform
services to customers either
free or on a subscription
basis. Multiple customers
share the same physical
infrastructure resulting in

Qrge economies of scale. /
'

exclusively by one organisation
resulting in less scale than

Public Clouds
L ¥
/ Dedicated IT \ w

Traditionally, firms have owned and run

their own IT hardware and software. Many
firms have outsourced their infrastructure

to an infrastructure hosting provider. This
reduces the administrative burden,

however the firm usually still owns its own
hardware and software and pays license
\fees to hardware and software vendors. /

Y
I

Dedicated IT Private Cloud The Public Cloud
Corporations own With a private cloud, A public cloud delivers
Q and manage thsir 0 0 IT resourcss are poocled 0 @ 0 IT resources through
own [T resources, i and shared between D i i specialist providers to
@. each having their different business units different corporations.
W own servers, The Gloud in the same organisation. oeektop ST S You only pay for the

m s.and 0 0 G 0 0 services that you use.

@

20



Cloud service models

laaS, Saa$S and PaaS are currently the three major cloud service models, firms may pick and choose the type of

cloud service they want to use

/,_\/ [ =i ]
/ Billing -

Social Networks

/{ Financials

i

Email & Office
Productivity

Business
Intelligence

/

laaS

» / Backup &
: - g - Recovery
. paas  liion | consumer

\\ ” COTW : /

Platform as a Service (PaaS). The capability provided to the
consumer is to deploy onto the cloud infrastructure consumer-
created or acquired applications created using programming
languages and tools supported by the provider. The consumer

does not manage or control the underlying cloud infrastructure
including network, servers, operating systems or storage, but
has control over the deployed applications and possibly
application hosting environment configurations.

ﬁoftware as a Service (SaaS). The capability \
provided to the consumeris to use the provider’s
applications running on a cloud infrastructure. The
applications are accessible from various client

devices through a thin client interface such as a web
browser (e.qg., web-based email). The consumer does
not manage or control the underlying cloud
infrastructure including network, servers, operating
systems, storage, or even individual application
capabilities, with the possible exception of limited
user-specific application configuration settings.

S

Infrastructure as a Service (laaS). The capability provided
to the consumeris to provision processing, storage,
networks and other fundamental computing resources
where the consumer is able to deploy and run arbitrary
software, which can include operating systems and

applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over
operating systems, storage, deployed applications and
possibly limited control of select networking components
(e.g., host firewalls).

21




Cloud deployment models

Firms can decide which cloud deployment model is most suited to their needs, and can opt to go for a hybrid of
public and private cloud solutions

Public cloud. The cloud infrastructure is made available to the general
public or a large industry group and is owned by an organisation selling
cloud services.

Private cloud. The cloud infrastructure is operated solely for an
organization. It may be managed by the organisation or service
provider and may exist on premise or off premise.

Private Clo\id

_g_g_

Community cloud. The cloud infrastructure is shared by several
organisations and supports a specific community that has shared concerns
(e.qg., mission, security requirements, policy and compliance
considerations). It may be managed by the organisations or a service
provider and may exist on premise or off premise.

L Cloud bursting refers to a configuration where an application can ‘burst’ into a public cloud when it runs out of resources on a private cloud

22



Drivers of cloud adoption

Key mark river
Cloud computing ey market drivers

Proven delivery model. The cloud computing (Saas, in particular) model continues to prove its merit in the business applications market

Increasing adoption by the corporate market. The adoption of cloud computing by the corporate market has been accelerating. In the past, SaaS adoption
has been led by SMBs, but lately, the corporate market has also taken notice of the model.

Improving sentiment toward the cloud. Many IT managers are becoming more comfortable with cloud computing, as it creates an opportunity to free up
capital resources that can be used to fund other projects. And allows IT personnel to shift from systems and hardware management to more strategic

activities.

Reduced costs. The initial expenses associated with using cloud services are usually less than buying or internally developing traditional enterprise
applications. Customers will typically spend less time and money on maintenance, integration, version upgrades and bug fixes.

Faster deployment time. SaaS allows for faster deployment times due to less infrastructure costs for companies.

Shift in software delivery model by vendors. Most new software companies currently entering the market are built on the SaaS model.

Page 23 EY



Drivers of cloud adoption

Key mark river
Cloud computing ey market drivers

Open source popularity helping cloud acceptance. The increasing popularity and acceptance of open source software (0OSS) has played a major role in the
progress and development of cloud computing. The low development costs related to open source software and its free use makes it an attractive platform for
cloud computing software development.

Reduced customer risks. Software delivered on demand helps to reduce customer risk in terms of infrastructure and implementation of new and unknown
systems

Allows corporate IT to be more strategic. Cloud computing can reduce the time required to scope, procure, develop, test, deploy and support internal
applications. As a result, corporate IT can focus on more strategic issues.

Making headway in various business functional areas. SaaS is for presence within the customer relationship management (CRM) space, human resources,
document management, compliance, collaboration and web conferencing.

Increasing popularity of the internet. The increasing popularity of the internet, mobile computing, social computing and and the increasing pervasiveness of
broadband access are key factors that are driving the shift in cloud computing.

Page 24 EY



Challenges of cloud adoption

Key market challen
Cloud computing ey market challenges

Lower customization capabilities. With applications that touch the core of the enterprise, adoption and penetration is expected to experience some major
hurdles due to the lack of additional customization capability.

Service reliability and disruptions. Another major area of concern for the enterprise market is that interruptions in not only the cloud provider, but also the
internet provider will cause service disruptions.

Integration challenge. There is a major challenge when it comes to integrating SaaS applications with other enterprise applications and data source as
custom code still accounts for about 60% of the enterprise market.

Concerns about data protection. Security may still remain an impediment, especially when sensitive information is being handled. Certain businesses may
remain hesitant to use a Saa$S provider for applications containing sensitive information, since the perceived risks remain higher compared to handling this
type of data in-house.

Page 25 EY



Challenges of cloud adoption

Key market challen
Cloud computing ey market challenges

Loss of control. Cloud computing increases the reliance on the provider for functions such as infrastructure, application management, usability and technical
support. Hardware, software and data all reside with an external vendor, so the user has less control over these factors compared to having on-premise
applications.

No industry standards. Given the early stage of cloud computing, there are no comprehensive standards, which are particularly important for application
development platforms

Difficulty in choosing a vendor. Certain platforms may become more dominant than others, leaving those customers that choose less successful platforms

early on in a more tenuous position. This uncertainty makes choosing a vendor more difficult and could delay adoption of cloud services until a dominant
player emerges.

Infrastructure limitations. Since cloud-based services are delivered over the internet, these services are dependent on speed of internet access. This could
pose problems, especially in third-world countries where communications infrastructure is not fully developed compared with in highly developed countries.

Page 26 EY



Challenges: What do users do with cloud services?

https://www.youtube.com/watch?v=Usq3SO_Fvjg

27
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The risks &
opportunities *




Why is cloud in every company strategy discussion?

Eﬁ Competitive
Advantage

Market

1 Flexibili
Drivers by Resilience
» Companies are finding it
challenging to comply with
new regulations (e.qg. Speed to

OpenBanking) due to legacy e market
system limitations B Transformation
» Cost-income ratio pressure

» Fintechs pressure

Cloud Drivers o

30



The future of cloud?

Prevalent technologies in the future Magnitude of migration of business to cloud

Do you think cloud adoption gives you an advantage against your What % of your business are you planning to migrate to public cloud in the
competitors? next 2 years?
o= banks intend to migrate more than 20% of their

business to cloud in the next 2 years, with some

T =l that cloud adoption gives an advantage against banks targeting higher percentages ...

their competitors

Transformative technologies in next 12 months

In priority order, what top 3 technologies do you feel will be the most 0 0 0 0
transformative to your business in the next 12 months 9 0 A] 80 A' 5 0 A) 3 0 A] 1 0%

Cooperative

l St _ Shawbrook Tesco Standard Chartered  Ajdermore Bank
100% Cloud

88%

2 nd 75% Al and ML 57% will move Digital
(Marketing / CRM) to cloud
will not move their “core engines”
43% will move SaaS to cloud primarily due to legacy IT
2 n d :ﬁ;ﬁ?;ﬁd (Office365 / FinTech) to cloud | systems and change management

31



What do we do with the cloud - banking

Status of migration to public cloud Leading cloud technology vendors

What % of your business has already been migrated to public cloud? Which cloud vendors are you using?
>10% of the business, )

129 ‘ Microsoft Azure 88%
Amazon Web Services 88%

25%

Google GCP 25%

<10% of the business, IBM 25,

88%
Status of area-wise migration to public cloud Status of workload migration to public cloud
What areas of your business have moved to public cloud? What workloads have you moved to public cloud (in production)?
_\_\__—__\_'__‘———.__\______—__\_\_ ____'________._-
- R
86% @ 86% moved Saas 43% moved Core Engine
J— —_— (Office365 / FinTech) (Banking, Capital Markets,
_— o Asset Management)
—
Front Office Middle Office Back Office
0 F 0 . .
Aldermore hasn't moved to public cloud yet, but is planning to move front 71% mo.ved Digital 14% moved R_'Sk .(Markel: Risk,
office applications and data warehousing platform to the cloud. Cooperative (Marketing, CRM) Credit Risk)
Bank moved digital channels and open banking.

32



The risk of cloud - banking

Top business benefits of cloud

what are the top 3 benefits of using public cloud?

{ . 2\Speed to market and agility 88% Speed to market and agqility cited as the top benefit for
moving to cloud by 88% of the respondents

— |
m Cost optimisation 50% Respondents also stated cost optimisation, productivity
and scalability as other top benefits of cloud adoption

A productivit
4 2 RS ) Standard Chartered Bank and Tesco ranked risk

mitigation over speed to market and productivity
I*‘" Scalability 38% respectively

Barriers pertaining to shift to cloud Risks of public cloud deployment

what are the top 3 risks that need to be addressed for ongoing deployment
of public cloud in your business?

What are the top 3 barriers to public cloud adoption in your business?

CEE

33



The risk of cloud - banking

Triggers of cloud adoption

What triggered your business to move to cloud?

Reqgulatory adherence

What regulation is this helping you adhere to?

Technology and digital disruption
(including digital shift) 63%

1 St Most of the respondents say technology and digital
disruption triggered their response to cloud adoption

Open banking
regulations

t Majority of the respondents
1 S \
are leveraging cloud to help
them adhere to open banking
regulations

Transformation 63%

2 nd Transformation has also triggered the adoption of cloud in

Payments

Respondents are using

2 nd it to comply with

payments regulations

banks

Cyber-security

Analytics 2 5%

d Banks also mentioned analytics as a trigger for cloud
r :
adoption 2 nd Respondents are also

seeing it useful to
comply cyber-security

regulations

Competition 2 5%

th Competition is also forcing banks to move their businesses
4 to cloud

Banks are also using cloud for Operational resilience and Risk Weighted
Assefs (RWA) regulations
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Cloud Security Threats

1. Credential
theft, abuse and
account hijacking

2. Data exposure
due to insecure
applications, APIs
and systems

3. Unauthorized
use of cloud
services

Page 35

Insufficient identity access management systems,
failure to use multifactor authentication, weak
password use/re-use, APl reuse and a lack of
ongoing automated rotation of cryptographic keys,
passwords and certificates

CSPs provide APIs to their clients for provisioning,
management, orchestrating and monitoring. The
security and availability of general cloud services is
dependent on the security of these APIs which are
generally the most exposed part of the cloud
systems and the target of heavy attacks.

Malicious actors may leverage cloud computing
resources to target users, organizations or other
cloud providers. Examples of misuse include email
spam, DDoS, phishing campaigns and crypto miners

Malicious actors can potentially masquerade
as authorized users and can read/exfiltrate,
modify and delete data, completely control
cloud management functions, snoop on data
in transit or release malicious software that
appears to originate from a legitimate
internal source.

It is critical for the firm to understand the
security implication associated with use,
management, orchestration and monitoring
of cloud services using APIs. Reliance on
weak interfaces and APIs exposes firm to
variety of security issues.

Malicious use of cloud services can reduce
available capacity for legitimate users.
Responding to malicious attacks reduces
availability of response resources for
addressing customer support issues.

a) Uber Paid Hackers to Delete Stolen Data on 57
Million People,
https://www.bloomberg.com/news/articles/2017
-11-21/uber-concealed-cyberattack-that-
exposed-57-million-people-s-data

b) Sensitive client emails, usernames, passwords
exposed in Deloitte hack,
https://www.theregister.co.uk/2017/09/25/deloi
tte_email_breach/

Facebook Data Breach highlights API
vulnerabilities,
https://www.pingidentity.com/en/company/blog/
posts/2018/facebook-data-breach-highlights-api-
vulnerabilities.html

Crypto-coin miners caught toiling away in hacked
cloud boxes,
https://www.theregister.co.uk/2017/10/17/crypt

ocoin_miners_turning_up_on_unprotected cloud i

nstances/

EY
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Cloud Security Threats

4. Shared
technology
vulnerabilities

5. Denial of Cloud
based services

6. Misuse due to
malicious insiders
at CSP facility

Page 36

CSP deliver cloud services at scale by sharing
infrastructure, platforms or applications. Underlying
components may not have been designed to offer
strong isolation properties. This can lead to shared
tech vulnerabilities that can be exploited in all
delivery models.

By forcing the target CSP to consume inordinate
amounts of finite system resources such as
processor power, memory, disk space or network
bandwidth, the attacker(s) cause anintolerable
system slowdown to prevent users from being able
to access their data or applications

CSP employees have authorized access to the
infrastructure platform or applications they provide
as a service. Their intentional or misuse that
privileged access control negatively affect the
confidentiality, integrity or availability of
organizations inform systems.

A compromise of an integral piece of
shared technology such as hypervisor, a
shared platform component, or an
applicationin a SaaS environment exposes
more than just the compromised customer;
rather it exposes the entire environment to
a potential of compromise and breach.

DoS frustrates the firm's customers and
deteriorates client satisfaction, lowering
their trust for the firm to continue to
provide quality service and keep their data
safe. Further, the CSP typically bill the firm
on compute cycles and disk space, whereby
an attack may consume so much processing
time to cause significant charges.

From PaaS to SaaS, CSP admins can have
increasing levels of access to more critical
systems and eventually to data. Malicious
insider at CSP can potentially access and
abuse the firms sensitive information or
violate regulatory requirements in protecting
the firm's customer data.

a) The CPU catastrophe will hit hardest in the
cloud,
https://www.theverge.com/2018/1/4/1685012
O/meltdown-spectre-vulnerability-cloud-aws-
google-cpu ;

b) Microsoft Azure Flaws Could Have Let Hackers
Take Over Cloud Servers,
https://thehackernews.com/2020/01/microsoft-
azure-vulnerabilities.html

a) Top IT Outages of 2019,
https://statuscast.com/top-it-outages-2019/

b) Cyber Attack on Cloud Computing Company
makes France news websites go dark,
https://www.cybersecurity-insiders.com/cyber-
attack-on-cloud-computing-company-makes-
france-news-websites-go-dark/

a) Insider Threats To Your Organization,
https://cloudtweaks.com/2012/10/insider-
threats/

b) Cloud's Privileged Identity Gap Intensifies
Insider Threats,
https://www.darkreading.com/vulnerabilities---
threats/clouds-privileged-identity-gap-intensifies-
insider-threats/d/d-id/1138974
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Governance
and standards




EY and the client s cloud journey

»  Service Management

»  Cloud Operational Model -
Stakeholders provide metrics for
what success looks like

» Governance, Billing, Chargeback,
Audit, Logging, & Escalation

* QOrganizational Playbooks

= Training

+ DevSecOps Maturity Assessment
+ DevSecOps Training
+ Dev5SecOps Automated Services

+«  Minimum Viable Cloud POCs and
Pilots

« Infrastructure Automation

+ Application Migration Factory

Y

+

&

Cloud
strategy and
economics

Cloud
Security and
Governance

Application
Portfolio
Assessment

Application
Migration

Executive Cloud Benefits
Objectives & Goals

Cloud Readiness Assessment
Organizational Alignment
ROI/TCO Analysis

Economic Models

Security Controls and Assessment
MIST/CSA/ISO Standards

Security Technology Assessment
Tools and Architectures
Remediation & Implementation for a
Secure Cloud

Portfolio and Application Readiness
Assessment

Cloud Reference Architecture
Capabilities Matrix

Application Cloud Roadmap & Flans
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Cloud
portfolio
aAssessment

and
rationalizatio

Cloud
wision and \
strategy

Review application

landscape —

v deterrmining I
Settingthe right 1 Commodity vs.
cloud direction strategic .
and having business
appropriate cloud * vale I
decision-making % algnment
structure

Cloud

risk and
communication

What are the key
cloud risks and the
-~ development of a

=~ clowd risk model
Cloud . _‘nelp rrtigate
business -
continuity -
and - . (?
availability Assurance that cloud wll s
suppart the concems of [
continuous operations l=-
- = = = = = = = w
7]
- (1]
Issues around "giving -
up control” and new -
Cloud trust cultures » 9_
systems and - .J
development -

-
~ 7 Adherence to rules
= and regulations
inthe borderless

winrkd of cloud
Using clowd ’
Cloud plafformsfor I
compliance development

and
regulations

associsted o Medium- and
with thiz longer-term
f enterpris
’ architecture
Cloud P approach

systems and
development !

Claud
architecture
and

deployment
model

and new ! Defining your !
govemance short-, 1

Cloud
business
models and
opportunities Cloud
governm Bnts
i and
Sector by Sector incentives

thinking on new 7

cloud-enabled 1
industry  ,  Economic
busness development

models ¥ support for
# cloud fromn around
i the wiorld

Cloud

sourcing and
procurem ent

Cloud supplier research,
fit, agreements, lock-mn -
and exit strategy .~

-
-

Cloud vendor
- management

- o and
Mewthinking on SLAS governance

and miulb-supplier

-

GOVEMANCE
Cloud business models
and prcing models that
- optirrnze them Cloud
- pricing
o and ROI
LS

-
-

Accounting mgmt. systems, =
location thoughts and tax
charactenzation

% Transition'
4 transformation
Th! , Program mgmit
roaturity and © Plus new skills and
adoption of % training required
standards \

Cloud tax

and
accounting

and wider

chalenges far

integration of ¥ Cloud
SErviCes \ adoption and

\ change
managem ent
Cloud

standards and
interoperability

EY



Cloud Governance Framework

Inputs and Industry Standards ENISA CSP CERT

cloud
SOEX A oty

LA

alliance

Py SV IR W ¥
O IVIVDe Vel

J< FFIEC

NST

National Institute of
Standards and Technology

U.S. Department of Commerce

mll \icroscft

N Azure
fisramazon
U webservices

1BM Bluemix 3 :
Google Cloud Platform

Cloud Security Alliance

The cloud security appliance (CSA) CCM lists key controls and considerations for
cloud security

CAIQ - Consensus Assessment Initiative Questionnaire

FFIEC Handbooks

FFIEC provides guidance for outsourced cloud computing and directs organizations
to leverage the risk management principles outlines in various handbooks

NIST 144 - 145 - 146

NIST outlines various considerations, guidelines and recommendations for cloud
computing

Public Cloud Vendor Leading Security Practices*

Public cloud vendors (e.g. Amazon Web Services, Microsoft Azure, Google
Cloud) publish best security practices for levering their platforms and define a
shared responsibility model for security

EY Cloud Governance Framework

EBA/EIOPA Outsourcing guidelines National FSA quidelines
GDPR National DSA gquidelines
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EY Cloud governance framework

The 7 domains at a high level focus on: Risk, Compliance and Control Security Data, Architecture & Infrastructure

1. Risk, compliance & control - Governance and controls

to manage, minimize and transfer risk. i‘ii"‘:\'z‘;’g Legal Management
>, Security - Governance to enable and manage g Identity and Access Data Protection and Data Governance & Architecture
’ . y . . ‘e . . 9 . Compliance . Management Privacy Data Management Management
confidentiality, availability and integrity of security Management IT Risk Management
operations and controls. P Security Operations Technical Controls Data Architecture Integration/
. . Portfolio Risk Vendor / Third Party Interoperability
3. Data, architecture and infrastructure - Set of Management Risk E ————y
L . . .. Platf S it merging lec Infrastructure :
principles to support the privacy, confidentiality, atform Security e Policy Management

. .re . . . . : : Management
availability, integrity and security of data across private Market Alignment Business Strategy 9

and public clouds. Governance to articulate goals of
stakeholders through the cloud enterprise architecture.

4. Finance Management - Governance around total cost of . 9 .
ownership of cloud services, service consumption and Strategy, Resource, Organizational Management and Continual Improvement

cost transparency. Organizational Change Portfolio/Program Continual Service and :
Resource Management - Permits & Tollgates
Management Management Capability Improvement

5. Cloud Service Provider Management - Governance to
understand accountability for managing cloud services
within the organization and establish a framework by
which IT and the business have a clear understanding of
the performance metrics and contract requirements

with cloud vendors. ' Change Management Contract Governance Service Mana‘gement Availability
. . : Total Cost Ownership and Management Integration Management

6. Operations - Structured cloud service management and | Scistulaieli il Model e : :

operations mechanism to deliver consistent cloud £ oudivencon onitoring an SRIPE17 il s BCB & DR

. : S : Management Measurement Scalability
experience. Benefits Realization Adoption Costs
) ) _ . Service Level Operations o

7. Strategy, Resource, Organizational Management and Real Time Alerting Management Management Resiliency

Continual Improvement - Governance to align

improvements to strategy, report corrective actions, Finance Management Cloud Service Provider Management Operations

resource management and organizational change.
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Third Party Risk Management

and go
orsight govern, o
Lifecycle

Policies
and
procedures

Optimization
Iip anp P
Uswssasse ysta T

9uah

5. \ssue management
7

Enablers

Lifecycle

Compliance

gw H
;;i

fe—— m-.-

o

Inherent Information Risk by Line of Business

Inherent
WSevere
OHigh
OMedum
I H i

Cums uw.-..-. e n-.-. j—— v—mu
ek i

i

Monthly Volume Forecast- On-going Monitoring

January  February  March

April May June July August  September October November December

Month

Bonsitz

DRemote

Due Diligence Medium and High Risk Issue Analysis

:s'zfss‘ssss'ztg&g it
H H i i i H H
Ageney Sopikaton Claimes Dats Ny rance Nroorwiide Nationwite  Persanal Lnes Neternary Pet
Selutions thpresing Warehouse, Owect Specaty Insurance ‘
i prloes eaasy
Une of Business
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Example
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Building a better
working world



A few Nordic security related projects as example

New banking
app

A “social media”
inspired banking
channel

Need for agile and fast
development without
maintaining the
infrastructure

Compliance and
security was key

AAzu re

i

Cloud strategy

Bl functionality

Options and way of
Need for Bl and partner py ey

integration

Do’s and don’ts for
different legal
jurisdictions

Using functionality but
keeping data in-house

Large Nordic bank. High
formal requirements on
security and compliance

Based on EBA
guidelines but national
view added

ORACLE’

working for 45 countries.

le Cl HE Mi
&) Google Cloud BE Azire

crosoft
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Path




% of time

Your career at EY
follows a clear and

Development
performance-based [g s ‘

Iad de r that °';?§§f§$g Project management
maximizes your
development

Analysis &
Delivery of projects

o e e o o

A successful career at EY Advisory Services requires both analytical skills and the ability to make a
sustainable impact with clients



We are looking for responsive achievers who are great at
working with people and who will thrive in our business

What we are looking for:

People
who
demonstrate
integrity,
respect, and
teaming

People
with energy,
enthusiasm

and the courage
to lead

Page 47

Innovative

Result
Oriented

Who you are:

Challenge
Driven

Relation
Builder

Analytical

=\



All new consultants are given the unique opportunity of the
onboarding program SPOT ON from their first day

First day at EY

2 years later

Onboarding
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Training

P/

]

Networking

o

Assignments

X

Feedback

~—r;

[ X!
A

>

Graduation

e







Thank you!

Open opportunitites at EY

Cyber Risk Advisory - Stockholm and
Gothenburg

FS Cyber Risk Advisory - Stockholm

Visit our social media sites for more
insights into the life as a consultant
https://karriarbloggen.ey.com/
Instagram: eysecareers

Facebook: @EYCareers

Twitter: @EYcybersecurity

Contact us if you have any gquestions
Fredrik.hertz@®se.ey.com
John.a.kibuuka@dk.ey.com




