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e You may answer in either Swedish or English.
e If any data is lacking, make (and state) reasonable assumptions.

e Use legible hand writing. If your answers cannot be read, you will receive zero points
on that problem.

e Only pencil and eraser is allowed.

e Grading is done as follows.
Grade 3 = 20—29 points,
Grade 4 = 30-39 points,
Grade 5 = 40-50 points.

Problem 1.

Answer

a) It is an attack in which the attacker tests all different keys in order to determine which
one is correct.

b) The attack requires that it is possible to verify that a certain key is correct. For the
OTP, all plaintexts have the same probability of being correct so it is not possible to
verify the correctness of keys. (3 points)

Problem 2.

Answer

Some protections include:

Canary: A word placed before the return address in the stack frame.

Randomizing stack address: Makes it difficult to predict where the stack starts and thus
to point the return address to the desired piece of code.

Check input: Make sure that the size of any input to a program is not larger than the
buffer it is put into.

Avoid vulnerable languages: Buffer overflow are not possible in Java due to checks made
by the virtual machine.



Check source: There are software tools available that checks for security problems in the
source code.

Mark the stack as non-executable: Some CPUs support the use of an NX-bit, which the
operating systems can use to mark areas of the memory as non-executable. (3 points)

Problem 3.

Answer

* The function must be slow in order to make brute force attacks more time consuming.
MD5 and SHA-1 are designed to be fast which is inappropriate for password hashing.

* The function should also be adaptive such that the function can be made slower if
needed.

* The function must accept a salt in order to hash identical passwords to different hash
values and to protect against TMTO attacks.

* The function should also be difficult to accelerate using fast hardware, e.g., graphics
cards or FPGAs. This can be done by requiring the use of a large amount of memory in
the hash function. (3 points)

Problem 4.

Answer

a) Alice and everyone in the group students

b) Alice

c¢) Everyone (14+1+1 points)

Problem 5.

Answer

FRR: False rejection rate. The probability that a legitimate user is rejected.

FAR: False acceptance rate. The probability that a wrong user is accepted.

EFER: Equal error rate. The error probability when FRR=FAR.

In the given application the threshold should be set very high so there are no false positives.
False negatives are less of a problem. (3 points)

Problem 6.

Answer

By factoring n we get p = 17 and ¢ = 23. Thus, ¢(n) = 16 -22 = 352. With d-7 =
k- 352 + 1, and testing different k£ we find that there is a solution when k = 3, namely

d=(3-352+1)/7 = 151. (3 points)
Problem 7.

Answer

Only symmetric cryptography is used in the UMTS key agreement and authentication
protocol so there is no nonrepudiation provided at all. (3 points)

Problem 8.



Answer

Confidentiality: The usage of the IV in the stream cipher is flawed. Also the IV is too
short.

Integrity: The integrity algorithm used is linear. Since a stream cipher adds the keystream
linearly to the message it is possible to modify the message and correctly compute a new
integrity check value even though the message is encrypted.

Authentication: The challenge response scheme uses a stream cipher to encrypt the re-
sponse. By eavesdropping one authentication, it is easy to obtain the keystream and then
authenticate as that user at any time. (3 points)

Problem 9.

Answer

In Windows, if a user has one set of access rights and the user is member of a group
with another set of access rights, the user will be given the union of all access rights. In
Linux, if the user is the owner of the file, the access rights of the owner are the ones that
determine his access. Any group access rights will not be checked at all even if the user
is a member of the group that is group owner of the file. (3 points)

Problem 10.

Answer

a) The payload data, padding, pad length and the next header field.

b) In transport mode, the original IP header is placed before the ESP header, i.e., before
the data represented by the packet in the figure. In tunnel mode, the original IP header
is part of the payload data in the figure. (142 points)

Problem 11.

Answer

a) The client generates the pre-master secret and encrypts it with the public key of the
server. The server uses the corresponding private key to decrypt the secret.

b) The client and the server computes their DH-values, 2 mod p and z° mod p and ex-
changes values. The server signs the values uses its private key. The client verifies the
signature. Both can compute the shared value, 2% mod p.

c¢) In the case of a RSA handshake, the attacker can take the recorded encrypted pre-
master secret and decrypt it using the leaked private key. The pre-master secret can be
used to derive all communication keys, which allows the attacker to decrypt communi-
cation. In the DH handshake case, the server’s values are signed using the private key,
which means that the attacker can pose as the server in upcoming handshakes. However,
it is not possible to decrypt previous traffic since the private key has not been used to
decrypt sensitive information. (14143 points)

Problem 12.

Answer

a)

ss-property: This property is not broken since the subject security level dominates the



object security level in all read and write access operations.

*-property: Erika reads file_b with security level (private, {(}}) and is at the same time
appending to file_d with security level (public, {A,B}). This is not allowed since it would
enable information to flow from (private, {(}}) to (public, {A,B}).

ds-property: David is not allowed to write to file_c according to the access control ma-
trix. This violates this property.

b)

In Biba, if e.g., Alice with security level (private {A,B}) reads a file at a lower level,
say (public {A}), Alice’s level will be adjusted such that her new lever will be the great-
est lower bound of the two levels, i.e., (public {A}). This will be ok since the level
will only indicate how much trust we have in Alice to provide accurate information. In
Bell-LaPadula, the corresponding situation would be Alice at security level (public {A})
reading a file at a higher level, say (private {A,B}). Then we would either have to lower
the file’s level or increase Alice’s level. As we deal with confidentiality, both alternatives
are unreasonable. (342 points)

Problem 13.

Answer

A digital certificate uses a digital signature in order for a CA to sign the link between a
public key and a server identity. If the CA has used SHA-1 as hash function in the signa-
ture algorithm, it could be possible (although computationally very expensive) to create
two certificates with colliding hashes. One real and one fake. Since the hashes collide, the
CA signature will be the same. Now the attacker has the private key corresponding to a
certificate "owned” by another server. In the TLS handshake, the attacker can act as a
man-in-the-middle and replace the real certificate with the fake one as it is sent from the
server to the client. In the case of RSA, the MitM can decrypt the pre-master secret and
in the case of Diffie-Hellman the MitM can make signatures as if he was the real server
in the communication. (5 points)

Problem 14.

Answer

a) The stream cipher used in GSM

b) Analysing data traffic in order to determine who is talking to who and when, regardless
of encryption.

¢) Only one of the communicating parties is authenticated.

d) In the context of hash functions, when given an input x it is computationally difficult
to find another input z’ such that the resulting hash value is the same for both, i.e.,
h(z) = h(2).

e) A standard for digital certificates. (5 points)




