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Mathematical Cryptology
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Reading instructions:

• Chapter 3 (remaining from last week)

• Chapter 4

• Chapter 5

There will be 4 hours of lectures covering the above.

Hand-in exercises:

1) Review and Standard exercises: 4.1-4.11, 5.1-5.4

2) Programming exercise: 4.12 (maximum 5 hours)

Hand in no later than February 11, 2019.



Ch 4: Review exercises:
4.1 When is an elliptiv curve singular?
4.2 If two curves have the same j-invariant, what does it mean?
4.3 Describe the chord-tangent process and how it relates to the elliptic curve group law.
4.4 What is the trace of Frobenius, and what inequality does it satisfy?
4.5 When is an elliptic curve anomalous?
4.6 Why does one use projective coordinates?
4.7 By roughly what precentage does point reduce the amount of bandwith needed to
transmit an elliptic curve point?

Ch 4: Standard exercises:
4.8 From the geometric definition of the group law derive the formulae in Lemma 4.2.
4.9 Let E denote the elliptic curve

Y 2 = X3 + aX + b

over a field of characteristic greater that three. Describe the possible points of order three
on the curve.
4.10 Show that the curves

E : Y 2 = X3 + aX + b,

E : Y 2 = X3 + ad2X + bd3,

defined over the field K are isomorphic over the algebraic closure of K. When are they
isomorphic over K.
4.11 Write down an elliptic curve version of the ElGamal encryption scheme.

Ch 4: Programming exercise:
4.12 Implement a software library to perform elliptic curve addition and doubling over
the integers modulo p. Implement ElGamal as in 4.11.

Ch 5: Review exercises:

5.1 What is a lattice?
5.2 What do you think is the most important property of an LLL reduced lattice basis,
from the point of view of a cryptographer?
5.3 Suppose I have the equation f(x0) = 0 (mod N) where f is a polynomial of degree d.
How small must x0 be before Coppersmith’s method will find it in polynomial time?

Ch 5: Standard exercises:
5.4 Show that for an LLL reduced basis of an n-dimensional lattice L, if x is a nonzero
vector in L then

||b1|| ≤ 2(n−1)/2||x||.


