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Abstract

A ubiquitous Internet connection is becoming an important part of peoples pro-
fessional and private lives. There exist several systems that aim to provide this by
using WLAN infrastructures for roaming. To prevent misuse of such an infras-
tructure there is a need for access control and for protecting the users there is a
need for confidentiality and integrity protection. Other topics of interest in such
systems are key agreement, trust relations, privacy, and legal aspects.

This thesis develops an analysis framework for performing a security analysis
of such systems. The analysis focuses on two scenarios. Firstly how the systems
are used in the scenario where an Internet Service Provider deploys the system
for its customers and, secondly, the scenario where a Mobile Network Operator
uses the WLAN infrastructure for mobile offload.

The analysis framework is applied on five systems and compares them with
each other. Systems that are based on tunnels to a trusted node are found to be
superior in almost all security related aspects. They are also found to provide the
most consistent level of security similar to what users receive from their home or
mobile network. Systems not using tunnels are found to have different levels of
security depending on which networks they utilize for Internet access.
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Glossary

3GPP - 3rd Generation Partnership Project
Organization defining standards for telecommunication systems such as
3G and 4G.

AAA - Authentication, Authorization and Accounting

AES - Advanced Encryption Standard
Encryption standard based on the Rijndael cipher.

AKA - Authentication and Key Agreement
Authentication protocol used with 3G and 4G networks.

ANQP - Access Network Query Protocol
Service discovery protocol used in Passpoint.

AP - Access Point

AuC - Authentication Centre
Authentication and authorization server on GSM networks.

CA - Certificate Authority
Entity managing a PKI and issuer of certificates.

CCMP - Counter Cipher Mode with Block Chaining Message Authentica-
tion Code Protocol
Encryption protocol used in WPA2.

CRL - Certificate Revocation List
List of certificates that are no longer valid.

DHCP - Dynamic Host Configuration Protocol
Configuration protocol for IP addresses on networks.

EAPOL - EAP over LAN
Handshake protocol used in wireless connections.

HSS - Home Subscriber Server
Authentication and authorization server on 3G and 4G networks.

IEEE - Institute of Electrical and Electronics Engineers
Organization defining standards for many industries including IT and tele-
communications.



IPsec - Internet Protocol Security
Secure tunneling protocol for Internet traffic. Often run in the Authentica-
tion Header (AH) or Encapsulating Security Payload (ESP) modes.

ISP - Internet Service Provider
Company providing infrastructure to allow customers to reach the Inter-
net.

LTE - Long-Term Evolution (4G)
Mobile network standard.

MAC address - Medium Access Control address
Address of a network interface used in IEEE 802 networks.

MCS - Mobility Control Server
Management service used in Anyfi.net.

MIC - Message Integrity Code

Short code calculated from a set of data to ensure the integrity of the data.
Outside the WLAN context often referred to as a Message Authentication
Code (MACQC).

MNO - Mobile Network Operator
Company managing the infrastructure of a mobile network.

MS-CHAP - Microsoft Challenge-Handshake Authentication Protocol

DNS - Domain Name System
System for translating readable domain names into IP addresses.

PAP - Password Authentication Protocol
A simple authentication protocol without security features.

PEAP - Protected EAP
Secure encapsulation protocol for EAP. Based on TLS.

PKI - Public Key Infrastructure

PMK - Pairwise Master Key
Master key used in the EAPOL protocol.

PTK - Pairwise Transient Key
Session key generated by the EAPOL protocol.

RAKE - Roaming Authentication and Key Exchange
Authentication and key transfer protocol used in SWISH.

RC4
Stream cipher used in WEP.

RSNA - Robust Security Network Association
Authentication and key management protocol used in WLAN.

SIM - Subscriber Identity Module
Integrated circuit containing identity and key used in GSM and GRPS/
EDGE networks.
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SSID - Service Set Identifier
String containing the name of a wireless network.

SSL - Secure Socket Layer
Cryptographic tunneling protocol for Internet communications.

TKIP - Temporal Key Integrity Protocol
Encryption protocol used in WPA.

TLS - Transport Layer Security
Cryptographic tunneling protocol for Internet communications. Successor
to SSL.

TTLS - Tunneled TLS
Protocol for performing server authentication and establishing a secure
tunnel for user authentication. Based on TLS.

USIM - UMTS Subscriber Identity Module
Integrated circuit containing identity and key used in 3G and 4G networks.

WEP - Wired Equivalent Privacy
Encryption protocol for wireless networks.

WLAN - Wireless Local Area Network

WPA - Wireless Protected Access
Encryption protocol for wireless networks.

WPAZ2 - Wireless Protected Access 2
Encryption protocol for wireless works.
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Chapter 1

Introduction

A strong trend in today’s society is that people are using the Internet more and
more while being mobile. Laptops, tablets, and smartphones are all widely used
mobile devices that are able to connect the user with the Internet. People are also
becoming more reliant on services requiring Internet connectivity such as Cloud
services, media streaming, social media etc. This change in people’s life style has
created a need for ubiquitous Internet connectivity.

Mobile networks solve this problem in part but not all devices are able to
connect to such networks. Furthermore, the capacity of mobile networks is not
always enough when data intensive services such as media streaming are used
or too many users are connected to the same radio cell. This problem is expected
to grow worse as traffic sent over mobile networks is increasing faster than the
capacity of the networks [1].

One possible solution to this problem is to use existing WLAN infrastructures
which are present in urban areas to provide high performance Internet connectiv-
ity. If such WLAN networks also can be used by mobile network roaming users,
these WLAN networks can be a cheap way to provide a considerable capacity
increase.

However, the deployment of WLAN networks for this purpose does not come
without problems. Besides the financial and business considerations that come
into play there are also issues concerning network security that must be addressed.
In this thesis we will investigate some of these security issues while studying a
number of systems whose purpose is to provide Internet access via WLAN to
roaming users.

1.1 Setting the problem

Internet connectivity is something that has traditionally been supplied by trusted
networks such as a home network or by a Mobile Network Operator. However,
WLAN roaming systems give mobile devices access using unknown networks.
Hence the mobile user cannot trust such network to handle the user data in the
same way as in a home network.

In general, when a mobile device connects to unknown WLAN networks sev-
eral security questions arise:
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e How is authentication performed?
e How is authorization performed?

e How is the data protected?

These questions, along with several more, can be dealt with in different ways
which results in different levels of security. The questions also contributes to the
process by which users will decide if a network is trusted enough or not. The
notion of a trusted network is however vague as trust combines not only techni-
cal security considerations but also judgements on the quality and honesty of the
network and the ones that operate it. For example, users normally have to live
with the potential risk that their Internet Service Provider is not following agree-
ments or local regulations. Thus in most cases, although we speak of trusted net-
works such networks will be conditionally trusted in the sense that the network
is trusted to perform a given task. Hence, the same network can at the same time
be viewed as untrusted when being used for other tasks.

Thus the three previously listed questions are only a part of the much more
complex question if a particular service or system can be trusted. Yet the technical
analysis and answers to these three questions gives users good arguments when
making judgements regarding the overall security of a service or system.

1.2 Goal of this thesis

The goal of this thesis was to analyse Anyfinet and several similar systems that
aim to provide WLAN roaming capabilities and evaluate their security. The sys-
tems were then compared to each other and the thesis explored how the differ-
ences have effect on the overall security of the systems. A secondary goal was to
prepare the material for a paper on a study on the security of the systems.

1.3 Report outline

This thesis is structured in the following way:

Chapter 2 Gives an introduction to security elements relevant to WLAN
roaming and authentication.

Chapter 3 Describes the way the analysis in the thesis was performed,
presents the analysis framework and introduces the systems that were ana-
lysed.

Chapter 4 Presents the analysis of the WLAN roaming systems.
Chapter 5 Compares the results from the analysis.

Chapter 6 Presents the conclusions of the analysis and comparison.



Chapter 2

Background

This chapter provides a background to comprehend the contents of the thesis. We
present a way to model networks and describe their different parts. Our choice
of this model is driven by a security and functional perspective. Several elements
in security that are vital for the reader to understand are explained briefly.

2.1 Network models

The most basic roaming scenario for an Internet connection can be seen in Figure
It consists of a mobile device, U, which is the roaming user that desires In-
ternet connectivity and an access point (AP) which supplies the Internet access.
In this thesis we often do not make a distinction between the user and the mobile
device. The roaming user will often be referred to as a mobile user.

802.11/PHY

)

Figure 2.1: Basic system model containing a mobile user com-
municating using the WLAN standard with an access point
which in turn is connected using Ethernet to the Internet.

Ethernet I nte rn et

In this setup the AP has several responsibilities. It supplies wireless radio
access, it acts as the authenticator of the mobile device, it performs any encryp-
tion/decryption, and it supplies the mobile device with Internet access. A more
detailed view of this model can be seen in Figure[2.2]

3
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802.11/PHY;

Ethernet Inte rn et

Figure 2.2: Detailed basic system model displaying the internal
nodes of an access point.

The model in Figure 2.2 captures reality well when the authentication is per-
formed locally such as with WPA or WPA2 but in many instances the authen-
tication is performed in an external Authentication Authorization and Account-
ing (AAA) server which can be seen in Figure The AAA server communi-
cates with the authenticator in the access point using an AAA protocol such as
RADIUS|2] or DIAMETER(3].

Figure 2.3: Basic model with external AAA server

This model can be enhanced even further with multiple AAA servers where
some act as a proxy for the authentication requests and an external Authenti-
cation Centre (AuC), which supplies authentication information. This model is
illustrated in Figure As we will see later this model covers the setup where
the authentication involves a Mobile Network Operator’s (MNO) AuC (pre 3G
mobile systems) or Home Subscriber Server (HSS) (for 3G and LTE (4G) systems).

When using these models it is appropriate to define several entities in the
system:

e U - Mobile user/device roaming into other networks.
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802.11/PHY

D))

Figure 2.4: General system model with multiple AAA servers and
an Authentication centre. A dotted line indicates a connec-
tion where an undefined amount of nodes may be placed.

e RAN - Radio Access Node in the visited network that translates the traffic
between Media Access Control and Radio Frequency.

e A - Authenticator that either performs the authentication locally or uses
external authentication infrastructure.

o E - Exit point for Internet destined traffic and designated termination point
of encrypted traffic and location of translation between Medium Access
Control and Ethernet.

e AAAy - AAA server on the visited network.
e AAAp - AAA server on the home network.

e AuC - Authentication centre on the home network which stores the creden-
tials of the users and provides authentication data on requestﬂ

The location of these entities in the model does not need to strictly follow
the designated positions in the general model. Different systems may place them
somewhat differently in their architecture. Especially interesting are the systems
that split the AP into different nodes which are then placed at different network
locations. Such a division has, for example, effect on where encryption keys are
available and used which in its turn effects the entire security model of the sys-
tems. Another interesting aspects that comes as a result of this division is when
the exit node is not on the same network as the mobile device. This makes the ori-
gin network of the traffic different from where it enters the Internet which affects
traceability and legal intercept properties of the system.

2.2 Cryptographic primitives

In this section we summarize give a brief overview of the security mechanisms
that are relevant for our systems. For a general introduction in security we refer
to Computer Security [4].

'In 3G/LTE system one uses the term HSS instead.
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2.2.1 Wireless security

Wireless traffic uses the radio frequency spectrum which is a shared medium.
This means that everyone that is able to receive the radio signals has access to the
traffic being sent. There is no way to physically secure the traffic as is possible
with wired transmissions maybe with the exemption of meteor scatter commu-
nication. This observation creates the need for protection of data sent over the
wireless link. Typically encryption is used to confidentiality protect the traffic
and Message Integrity Code (MICﬂ)r signature schemes are used for data in-
tegrity protection.

Another problem that arises is the need for access control to prevent unau-
thorized access or utilization of resources. Wired transmissions require a device
to be physically connected to the router or modem which often provides enough
protection. But with wireless transmissions anyone in the physical proximity is
able to interact with the access point.

There are three different substandards defined in the 802.11 WLAN specifica-
tion that all aim to solve these two issues. They are WEP, WPA, and WPA2 where
WERP is the oldest one and WPAZ2 is the newest one [5].

Wired Equivalent Privacy (WEP)

Authentication in WEP is optional and uses the protocol called Shared key au-
thentication which is based on a challenge-response exchange. The access point
generates a challenge which it sends to the mobile device. The mobile device
encrypts the challenge using WEP encryption.

The encryption in WEP uses an initialization vector combined with the se-
cret key as seed into the RC4 stream cipher which produces a key stream that is
XOR’ed with the plain text to produce the cipher text.

WEP is today deprecated as severe faults were discovered in it is construc-
tion and recovering the secret key was found to be a trivial process. As no new
standards were ready when these faults were detected, WPA was rushed into
completion as a quick fix.

Wi-Fi Protected Access (WPA)

WPA was designed to replace WEP without requiring hardware upgrades. This
allowed for easy deployment to quickly combat the security flaws of WEP.

WPA uses an authentication protocol RSNA which uses EAPOL (EAP over
LAN) from the 802.1X standard, a challenge-response exchange that results in a
session key [6]. This session key is then used to perform encryption.

WPA uses the cipher mechanism called TKIP for securing the data. It is based
on the same encryption that is used in WEP but adds a new function for generat-
ing and updating the keys and initialization vectors used.

2The WLAN specifications use MIC instead of the acronym for Message Authentication
Code to avoid confusion with the already reserved term MAC in data communication.
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Wi-Fi Protected Access 2 (WPA2)

WPA?2 uses the same authentication protocol as WPA to achieve authentication
and to generate the session keys.

WPA2 differs from WPA by replacing TKIP with a new cipher suite called
CCMP. CCMP is based on the AES encryption algorithm, a US FIPS approved
symmetric-key encryption algorithm which is stronger than RC4 (sometimes also
referred to as ARCFOUR).

Older hardware that was designed for WEP is unable to implement WPA2
due to the new algorithms used.

2.2.2 Asymmetric Encryption

Asymmetric (or public-key) encryption schemes use public and private keys.
That means that different keys are used for encryption and decryption. Data
encrypted with the public key can only be decrypted with the private key. Most
such schemes work the other way as well, data encrypted with the private key
can be decrypted with the public key. The latter is utilized to create public-key
based digital signature schemes where the public key can be used by outsiders to
verify the signature that is created by using the private key. We refer the reader
to any standard book on modern cryptography such as Computer Security [4, p.
264] for more details.

2.2.3 Public Key Infrastructure

In public-key cryptographic schemes the public key usually has to be associated
with a specific entity or user. The most common way to achieve this is to setup an
infrastructure in which these public keys are approved (as valid), say by a third
party. A common tree like infrastructure to implement this is refereed to as a Pub-
lic Key Infrastructure (PKI) and the third party that approves the public keys is
called a Certificate Authority (CA). As an evidence of the CA’s approval the CA
issues so-called certificates which are signed data blobs that contain information
on the public key and a signature by the CA. As a result PKIs are (key) infrastruc-
tures that facilitates several useful functions related to security. Using the keys in
a PKI it is easy to implement procedures that can be used to authenticate parities
without previous knowledge of each other, the keys in a PKI can facilitate secure
communication and they can be used to create digital signatures, [4] p. 288].

Certificates

As explained in the previous section a PKI is designed as a tree structured hierar-
chy of certificates The authenticity of each certificate is guaranteed by its parent
certificate. The only exception is the root certificate which guarantees its own au-
thenticity. The root certificate is generally created by the CA which also manages
the infrastructure by adding and removing certificates. The CA is also responsi-
ble for maintaining a Certificate Revocation List (CRL) which contains certificates
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that are no longer valid. Alternatively the CA operates a service through which it
is possible to verify that a given certificate is still in use and not has been revoked.

Besides the public key and the signature of the issuer a certificates also con-
tains information about its owner and the intended use of the certificate. It can
contain information such as names, addresses, emails etc. Connected to the cer-
tificate but not included in the certificate is the private key known only by the
owner. Thus, a certificate does not contain any secret information and can be
sent via untrusted channels. The receiver, assuming he/she has possession of the
CA root certificate, can verify the authenticity of the received certificate using CA
root certificate (plus possible a chain of parent certificates).

2.2.4 Authentication

In general, there are two entities involved in authentication. The WLAN stan-
dard uses the terms supplicant and authenticator. A supplicant is the entity that
desires access to some resource and the authenticator is the one that grants or de-
nies access. To authenticate means for an authenticator to verify that the identity
claimed by the supplicant is correct. This is in general accomplished by prov-
ing the possession of a secret key. The key itself can be in the form of a network
passphrase, a user password, or a (U)SIM card amongst others.

Simple authentication protocol

The simplest form of an authentication protocol would be for the supplicant to
simply send the authentication credentials to the node wishing to verify the iden-
tity. However, this is generally a bad protocol unless the medium over which
the credentials are transferred are secured through other means as the secret key
becomes known to entities with access to the transfer medium.

Another problem with this type of protocol is that the authenticator must
generally be known before a peer chooses to transfer its secret key which means
that authentication of the authenticator must be performed prior to this. This is
often accomplished through the use of certificates.

Challenge-response protocol

A more secure way of performing authentication is to have the authenticator gen-
erate a random number called a challenge which is sent to the supplicant. The
supplicant creates a response to this challenge by performing a cryptographic
function that uses both the challenge and the secret key as input. The specific
cryptographic algorithm is often either a simple keyed hash or MIC function. If
the result calculated by the authenticator is the same as the response received by
the supplicant then the possession of the secret key can be verified without send-
ing the actual credentials. This reduces the security requirements for the medium
used to communicate.

A vulnerability in challenge-response protocols is that recording a single ex-
change allows an attacker to perform offline attacks to recover the secret key used
to calculate the response. While protocols generally use a key size large enough to
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make them resistant to brute-force attacks, they cannot protect against dictionary
attacks when the secret key is chosen improperly by a security unaware user.

Authentication using certificates

As mentioned, the certificates can be used for authentication by proving the pos-
session of the private key. This can be accomplished by encrypting a challenge
with the private key. Since the certificate contains the public key, the authenti-
cator can decrypt the challenge with the public key and verify that the response
must have been created by one that possesses the private key.

Mutual authentication

A desired property in communication is that both entities involved are authenti-
cated. This property is referred to as mutual authentication and is often required
to establish the trust relations that user plane data security rely on.

For residential WLAN networks the authentication protocol RSNA is enough
to achieve mutual authentication as the secret key is a group key shared by all
member of the network. The protocol establishes that both the mobile user and
the network possesses the passphrase which is sufficient to establish trust in each
other.

For more advanced networks the authentication of the mobile user and the
network itself is performed separately as each user possesses different keys. In
general, the network authenticates to the mobile user using a certificate which
may result in establishing a secure channel through which user authentication is
performed. The mobile user authenticates using either a simple authentication
protocol or a challenge-response protocol.

2.2.5 Extensible Authentication Protocol (EAP)

Described in the 802.1X standard is the framework EAP which contains a num-
ber of sub-protocols that facilitates mutual authentication using different creden-
tials. Successful execution of the protocol also results in keying material that is
intended to be used for deriving session keys which protects the following user
plane data communication. This authentication protocol is often referred to as
WPA-Enterprise and is standard among enterprise level networks, [Z].

Some examples of common EAP protocols are:

e EAP-TLS - Both supplicant and authenticator use a certificate to authenti-
cate, [8].

e EAP-TTLS - Authenticator uses a certificate to authenticate and establishes
a secure tunnel for supplicant authentication, [9].

e EAP-SIM - Both supplicant and authenticator use a SIM-card to authenti-
cate, [10].
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o EAP-AKA - Both supplicant and authenticator use a USIM-card to authen-
ticate, [11].

The ability to choose which credentials to use by picking a compatible proto-
col gives networks high flexibility and makes the protocol very compatible with
any existing access control mechanisms. It is not even required that all users in
a network use the same credentials, some may for example authenticate with a
password while others use a certificate.

The protocols EAP-SIM and EAP-AKA are especially interesting as they func-
tion with authentication credentials normally used on mobile networks. This is
an important aspect in mobile offload as cellular devices already possess the re-
quired credentials without needing further configuration and key distribution. It
also means that the MNO are able to use the same authentication infrastructure
as on the mobile network.

A simplified version of an EAP exchange can be seen in Figure Note that
during the execution of the sub-protocol external resources such as a AuC or a
HSS may be used.

Supplicant  Authenticator Authentication Server
EAP-Start

EAP-Requestf
¢ EAP-Identity |§

EAP-Response/

EAP-Identity | EAP-Response/
EAP-Identity

EAP <
Sub-protocol

EAP-Success

EAP-Success €

r—

Figure 2.5: Simplified EAP exchange

2.2.6 Long term keys and session keys

A concern in many cryptographic protocols is that the more a key is used, the
more likely it is to be compromised. To prevent this problem either large keys
(keys with high entropy) that have a long life-time could be used or the keys
could be changed on a regular basis. Neither of these solutions are without prob-
lems, large keys require more computational power to perform encryption and
changing keys often puts more strain on the key distribution infrastructure.

A common solution to this is to use a long term key, which is in general large
and use it to generate new, possibly smaller keys for each session. The long term
key is thus less exposed and may be used with a longer life-time and the session
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keys are only used for a short period of time and in some cases can be smaller.
The latter can give performance benefit in the cryptographic computations. All
this also introduces the functionality that a node can be given the responsibility
of performing encryption/decryption without requiring access to the long term
key.

2.2.7 Digital Signatures

Digital signatures are used for a similar purpose as paper signatures, to prove the
genuineness of a digital document. As explained above public-key cryptosystems
are used to create digital signature schemes. A particular useful property that
digital signatures schemes provide is that of non-repudiation. Non-repudiation
means that once data has been signed the signer cannot deny the signing of it.

In most digital signature schemes the signature contains an encrypted hash
value of the data to be signed. By the cryptographic properties of hash functions
one has a very high degree of certainty that outsiders with no access to the private
key cannot modify the data and keep the signature value the same.

2.2.8 Data tunneling

By data tunneling we refer to a way of transferring data between two points such
that (most) properties of the data are not visible or just relevant to the entities that
are involved in the transportation. A common approach to realize such tunneling
is to employ data encapsulation.

When a tunnel is established between two points the data will automatically
be encapsulated at the sender and decapsulated at the receiver. In our setting data
tunnels use encryption and data integrity mechanisms to protect the tunneled
data against an active wire-tapper. Well-known tunneling solutions are IPSec
and TLS. Encapsulation, encryption, addressing and such functions are typically
performed at layers below the application and may be transparent to the appli-
cation. To the application it will appear as if data enters and passes through a
tunnel.

Data tunneling can thus be characterized in this thesis as an automatic end-
to-end encryption and data transfer procedure.

2.3 Security concepts

2.3.1 Trust relations

As we already explained initially trust is a concept that is very difficult to define
in a precise manner. Yet we need to do some reasoning related to trust and cannot
only perform our analysis on technical observations and facts. To make the notion
of trust a bit more tangible we have chosen to define trust as the expectation that
an entity will perform some action or protect some asset the way one wants.

For example, allowing an entity access to ones private data builds on the use
of trust that the entity will not misuse that privilege.
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Trust can be established in several ways. An entity may be trusted a priori
as with an MNO. A mobile user that becomes a subscriber of a mobile network
automatically puts trusts in the MNO. Trust can also be established through a
protocol. If a protocol makes it impossible for an entity to misbehave (undetected)
then the network operated by this entity can be trusted. Another way to establish
trust is through legal agreements and business relations. Two MNOs may chose
to trust each other if the legal and business agreements are such that any breach
of the agreements is is economically disadvantageous.

2.3.2 Anonymity

Anonymity is a concept that is often desired in communication. In general it
means that the identities of the communicating peers are unknown to anyone
outside the conversation. A way to measure how strong anonymity a user has is
to calculate the anonymity set. An anonymity set is defined as the set which the
identity of the user is contained in. An example of such a set is all the subscribers
of a carrier which is a very large anonymity set that makes it difficult to identify a
user in. An example of a small anonymity set is a residential network containing
only a few users. Finding the identity of a user when there is only a few possible
alternatives is rather easy.

Another concept closely linked to anonymity is unlinkability. It refers to the
property that mobile users cannot be tracked between different sessions. For each
session it is impossible to determine if that mobile device have visited the net-
work before.

Both of these concepts can be broken in multiple ways by eavesdropping on
the communication. An authentication exchange often include identities being
transferred which will break both anonymity and unlinkability unless pseudo-
nyms are used. It is also possible to identify a user by analysing the contents of
the communication as it contains cookies, emails, visited web pages etc.

2.3.3 Rogue Access Points

A rogue access point refer to a wireless access point that is operated by someone
with malicious intent. Such APs often impersonate valid APs to trick unsuspect-
ing users or devices into connecting. By connecting to a rogue AP a user’s se-
curity is compromised in several ways and we will give a short description of a
few.

If the AP requires authentication it may allow the rogue AP to acquire the
user’s credentials. This affects APs that rely on simple authentication protocols
or web based authentication.

Another point is that the rogue AP gains access to the traffic and can intercept
all data that is not secured through other means. This data can contain sensitive
information such as session cookies, emails, passwords, etc.

Finally the rogue AP can redirect the user’s traffic and trick the user into
visiting other web sites than what was intended. This may result in the user
disclosing sensitive information or authentication credentials of other services.
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A dangerous property of all these attacks is that they may not affect the ser-
vice expected by the user and can thus be performed without the user noticing
it.
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Chapter 3

Approaches to analysis

This chapter presents how we setup our analysis in this thesis and explains how
they were performed. As standardized frameworks for security analysis such as
Common Criteria rely on the existence of protection profiles which do not exist
for our setup and since the use of Common Criteria requires much experience
a simpler more adequate analysis framework was developed instead [12]. Some
inspiration was found in the approach used by Gustafsson and Thor in their anal-
ysis of Fon [13].

3.1 Methodology

This section describes how the thesis work was structured.

3.1.1 Literature study

As the goal of the thesis was to perform a comparison between Anyfinet and
similar systems the first part of the study was dedicated to researching differ-
ent systems. The first iteration of this step focused on finding systems that were
somewhat similar to Anyfi.net, either in design or in usage. After this some time
was spent on deciding which of these systems to include in the analysis. This de-
cision was made by identifying the two main use case scenarios Anyfi.net could
be used in and then choosing systems that could be used in at least one of those
scenarios.

Each of these systems were then studied closely, a step that continued in par-
allel with the development of the framework and the analysis.

To improve the understanding of the authentication in the systems, some time
was also spent studying the authentication protocols used in the systems.

3.1.2 Analysis Framework

Before the analysis could be performed, a framework describing how the analysis
was to be performed was needed. This framework was required to provide a
structured way of analysing the systems so that the result could be used as the
basis for a comparison.

15
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The framework was developed iteratively in parallel with the analysis so that
faults could be identified and fixed before too much time was invested in them.

3.1.3 Analysis

The analysis was performed for each system according to the framework. As with
the framework, it was performed iteratively. Results found during the analysis
required changes to be made in the framework which then affected the analysis
of all systems.

Towards the end of the analysis it became apparent that the framework did
not focus enough on the authentication in the systems. An extra study, focusing
mainly on the authentication and data security, was thus performed.

3.1.4 Comparison

As comparing systems that are used in different scenarios would not give fair
results the system were divided into two groups, one for each use case. The
systems were then only compared with other systems in the same group.

The comparison explored most of the points examined in the analysis but
focused especially on the authentication and data security as they were deemed
the most important.

3.2 Analysis framework and use cases

This section presents a short description of the framework that was developed
and the sections it contains. The full framework is available in Appendix

3.2.1 Introduction

As explained before, the framework was introduced to provide a structured way
of analysing systems which serve to share or distribute WLAN access. Such sys-
tems solve this access problem in many different ways which makes it difficult
to analyse them in a similar way. The framework tries to overcome this by fo-
cusing on a few aspects of the access provisioning which are very central in most
systems.

3.2.2 Use cases

An important part of the framework was defining the different use cases. The
use cases were developed according to what scenarios the systems were likely to
be used in. This depended on both what requirements a potential end-user of
the system would have as well as which scenarios were feasible for a company to
deploy.

Two use cases were defined, one describing an Internet Service Provider (ISP)
that enables its customers to share WLAN access with each other and one describ-
ing MNOs performing mobile offload using WLAN.
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These use cases were then used to identify which parts of the system that
were relevant to the analysis and which parts could be ignored. The use cases
also were an important part of the comparison.

Use case A - ISP distributes Internet access

An ISP gives its customers Internet access by allowing users to connect to any
modem or router managed by that ISP, regardless of which customer has physi-
cal control of the device. Customers that subscribe to this service either have the
firmware on their modem or have their router updated or receive new hardware
as part of the service. When the customers encounter the network of another cus-
tomer with this service they are able to connect to that network. After they have
been authenticated they are given Internet access.

The use case can be characterized now as follows:
1. ISP manages modems in participating networks
2. Mobile device associates with visited network
3. Mobile device is authenticated

4. Mobile device is given Internet access

Use case B - Mobile offload using WLAN

Through an agreement between a WLAN network operator and an MNO, sub-
scribers of that carrier are given access to the WLAN network. When the mobile
device of a subscriber comes within range of the visited network the device will
automatically connect to it. After the mobile device is authenticated by the carrier
it is given Internet access.

The use case can be characterized now as follows:

1. The MNO creates a roaming agreement with a WLAN network operator
2. The mobile device associates with visited network

3. The mobile device is authenticated by the MNO

4. The mobile device is given Internet access

5. The visited network operator charges MNO for the service

3.2.3 Framework structure

Our framework was organized into a number of steps. To begin with, the entities
in the system were specified and their important assets were identified.
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The next part specified how to analyse the design of the system by defining
which trust relationships were present in the system, what they protected and
identifying possible vulnerabilities.

The following parts specified how to analyse different areas in the system.
The areas analysed were:

e Authentication

e Data security

Anonymity

Availability
o Legal aspects

Each of these items consisted of defining the area under analysis, specifying
which threats were relevant in this area, how these threats were dealt with and
which threats were not dealt with sufficiently.

Security and Trust

In the systems that we will analyse there are often trust relations in place by which
involved entities can sidestep procedures or protocols that otherwise should guar-
antee that the counterpart entity indeed is operating as agreed/designed, or that
express assumptions that cannot even be verified through a reasonable protocol.
Since trust relations can be associated with different aspects of a security function
or with the handling of different kind of sensitive assets it is often so that it is hard
or sheer impossible to compare trust relations. Also we lack the details from an
actual realization that would allow us to perform a meaningful risk assessment
of the trust relations. As a consequence of these considerations we will be brief
when addressing trust aspects.

3.3 Selection of systems

The literature study identified several systems that were of possible interest for
the analysis. The following systems/protocols were considered for the analysis.
The ones in bold were eventually selected for the analysis:

e Anyfi.net - A commercial system developed by Anyfi Networks that pro-
vides wireless roaming over unknown networks, [14].

e Control And Provisioning of Wireless Access Points (CAPWAP) - A specifi-
cation for a protocol that allows a network to be distributed across multiple
access points, [15]].

o Citywide Ubiquitous Wi-Fi Access - An academic system designed for wire-
less roaming, [16].

e Eduroam - A cooperative system among educational institutions that facil-
itates roaming between institutions, [17].
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e Fon - A commercial system developed by Fon Ltd. that supports sharing
of Internet connectivity, [18].

e Mobile IP - A protocol that facilitates seamless roaming over known net-
works, [19].

e Passpoint - A specification by Wi-Fi Alliance for a system designed for
commercial hotspots, [20].

e PISA - An academic system designed for wireless roaming over unknown
networks, [21].

e Secure Wi-Fi Sharing (SWISH) - A academic system designed for wireless
roaming over unknown networks, [22].

e Wifi.com - A commercial system designed to allow users to share security
keys with each other, [23].

Anyfinet was obviously selected for analysis as one of the defined goals of
this thesis was to analyse it and compare it to similar systems.

While the CAPWAP protocol supports roaming it is designed for distribut-
ing a single network across multiple APs rather than facilitating roaming across
many different networks. This is somewhat different from what is specified in
the use cases which is why we chose not to analyse it.

Fon was chosen for the analysis since it can be used to realize Use case A. It
is also of interest because of its large presence on the commercial market.

Mobile IP was never seriously considered for the analysis as it did not support
either of the use cases but was interesting due to it being one of the first systems
to tackle wireless roaming.

Eduroam was selected for the analysis despite not supporting either use case
very well. Its role in facilitating roaming using WLAN networks across the en-
tire world and a clearly defined design is why we chose to include the system
anyway.

Passpoint was chosen for the analysis primarily due to its commercial posi-
tion. Several large companies are pushing for Passpoint to become a commercial
standard for hotspots in the same way Wi-Fi is a commercial standard for WLAN
which makes an analysis of this system very interesting.

Both SWISH and PISA are based on the ideas developed by Sastry et al., au-
thor of the Citywide Ubiquitous Wi-Fi system, making them more advanced so-
lutions with similar design. As analysing three similar systems would be unnec-
essary we chose to focus only the system that was deemed most mature, SWISH.

Wifi.com was not selected for the analysis due to that we found only very little
information about the system. Hence analysing the system would be difficult.
The little information that was available also indicated that the system would
fulfil very few security requirements a user might have, making a deep analysis
redundant.
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3.3.1  Anyfi.net

Introduction

Anyfinet is a system developed by the company Anyfi Networks. It is a system
intended to link together the existing WLAN infrastructure with a user’s home
network or carrier network.

Anyfinet is implemented through software modules that are run on both
home networks and visited networks. No client-side software is required in the
mobile devices.

Design

The concept of the system is to distribute the mobile user’s home WLAN network
through other access points in the system. These access points act as a radio access
node which tunnels the data to the home network where it is processed. As the
system does not prescribe how the data is processed it allows for high flexibility
for different types of authentication and data security.

Anyfi.net also includes a Mobility Control Server that translates device ad-
dresses in to network addresses, authorizes connection attempts and performs
accounting. Its main function of translating addresses can be seen as similar to a
DNS.

3.3.2 SWISH

Introduction

SWISH, Secure Wi-Fi Sharing, is an academic system described in 2011 by Leroy
et al. from universities in Belgium and Germany. It is based on the tunneling pro-
tocol designed by Manilus et al. [24]. It introduces new protocols for performing
authentication and accounting which rely on a PKL

SWISH is implemented through software modules that are run both networks
and mobile devices in the system.

SWISH has been deployed in an experimental setup at two universities in
Belgium.

Design

The concept of the system is to extend the home network of a mobile user to each
access point in the system. These access points act as a radio access node which
tunnels the data to the home network where it is processed.

The visited and home network perform an accounting protocol with each
other that uses digital signatures to ensure validity.
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3.3.3 Fon
Introduction

Fon is a commercial system by the company Fon Ltd. deployed in 2005. Its aim is
to link together existing WLAN infrastructures by having the users of the system
share Internet access with each other. As of June 2013, Fon claims to have over 8
million access points connected to the system.

Fon is implemented through software modules that are run on the visited
network. No client-side software is required in the mobile devices.

Design

The concept of the system is that every user in the system agrees to share their
Internet connection with others. In return they are able to use the connections
of other users. An access point in the system is divided into two parts, one for
private use by the network owner and one public for use by the Fon members.

Membership of the service is verified by Fon itself or by one of its partnered
ISPs. When the user is authenticated traffic is passed directly to the Internet by
the visited network.

3.3.4 Eduroam

Introduction

Eduroam is a cooperative system between universities and research facilities lo-
cated around the world. Its aim is to allow students and staff receive Internet
connectivity when visiting other institutions.

Eduroam is implemented through software modules run on both the visited
network and the home network. No client-side software is required in the mobile
devices.

Design

Eduroam is structured as a hierarchy of AAA servers. Each educational institu-
tion has its own AAA server able to authenticate the members of that institution.
Networks are grouped into federations, one for each country, that enable commu-
nication in between the different networks. All the different federations belong
to a confederation which handles communication between federations.

When a user connects to an Eduroam network the authentication is routed
through multiple AAA servers to the user’s home institution. When the user is
authenticated traffic is passed directly to the Internet by the visited network.
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3.3.5 Passpoint

Introduction

Passpoint is a specification developed by the Wi-Fi Alliance. Its aim is to improve
roaming between different networks by providing advanced network selection.
It uses a new protocol introduced in the 802.11u standard that enables mobile
devices to discover the capabilities of the visited network before a connection
attempt is made.

Passpoint is implemented through software modules that are run on both
networks and mobile devices in the system. The client-side software required
may become standard in future mobile devices.

Design

The concept of the system is to create an easy way for mobile users to get Internet
connectivity at various networks without requiring users to keep track of multi-
ple accounts used to authenticate. Instead the system is intended to automatically
discover if the visited network accepts any of the accounts known by the user.
When a user connects to a Passpoint network the authentication is routed
through multiple AAA servers to the user’s home network. When the user is
authenticated traffic is passed directly to the Internet by the visited network.
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Analysis

In this chapter we present an analysis for each of the systems using the approach
put forward by our framework.

Each analysis starts by defining the Use cases for the system and describing
how they differ from the use case presented in the framework. Next it presents
the entities present in the system and which assets are of importance to those
entities. The different trust relationships between these entities are defined and
examined.

The analysis presents and examines the authentication in the system and how
data is protected. It also examines achieved properties and any vulnerabilities in
regards to anonymity and availability of the system.

Finally we give a brief account on certain legal aspects from a management
and law enforcement perspective.

4.1 Anyfi.net

Anyfi.net supports both Use case A and B as described in the framework.

Use case A

When realizing Use case A with Anyfi.net we include two additional entities.
First is the home network of the mobile device. Second is the Mobility Control
Server that is typically managed by the ISP or by Anyfi Networks.

Anyfinet requires that entities in the system register with the MCS before
connections can be established.

The use case now has the following steps:

1. ISP manages the firmware/configurations in the modems in the home and
visited networks.

2. Home and visited networks register with the MCS.
3. The home network registers the mobile device with the MCS.

4. The mobile device sends a probe request when in range of the visited net-
work.

23
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Figure 4.1: Anyfi.net Use case A design

. The visited network performs an IP lookup with the MCS.

The MCS introduces the visited and home networks with each other.

The visited networks begins tunneling all traffic from the mobile device to
the home network.

The home network and the mobile device authenticate each other.

The mobile device is given Internet access by the home network.

Use case B

When realizing Use case B with Anyfi.net we include an additional entity. Like
before in Use case A we need the MCS that is typically managed by the MNO in
the system and/or by Anyfi Networks.

Anyfinet requires that entities in the system register with the MCS before
connections can be established.

The use case is now as follows:

o

1. The MNO and the visited network register with the MCS.

2. The MNO and the visited network operator establish a roaming agreement.
3.
4

. The mobile device sends a probe request when in range of the visited net-

The MNO registers the mobile device with the MCS.

work.

The visited network performs an IP lookup with the MCS.

6. The MCS introduces the visited network and the carrier network with each

other.

. The visited network begins tunneling all traffic from the visited network to

the carrier network.
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Figure 4.2: Anyfi.net Use case B design

The MNO and the mobile device authenticate each other.
The mobile device is given Internet access by the MNO.

Both the visited network and the MNO report accounting information to
the MCS.

The MCS may assist in any charging operations between the visited net-
work operator and the MNO.

Note that the last steps are only needed if the roaming agreement includes
requirements for performing charging.

4.1.1

Entities

Which entities are involved in the system depends slightly on which Use case the
system is configured for.

For Use case A, the following entities are involved:

Mobile device belonging to a user in the system. This device is using the
service to roam across networks in the system.

Home network of the mobile device. This network contains a router or a
modem running Anyfi.net software.

Visited network that the mobile device is connecting to. This network con-
tains a router or modem running Anyfi.net software.

ISP that manages the networks in the system.
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MCS that performs authorization and routes connections in the system.
This entity may be run by the ISP.

For Use case B, the following entities are involved:

Mobile device belonging to a user in the system. This device is using the
service to roam across networks in the system.

Carrier network which the mobile user is a subscriber of. This networks
contains a tunnel termination gateway running Anyfi.net software.

Visited network that the mobile device is connecting to. This network con-
tains a router or modem running Anyfi.net software.

MCS that performs authorization and routes connections in the system.
This entity also manages payments between networks in the system. This
service is typically controlled by the MNO and/or Anyfi Networks.

41.2 Assets

The following assets are important to (at least) some entity in the system:

Authentication credentials - The credentials used by the mobile device and
home network to authenticate each other. This can be passwords, certificate
private keys, SIM cards or other credentials.

User plane data - The data sent to/from the mobile device.
Control plane data - The data sent to/from the MCS.
Hardware - All entities possess hardware which are used in the system.

Capacity - The visited networks provides network capacity to the mobile
device.

Authentication infrastructure - In Use case B the carrier network opens up
its infrastructure for performing the authentication.

Accountin? Control plane data - The data sent to/from the MCS.g Infor-
mation - In Use case B the networks may charge each other for the use of
their infrastructure.

Mobility Control Server - The ISP/MNO/ Anyfi Networks operates an ad-
dress translation service.

User information - The MCS will store information tied to the networks
and users in the system.

Brand image - The company operating the system and Anyfi Networks
have a brand image to protect.
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Table 4.1: Assets in Anyfi.net as well as which entities they are
important to.

Asset Entity
.. . Mobile device
Authentication credentials Home network
Mobile device

User plane data Visited network

Home network
Visited network

Control plane data

Hardware All
Capacity Visited network
Authentication infrastructure Carrier network

Carrier network

A ting Inf ti -
ccounting Information Visited network

MCS ISP/MNO/ Anyfi Networks
User information ISP/MNO/ Anyfi Networks
Brand image ISP/MNO/ Anyfi Networks

4.1.3 Trust relations
Use case A

As illustrated in Figure there is a strong mutual trust relationship between
the mobile device and the home network. These entities trust each other more
or less by definition as they have access to and have to protect the credentials
for the authentication. It can be assumed that the same owner is in control of
both the mobile device and the home network. The authentication credentials,
data security, network resources and Internet access rely on this relationship to
remain secure. As illustrated by the bold arrows in the figure, these assets are
critical to the system.

The visited and home networks also by definition trust the ISP that operates
the system. This trust is a consequence of the fact that the ISP is assumed to be
able to remotely manage the modems and routers of the networks. The ISP also
needs access to device information required to run the MCS.

As seen in Figure4.3| the ISP trusts the visited and home networks which im-
plies that the ISP is exposed to threats originating from the visited network as well
as from the home network. The visited and home networks send control data to
the MCS but there is nothing that ensures that this data is authentic. Registration
information is not directly protected either although such data can be exchanged
through other interfaces than in use under operating conditions. However, as
noted by the very thin arrow in the figure, the control data that is protected by
this trust relationship is not critical to the system. It may affect availability but it
cannot compromise a user’s credentials or data.
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One thing worth noting is the absence of trust relationships between the vis-
ited and home networks and between the mobile device and the visited networks.
No trust is necessary here as these entities do not rely on the other party to protect
something.

ISP / MCS

Remote management
Device information

o

Remote management

Device information

Control data
Control data (o

Authentication credentials
Network resources
Internet access

Authentication credentials
Private data

%

Figure 4.3: Trust relationships in Anyfi.net when configured ac-
cording to Use case A. An arrow from node A to node B
denotes that node B is trusted by node A to protect some as-
set or perform some action. A bold arrow means it protects
important assets. A red arrow means a possible weakness.

Use case B

As seen in Figure the trust relationships in Use case B do not differ much
compared to the ones in Use case A.

Between the mobile device and the carrier network there is a strong mutual
trust relationship. One difference compared to Use case A is that the mobile de-
vice is not trusted by the carrier network to protect the authentication credentials.
As the authentication protocol EAP-AKA or EAP-SIM is used, each user in the
system possesses their own secret key. If that key is compromised only traffic
to and from that specific user is compromised, other users remain secure. In Use
case A all traffic on the network is protected by the same passphrase which means
that if that passphrase is compromised the entire network becomes compromised.

Another difference is that the trust allocated by the networks in the MCS is
now more important. This is because with mobile offload the visited networks
that facilitate the capacity may be expected to be paid for this service. This means
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that the trust relationship now also protects the authenticity and integrity of the
accounting reports. This could be a problem as the trust is established through
external factors such as business deals which cannot be enforced by the system.
A breach of this trust would however only affect the networks involved, the users
would be unaffected.

MCS

Device information
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Device information

Payments

Control data
Control data
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Network resources
Internet access

Authentication credentials
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Figure 4.4: Trust relationships in Anyfi.net when configured ac-
cording to Use case B. An arrow from node A to node B de-
notes that node B is trusted by node A to protect some asset
or perform some action. A bold arrow means it protects im-
portant assets. A red arrow means a possible weakness.

41.4 Authentication

When the mobile device comes in range of the visited network, but before the
authentication is performed, the visited network queries the MCS if the home
network of the mobile device is known. The mobile device is recognized by its
Media Access Control (MAC) address. If the device is known the visited network
receives the information from the MCS that facilitates the visited network with
the capability to advertise the SSID of the home network and to tunnel the traffic
to the home network.

The authentication protocols used may differ depending on which use case
the system is used in. The scenario in Use case A assumes the utilization of
WPA /WPA?2 authentication and Use case B assumes the utilization of EAP-AKA
or EAP-SIM authentication. The Anyfi.net software enforces a minimum level of
security by blocking WEP from being used.
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Use case A
The authentication flow is illustrated in Figure

(RAN)

PMK EAPOL PMK
PTK PTK

Figure 4.5: Authentication and key transfer in Anyfi.net Use
case A. A double headed arrow denotes a negotiation. Text
above arrows describes which protocol is used.

WPA /WPA?2 authentication uses the EAPOL 4-way handshake to perform
mutual authentication between the mobile device and the home network, see
Figure This handshake protocol transfers nonces and security settings. The
actual authentication comes from verifying that the MIC values of these mes-
sages are calculated correctly using the secret key. At the end of the protocol both
mobile device and the A node have verified that the other party knows the pre-
shared secret key and they have created a session key based on the secret key, the
identities of both parties and random numbers from both parties.

The properties achieved by the authentication are:

+ Mutual authentication between mobile device and home network
+ Session key agreement

+ Both entities contribute to key derivation

- Long term secret exposed as explained below

Vulnerabilities

As explained in Section a weak point in the WPA/WPA2 authentication is
that eavesdropping on the EAPOL exchanges enables an attacker to perform of-
fline attacks such as dictionary attacks to recover the passphrase. Even a single
exchange is in principle sufficient. Hence users should deploy methods through
which the keys and passphrases in use are properly chosen.

Note that since the authentication exchange is routed through the Internet
there is a higher risk for attacks as any existing vulnerability can now be exploited
by a broader audience.

Use case B

The authentication flow in Use case B is shown in Figure
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Figure 4.6: Authentication and key transfer in Anyfi.net Use case
B. A double headed arrow denotes a negotiation. A single
headed arrow denotes a key transfer. Text above arrows
describes which protocol is used.

The EAP-AKA (we ignore the EAP-SIM case for the moment) protocol starts
with the mobile device sending its identity in a EAP-Response/Identity message.
This identity can be either a permanent identity, a temporary identity or a re-
authentication identity. The AAA server may respond with an identity request if
the received identity was not enough.

Subsequently the AAA server requests an authentication vector based on the
received identity and a sequence number from the AuC which contains a nonce,
an authentication token, a result value, an encryption key (CK) and an integrity
check key (IK). The AAA server sends the nonce and authentication token to the
mobile device together with a MIC value calculated from these.

The mobile mobile device runs AKA algorithms to check that the authenti-
cation token is correct and to compute the encryption key, integrity check key,
result value, and MIC. It then verifies that the received MIC was correct by which
it authenticates AuC and then it sends the calculated result to the AAA server.

The AAA server verifies that the received result value is correct by which
it authenticates the mobile device. If correct, the server sends an EAP-Success
message to the mobile device.

Finally the mobile device and the A node perform the EAPOL 4-way hand-
shake to derive the encryption keys used for the session. The secret key used in
the EAPOL exchange is based on the Pairwise Master Key (PMK) generated by
the AKA algorithms.

The properties achieved by the authentication are:

+ Mutual authentication between mobile device and carrier network
+ Possible with identity protection

+ Session key agreement

+ Both parties contribute to key generation

4.1.5 Data security

The different kinds of communication can be categorized as follows:
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e Internal communication on the visited network.
e Internal communication on the home network.

o Wireless user plane communication between the mobile device and the vis-
ited network.

e Wired user plane communication between the visited network and the
home network.

o Control plane communication between the MCS and the visited network.

e Control plane communication between the MCS and the home network.

A mobile guest is separated from the internal communication on the visited
network by letting the mobile device connect to a virtual network instead of the
private network. The wireless traffic with the private network is protected using
802.11i secrity with keys not available to any visiting mobile devices.

Control communication between the MCS and the networks are not secured
at all and thus available to anyone (in principle).

Traffic between the mobile device and the home network are encrypted using
802.11i security using the session key derived in the authentication. 802.11i secu-
rity is considered secure by today’s standards. This protection applies for both
the wireless transmissions between the mobile device and the visited network
as well as the wired transmissions between the host and home networks. It is
never decrypted and available outside the mobile device and the trusted home
network.

How the keys are generated differ between which use case the system is used
in.

Key management

As can be seen in Figure 4.5 and the session keys used for encryption are
generated in the mobile device and in a device on the trusted network. They are
never transferred from the trusted network which ensures confidentiality for the
traffic.

Weaknesses

As there is no data protection for control messages to and from the MCS this
data is at risk of being manipulated. Eavesdropping on the control data will
allow a malicious entity to learn the identity of a router and impersonate it in
communication with the MCS. This could potentially allow an attacker to modify
network specific settings in the MCS which may affect the service received by
the network. Securing this data with confidentiality and integrity protection will
prevent such issues.
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4.1.6 Anonymity

When a user connects through the Anyfinet system the home network will be-
come known to the visited network. This may allow the identity of the mobile
user to be found. For a home network in Use case A the anonymity set is as-
sumed to be very small and anonymity cannot be ensured. For Use case B the
home network is assumed to be a Mobile Network Operator with a large amount
of subscribers. Identifying a specific user among those subscribers is assumed to
be impossible and thus anonymity can be ensured.

When a mobile user connects using WLAN the Medium Access Control (MAC)
address of the device is used and this address can be used to track the user. In
Anyfinet the MAC address is used in the connection procedure which prevents
a user from changing it. It is therefore impossible to achieve unlinkability in
Anyfi.net.

4.1.7 Availability

There are two obvious points which could be targeted by a malicious entity aim-
ing to disrupt the service for users.

The first and foremost point is the availability of the MCS. As this service is
required to introduce networks with each other when setting up the connection,
now new connections are possible if the MCS becomes unavailable. The MCS is
controlled by an ISP, MNO or Anyfi Networks which are assumed to be able to
ensure robustness of this service. It is thus considered unlikely that this weak
point can be exploited.

The second weak point is the home network of the mobile device. As all traffic
is tunneled to this network it must be available during the entire connection. For
Use case A the home network is a residential gateway with low capacity which
could easily be overloaded. This would prevent the system from being used by
the devices associated with that network. The effect of such an attack would be
very limited, likely only effecting a few users. For Use case B the home network
is part of a carrier network. Such a network is assumed to be very robust. It is
thus considered unlikely that this weak point can be exploited in Use case B.

The visited network may be concerned that the system will disrupt normal
traffic by using too much capacity. To avoid this the Anyfi.net software limits the
amount of capacity that can be used by visiting devices to only a portion of the
available capacity.

4.1.8 Legal aspects

As all traffic in Anyfinet is tunneled in a protected form from the mobile device
to the home network, the home network will appear as the origin and destination
of the roaming user’s traffic. This transfers all legal responsibilities of the traffic
from the visited network to the home network.

Law enforcement performing legal interception of traffic is able to intercept
all traffic by monitoring the home network when a mobile user is using the sys-
tem.
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A network operator may have regulatory, moral or financial reasons for re-
stricting certain types of traffic in the system. Only the home network has the
possibility to put restrictions on the traffic. The visited network cannot effect the
traffic, not on a protocol level nor on a content level.

4.2 SWISH

SWISH supports by some modifications both Use case A and B as described in
the framework.

Use case A

To realize Use case A SWISH includes an additional entity. This is the home
network of the mobile device. It also requires a secure channel for distribution of
certificates.

Ethernet

NSY-

Encrypted data tunng

Visited network Home network

Figure 4.7: SWISH Use case A design

The use case is now as follows:

1. ISP manages firmware/configurations in the modems on the home and
visited network and in the mobile device.

2. Home and visited networks register with the CA and receive certificates.
3. The mobile device associates with the visited network.

4. The mobile device, home and visited networks authenticate each other
through the RAKE protocol.

5. The visiting network begins tunneling all traffic to the home network.
6. The accounting protocol between home and visited network starts.

7. The mobile device is given Internet access by the home network.
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Use case B

While SWISH can be modified to support Use case B, it is not optimal as it does
not support SIM-based authentication. However, the accounting protocol in-
cluded in SWISH is very suitable for this use case.

Ethernet

D)franasn

Encrypted data tunng

Visited network Carrier network

Figure 4.8: SWISH Use case B design

The use case looks now as follows:

1. The MNO and the visited network register with the CA and receive certifi-
cates.

2. The mobile device associates with the visited network.

w

The mobile device, visited network and MNO authenticate each other through
the RAKE protocol.

The visited network begins tunneling all traffic to the carrier network.
The accounting protocol between the carrier and visited network starts.

The mobile device is given Internet access by the carrier network.

N 9o

The visited network charges the MNO for the service.

421 Entities

The entities involved in SWISH differ slightly depending on if the system is con-
figured for Use case A or B.

For Use case A, the following entities are involved:

e Mobile device running SWISH software and belonging to a user in the
system. This device is using the service to roam across networks in the
system.
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Home network of the mobile device. This network contains a router or a
modem running SWISH software.

Visited network that the mobile device is connecting to. This network con-
tains a router or modem running SWISH software.

ISP that manages the networks in the system. The ISP is also assumed
to act as a CA and perform location discovery services for the visited net-
works.

For Use case B, the following entities are involved:

Mobile device running SWISH software and belonging to a user in the
system. This device is using the service to roam across networks in the
system.

Carrier network which the mobile user is a subscriber of. This networks
contains a server running SWISH software.

Visited network that the mobile device is connecting to. This network con-
tains a router or modem running SWISH software.

CA that distributes certificates to the networks in the system. This CA will
also likely perform location discovery services for the visited networks.

4.2.2 Assets

The following assets are important to some entity in the system:

Authentication credentials - The credentials used by an entity in the sys-
tem to authenticate itself. This includes passphrases for networks and cer-
tificate private keys.

User plane data - The data sent to/from the mobile device.

Control plane data - The control data sent between the visited and home
network.

Hardware - All entities possess hardware which are used in the system.

Capacity - The visited networks provides network capacity to the mobile
device.

Accounting information - In use case B the networks may charge each
other for the use of their capacity.

CA service - The ISP or CA issues certificates and manages a CRL.

User information - The ISP or CA will store information tied to the net-
works and users in the system.

Brand image - The ISP and company running the CA service have a brand
image to protect.
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Table 4.2: Assets in SWISH as well as which entities they are
important to.

Asset Entity
Mobile device
Authentication credentials Home network
Visited network
Mobile device
User plane data Visited network
Home network
Control plane data Visited network
Hardware All
Capacity Visited network
Accounting information Cér‘ner network
Visited network
CA service ISP / CA
User information ISP / CA
Brand image ISP / CA

4.2.3 Trustrelations

Use case A

As illustrated in Figure there is in SWISH, similar to the Anyfi.net system,
a strong mutual trust relationship between the mobile device and the home net-
work. These entities trust each other by definition as they share keys and it is
normally assumed that the same owner is in control of both the mobile device
and the home network. The security of authentication credentials, data security,
network resources and Internet access rely on this relationship. These assets are
critical to the operation of the system which is illustrated in the figure with a bold
arrow.

The visited and home networks also by definition trust the ISP that operates
the system. This trust is established by allowing the ISP to remotely manage the
modems and routes of the networks. It is also trusted to act as a CA in the system.
As illustrated by the thinner arrow in the figure, the assets protected by this trust
relationship are not critical to the operation of the system.

One thing worth noting is the absence of trust relationships between the net-
works and between the mobile device and the visited network. No trust is neces-
sary between them as they do not rely on the other party.

Use case B

As can be seen in Figure the trust relationships does not differ much com-
pared to Use case A.
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Figure 4.9: Trust relationships in SWISH when configured ac-
cording to Use case A. An arrow from node A to node B
denotes that node B is trusted by node A to protect some as-
set or perform some action. A bold arrow means it protects
important assets. A red arrow means a possible weakness.

One difference is that the networks no longer trust an ISP to remotely man-
age the network. However, the trust in the CA becomes more important as the
usage of certificates is more important in Use case B because of their role in the
accounting protocol.

Another difference is that there is a trust relationship between the networks
which protects the accounting. This trust is backed by authentication of the net-
works and an accounting protocol that provides non-repudiation.

4.2.4 Authentication

To perform the authentication SWISH uses a new protocol called RAKE (Roaming
Authentication and Key Exchange) which is an extension of EAP and designed
especially for SWISH.

All three entities have an active part in the execution of the RAKE protocol
by supplying identities and nonces as well as performing authentication.

RAKE
The authentication flow in the RAKE protocol is depicted in Figure
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Figure 4.10: Trust relationships in SWISH when configured ac-
cording to Use case B. An arrow from node A to node B de-
notes that node B is trusted by node A to protect some asset
or perform some action. A bold arrow means it protects im-
portant assets. A red arrow means a possible weakness.

The protocol starts with standard EAP messages to decide on a specific au-
thentication protocol after which the AAAy, sends a message with its identity and
a nonce to the mobile device.

The mobile device answers with its own nonce, its temporary identity that
provides identity protection, and the identity of the home network.

AAAy sends the two nonces and the identities of U and AAAy to the AAAY
server.

The AAAp server generates its own nonce and can then, using the three
nonces, the three identities and a secret key shared with U, compute two ses-
sion keys. It sends the message to AAAy containing its nonce and identity, a
MIC of the session value, one of the session keys encrypted using the public key
of AAAy and finally its signature.

AAAy verifies the signature to authenticate AAAy and decrypts the session
key. The other data is passed on to U.

U uses the identities and the nonces to calculate the session keys and verifies
that the MIC is correct, thereby authenticating AAAp. It then calculates its own
MIC which it sends to AAAy.

AAAy signs this message with its private key and passes it on to AAAL. Us-
ing the MIC and the signature, AAAp can authenticate both U and AAAy.
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The properties achieved by the RAKE protocol are:

+ Mutual authentication between U and AAAL

+ Mutual authentication between AAAy and AAAy
+ Possible with identity protection

+ Session key agreement

+ All entities contribute to key derivation

Long term secret exposed as explained below

(AAA)

RAKE RAKE
Kmh, Kt Kt Kmh, Kt
EAPOL

PTK PTK

Figure 4.11: Authentication and key transfer in SWISH. A dou-
ble headed arrow denotes a negotiation. Text above arrows
describes which protocol is used.

Weaknesses

A weak point in the authentication is that eavesdropping on a single authenti-
cation exchange allows an attacker to perform offline attacks such as dictionary
attacks to recover the secret key, see Section This vulnerability assumed
only to be relevant for Use case A where the user can pick their own, potentially
weak, passphrase for the home network. In Use case B the user is more likely
to be assigned one by the MNO which can avoid poor choices by having proper
management procedures in place.

The authentication exchange is routed through the Internet which results in
that any existing vulnerabilities are exposed to a broader audience.

Another weakness which in the SWISH authentication solution is the use of
certificates. As we discuss in our final Chapter [f] the use of certificates, albeit
technically sound, has practical disadvantaged in certain setups.

4.2.5 Data security

Data communication in SWISH can be divided into the following categories:
e Internal communication on the visited network.
¢ Internal communication on the home network.

o Wireless user plane communication between the mobile device and the vis-
ited network.
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e Wired user plane communication between the visited network and the
home network.

e Control plane communication between the visited network and the home
network.

Exactly how these communications channels are secured is not specified by
the SWISH system as such things are regarded implementation details.

The end-to-end encryption is an optional setting in the SWISH system which
can be disabled if the visiting network operator can be trusted. The tunnel be-
tween the two networks still protects the data transferred over the Internet.

In an implementation proposal of the system the SWISH designers use 802.11i
security for the wireless transmissions. For the tunneled communication IPsec
is used in AH mode for the network to network communication and IPsec in
EPS mode for the mobile device to home network communication. The private
part of the visited network are separated from the end-user by having the router
broadcast two different SSID for the connections.

Key management

As a result of the authentication protocol two keys are generated and distributed,
one key, K}, that is shared among the networks and the mobile device and one key,
K, shared only by the home network and the mobile device. The key known by
allis intended to be used for a secure tunnel between the network and for creating
the PTK for securing the wireless transmissions between the mobile device and
the visited network. The key shared only by the home network and the mobile
device is intended to be used for secure end-to-end encryption.

As illustrated by Figure the session keys appearing in the system are
generated in the mobile device and in a device on the home network. The end-
to-end encryption key K,,;;, is never transferred from these devices which ensures
confidentiality for the traffic.

The session key K; that is used for wireless protection and to secure the ac-
counting protocol is encrypted using the public key of the visited network and
transferred to the visited network. It is thus only known by the three parties
involved in the connection.

4.2.6 Anonymity

During the authentication, SWISH uses anonymous identities for the mobile user
but this is not always enough. When a user connects to the home network through
the SWISH system, the home network becomes known to the visited network.
This may allow the identity of the mobile user to be found despite using an
anonymous identity. For a home network in Use case A the anonymity set is
assumed to be very small and anonymity cannot be ensured. For Use case B the
home network is assumed to be an MNO with a large amount of subscribers.
Identifying a specific user among those subscribers is assumed to be impossible
and thus anonymity can be ensured.
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When a mobile user connects using WLAN the MAC address of the device
is used and this address can be used to track the user. While this MAC address
can be changed the system does not specify a way to do it. It would also require
the network interface to be restarted which could interrupt other services. It is
therefore too impractical to achieve full unlinkability in SWISH.

4.2.7 Availability

There are two points which could be targeted by a malicious entity aiming to
disrupt the service for users.

One of them is the availability of the CRL and location discovery service. The
CRL and location discovery service may be required for networks to connect to
each other, if this service is unavailable then no (new) connections are possible.
The CRL and location discovery service is assumed to be controlled by a corpo-
ration able to ensure the robustness of the service. It is thus considered unlikely
that this weak point can be exploited.

The second point is the home network of the mobile device. As all traffic is
tunneled to this network it must be available during the entire connection. For
Use case A the home network is a residential gateway with low capacity which
could easily be overloaded. This would prevent the system from being used by
the devices associated with that network. The effect of such an attack would be
very limited, likely only effecting a few users. For Use case B the home network
is part of a carrier network. Such a network is assumed to be able to handle large
amounts of traffic and be very robust. It is thus considered unlikely that this weak
point can be exploited in Use case B.

The visited network in Use case A may be concerned that the system will
disrupt normal traffic by using too much capacity. To avoid this the mobile de-
vice and the visited network perform an continuous negotiation of how much
capacity is available and how much is desired.

4.2.8 Accounting

The SWISH system contains a protocol for performing accounting and adding
the ability to charge users for the capacity provided. This comes with a couple of
concerns that are relevant in Use case B:

o A malicious visited network operator may attempt to charge too much for
the service.

e A malicious home network may attempt to avoid paying for the service.

The SWISH system attempts to solve this by introducing a protocol that pro-
vides non-repudiation.

The mobile device negotiates with the visited network how much data it
wants to send and how much the visited network allows to send. The mobile
device provides a cryptographic commitment of this. After the data has been
transferred the visited network requests and proof of this from the mobile device
and then requests a non-reputable receipt from the home network. This protocol
is then repeated multiple times during the connection.
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This protocol ensures that any fraud attempt will be extremely minor. At
most only two iterations of the protocol will be at risk which will correspond to a
very small amount of data.

4.2.9 Legal aspects

As all traffic in SWISH is tunneled in an encrypted form from the mobile device
to the home network the home network will appear as the origin and destination
of the traffic. This transfers all legal responsibilities of the traffic from the visited
network to the home network.

Law enforcement performing legal interception of traffic is able to intercept
all traffic by monitoring the home network when a user is using the system.

A network operator may have moral or financial reasons for restricting cer-
tain types of traffic in the system. Only the home network have the possibility to
put restrictions on the traffic. The visited network cannot effect the traffic, not on
a protocol level or on a content level.

4.3 Fon

Fon supports Use case A as described in the framework. It works best with what
can be described as a nomadic user, not a mobile (network) user as in Use case B.

Use case A

The entity deploying the system does not have to be an ISP, it could be Fon it-
self or another company. However, the system fits the use case best when it is
deployed by an ISP that can manage the networks in the system remotely.

. ISSL
S

02.11/PHY,

)

Visited network

Figure 4.12: Fon Use case A design

Use case A looks now as follows:

1. The ISP manages the firmware/configurations of the modems in network.
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4.3.1

The mobile user creates an account with the ISP authentication service.

. The mobile device connects to a visited network.

The visited network redirects the mobile device to the authentication ser-
vice.

. The authentication service authenticates the mobile device.

The mobile device is given Internet access by the visited network.

Entities

The following entities are involved in Fon:

Mobile device belonging to a user in the system. This device is using the
service to roam across networks in the system.

Visited network that the mobile device is connecting to. This network con-
tains a router or a modem running Fon software.

Authentication server that performs the authentication of users in the sys-
tem. This server may be operated by Fon itself or by one of its partnered
ISPs.

4.3.2 Assets

The following assets are important to some entity in the system:

Authentication credentials - The credentials used by the mobile device and
authentication server to authenticate each other. This is a combination of
an email address and a password and a certificate private key.

User plane data - The data sent to/from the mobile device.

Control plane data - The control data sent between the visited network and
the authentication server.

Hardware - All entities possess hardware which are used in the system.

Capacity - The visited networks provides network capacity to the mobile
device.

Accounting information - The mobile device may purchase a temporary
pass for a given amount to use the service. This amount is split between
the visited network used to make the purchase and the company running
the authentication server.

User information - The authentication server will store information tied to
the networks and users in the system.

Brand image - The company running the authentication server have a brand
image to protect.
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Table 4.3: Assets in Fon as well as which entities they are impor-
tant to.

Asset Entity
.. ) il i
Authentication credentials MOb.l © c.ieV1ce
Authentication server
Mobile device
1 dat ..
User plane data Visited network
Authentication server
Control plane data Visited network
Hardware All
Capacity Visited network
Accounting Information All
User information Authentication server
Brand image Authentication server

4.3.3 Trust relationships

As seen in Figure the mobile device by definition trusts the ISP that operates
the system. This trust relationship protects the authentication credentials of the
mobile user.

Also the visited network, by definition, trusts the ISP. This trust is a result of
the fact that the ISP is assumed to be able to remotely manage the modems and
routers of the network.

The visited network also trusts the mobile device. This trust relationship is
a result of allowing the nomadic user to use the Internet connection of the vis-
ited network. As depicted in the figure, this relationship reveals that the visited
network is exposed to threats from a malicious mobile device since being able to
authenticate to the ISP is the only required step to becoming trusted. The visited
network is not able to decide who is to be trusted but may face consequences if
the connection is misused.

Finally the mobile device trusts both the visited network as well as every
device capable of receiving WLAN data in the physical proximity. This trust is
a consequence of not encrypting data which allows anyone to view it. As seen
in the figure, this relationship is easily compromised since trusting everyone in
the physical proximity is not feasible. Hence we have a strange situation where
the mobile device has to trust its environment but there are no means in place
to instrument such a trust. Hence only data that requires no security can be sent
under such a regime or the user must instrument protection means above the
connection level.
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Authentication credentials Remote management

Intemet access

Prwate data
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Figure 4.13: Trust relationships in Fon when configured accord-
ing to Use case A. An arrow from node A to node B denotes
that node B is trusted by node A to protect some asset or
perform some action. A bold arrow means it protects impor-
tant assets. A red arrow means a possible weakness.

4.3.4 Authentication

No authentication is required for the initial connection to the visited network but
the user is only given restricted Internet access.

When the user attempts to use the connection to visit a web page the user
is redirected to the authentication server. This connection is secured using SSL
which ensures confidentiality of the data sent.

In SSL the authentication server authenticates to the mobile device using
its certificate after which they negotiate security parameters and derive sessions
keys use for encrypting the traffic.

The mobile user then submits its authentication credentials over this connec-
tion though a web form. The authentication server can then verify that the cre-
dentials are correct after which it notifies the visited network to lift the restrictions
for the mobile device.

The properties achieved by the authentication are:

+ Mutual authentication between U and AAA
- Security based on user awareness as explained below

- No authentication of visited network
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Weaknesses

Browsers typically warn the user if the certificate received in an SSL connection
attempt is invalid. However, browsers do not warn if the SSL connection is miss-
ing all together as with a normal HTTP connection. The user must himself verify
that the authentication is actually performed over a secure connection with the
correct server. This makes it easy to trick a user into connecting to a rogue access
point which routes the traffic to a fake authentication server.

When this is combined with the fact that the user sends the credentials di-
rectly to the authentication server instead of using an authentication protocol it
becomes trivial for an attacker to acquire the credentials.

4.3.5 Data Security

The different kinds of communication can be divided into the following cate-
gories:

e Internal communication on the visited network.

o Wireless user plane communication between the mobile device and the vis-
ited network.

e Control plane communication between the visited network and the authen-
tication server.

The private and public networks are separated using virtual networks. The
Fonera router broadcasts two different SSIDs for the networks.

The internal traffic on the visited network is secured using 802.11i wireless
security.

There is no security at all for the public part of the visited network. This
means that anyone in physical proximity of the visited network are able to view
the traffic.

Weaknesses

The lack of data security on the public part of the network may lead to sensitive
data getting disclosed by security unaware users and it will limit the use of the
system for security aware users.

It also makes it possible to hi-jack connections by changing to the same MAC
address as an authenticated user. This allows a mobile device to bypass the au-
thentication.

If a Fon router is incorrectly configured to connect to the Internet through an-
other router running DHCP instead of connecting to the Internet directly, guests
connected to the public Fon network will be considered as members of the pri-
vate network. They will have access to all the resources and traffic on the private
network.
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4.3.6 Anonymity

As the authentication is performed over an encrypted SSL tunnel, a user has the
possibility of staying anonymous when using the system. However, since the
traffic sent by the mobile device is not confidentiality protected there is a risk that
a user can be identified by studying the data. The mobile user could be identified
using cookies, email, web sites visited among other things.

When a mobile user connects using WLAN the MAC address of the device
is used and this address can be used to track the user. While this MAC address
can be changed the system does not specify a way to do it. It would also require
the network interface to be restarted which could interrupt other services. It is
therefore too impractical to achieve unlinkability in Fon.

4.3.7 Availability

There is one main point which could be targeted by a malicious entity aiming
to disrupt the service for users. This is the authentication server that is used
to authenticate users. If this server is unavailable then no new connections are
possible.

The visited network may be concerned that the system will disrupt normal
traffic by using too much capacity. Fon prevents this by allowing the visited net-
work to specify how much capacity should be available to guests.

4.3.8 Legal aspects

As guest traffic is seen as originating from the visited network, the visited net-
work operator is the first suspect if the Internet connection is used for something
illegal. The authentication server keeps logs of every guest connection which
may help to prove the operator innocent but additional logs are required by the
visited network to identify which traffic was from the private part of the network
and which was from guests. The correctness of the logs may also be disputed due
to the problem with rogue access points and connection hi-jacking mentioned
previously.

Sharing or reselling of Internet access is against the Terms of service of many
ISPs. Unless a visited network’s ISP is explicitly partnered with Fon he may risk
losing Internet access if using the Fon service.

4.4 Eduroam

Eduroam supports Use case B as described in the framework. It does not support
Use case A as it requires an infrastructure too advanced for residential networks.

Use case B

Eduroam is not designed for mobile offload but could be used in a similar way.
It realizes the use case by replacing the MNO with an educational institution
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without means for SIM-based authentication. It also introduces a new entity, fed-
erations, that aid in routing authentication exchanges.

Us
17

Home network

802.11/PHY

——
Encrypted data tunnel

Visited network

Figure 4.14: Eduroam Use case B design

Use case B looks now as follows:

1.
2.
3.
4.

4.4.1

An institution becomes part of the Eduroam system.
A user registers at the institution and receives authentication credentials.
The user associates with an eduroam network of another institution.

The visited network forwards the authentication request to the federation
servers.

The federation routes the authentication request to the home institute.
The mobile device and the home institute authenticate each other.

The user is given Internet access by the visited network.

Entities

The following entities are involved in Eduroam:

e Mobile device belonging to a user in the system. This device is using the

service to roam across networks in the system.

o Home institute of the mobile device. This network contains an AAA server

able to authenticate the user.

e Visited network that the mobile device is connecting to. This network con-

tains an AAA server.

o Federation servers that are used to route authentication requests between

networks.
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442 Assets

The following assets are important to some entity in the system:

o Authentication credentials - The credentials used by the mobile device and
home institute to authenticate each other.

e User plane data - The data sent to/from the mobile device.
e Hardware - All entities possess hardware which are used in the system.
o Capacity - The visited networks provides the mobile device with capacity.

o Authentication infrastructure - The home network contains infrastructure
for performing the authentication.

e Brand image - The organisation/institutes running the authentication ser-
vers have a brand image to protect.

Table 4.4: Assets in Eduroam as well as which entities they are
important to.

Asset Entity
.. ) Mobile devi
Authentication credentials ° 1e' eyme
Home institute
Mobile device
U 1 dat ..
Set plahe data Visited network
Hardware All
Capacity Visited network
Authentication infrastructure Home institute
Brand image Home organisations/institutes

4.4.3 Trust relations

As depicted in Figure the mobile device by definition trusts its home net-
work. This trust protects the authentication credentials used by the mobile user.

The mobile device also trusts the visited network. This trust comes as a re-
sult of allowing the visited network access to the data sent by the mobile device.
As can be seen in the figure, this trust relationship exposes the mobile device to
threats from a malicious visited network. This is a result of not authenticating the
visited network which means the mobile device does not know who it is placing
trust in.

The visited network trusts the mobile device. This trust is a result of allowing
the mobile device Internet access and the use of network resources. As seen in
the figure, this trust relationship exposes the visited network to malicious mobile
devices as the visited network cannot choose which mobile devices to place this
trust in.
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Finally the home network trusts the visited network. This is a result of the
home network exposing its authentication infrastructure to the visited network.
As they may communicate through proxy servers they may not know exactly
who they are placing the trust in. This may be feasible for the current use of
Eduroam but it could cause problems if the system is more widely used.

(0 e
b <Authenticatir:)r*u infrastructure b

Internet access
MNetworle resources

Authentication Credentials

a

Figure 4.15: Trust relationships in Eduroam when configured ac-
cording to Use case B. An arrow from node A to node B de-
notes that node B is trusted by node A to protect some asset
or perform some action. A bold arrow means it protects im-
portant assets. A red arrow means a possible weakness.

4.4.4 Authentication

The authentication infrastructure in Eduroam is structured as a hierarchy of AAA
servers using the RADIUS protocol. When a mobile device connects to the visited
network the authentication request is routed using RADIUS/TSL to the AAA
server on the user’s home institute. The AAA servers use a shared secret when
communicating which means that they must have knowledge of each other in
advance.

The type of credentials used to authenticate mobile users is decided by the
home institute and may be different for different institutes. For university stu-
dents and staff it is however assumed that they will use a username and pass-
word combination.

Eduroam requires that there is some form of confidentiality protection for the
authentication exchange. Combined with username and password credentials
the most likely protocols for the authentication would be EAP-TTLS + PAP or
EAP-PEAP + MS-CHAPv2.
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The authentication flow can be seen in Figure [4.16]

Both authentication protocols work in a similar way. They create a TLS con-
nection from the mobile device to the AAAp server through which the user au-
thentication is performed. The AAAp server authenticates to the user during the
setup of the TLS connection with its certificate.

If PAP is used for authentication the user sends its username and password
directly to the AAAp server through the secure tunnel. The server authenticates
the user by comparing the credentials received with values stored in its database.

If MS-CHAPvV2 is used for authentication the server sends a challenge con-
taining a nonce to the user. The users sends a response containing its own nonce,
and a hash of the username, password and the two nonces to the server. The
server verifies that the response was correct and replies with a Success message
containing a response to the user-challenge.

The properties achieved by the authentication are:

+ Mutual authentication between mobile device and home institute
+ Possible with identity protection

+ Session key agreement

+ Both parties contribute to key generation

+ Verification of roaming agreement with visited network

No authentication of visited network

(LA ) (AAA)

RADIUS RADIUS
PAP ’,\(

RADIUS _ JPMK

RADIUS

PMK

Figure 4.16: Authentication and key transfer in Eduroam. A dou-
ble headed arrow denotes a negotiation. A single headed
arrow denotes a key transfer. Text above arrows describes
which protocol is used.

Weaknesses

The visited network is never explicitly authenticated by the mobile device, it is
only verified through the RADIUS protocol that a roaming agreement exists with
the home institute. This means that the mobile device does not know which net-
work it connects to. This exposes the mobile device to the threat of rogue access
points which can be created if the attacker acquires the RADIUS credentials of
any eduroam access point.
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4.4.5 Data security

The different kinds of communication can be divided into the following parts:

e Internal communication on the visited network.

o Wireless user plane communication between the mobile device and the vis-
ited network.

¢ Control plane communication between the visited network and the home
network.

The two parts of the network are separated using virtual networks.

The communication on the network is protected using 802.11i security. The
encryption keys used are derived during the authentication.

An important note is that the data protection only applies for the wireless
transmission, the visited network has access to the unencrypted traffic.

The control plane traffic is secured using the RADIUS protocol.

Key management

During the authentication keying material is derived from the TLS connection in
the mobile device and in the AAAR on the home institute. This keying material
is used to create the session key. As seen in Figure the session key is then
transferred using the RADIUS protocol to the access point on the visited network
where the encryption keys are derived.

Weaknesses

The fact that the visited network has access to the data combined with the fact
that the visited network is never explicitly authenticated means that the mobile
user does not have any control of who is given access to the data. This may be
acceptable when it is known that the visited network is another university which
may earn it some degree of trust but it may prevent the system from being used
in other situations on a larger scale.

4.4.6 Anonymity

As mentioned earlier it is possible to use anonymous identities during the au-
thentication which gives users the possibility or staying anonymous when using
the system. However, since the traffic is available to the visited network there is
a risk that the user can be identified by studying the data. The mobile user could
be identified using cookies, email, web sites visited among other things.

When a mobile user connects using WLAN the MAC address of the device
is used and this address can be used to track the user. While this MAC address
can be changed the system does not specify a way to do it. It would also require
the network interface to be restarted which could interrupt other services. It is
therefore too impractical to achieve unlinkability in Eduroam.
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4.4.7 Availability

There are two obvious points which could be targeted by a malicious entity aim-
ing to disrupt the service for users.

First is the AAA server of the home institute. If this server is unavailable
it is not possible for users belonging to that network to authenticate themselves
which prevents them from using the service.

The other point is the federation servers used to route authentication requests.
If these become unavailable then authentication requests to or from institutions
within that federation will fail and the user will not be able to use the service.

Both the AAA servers of institutions and those of federations are assumed to
be managed by large organizations able to ensure that they are robust. It is thus
considered unlikely that these weak points can be exploited.

4.4.8 Legal aspects

As guest traffic is seen as originating from the visited network, the visited net-
work is the first suspect if the Internet connection is used for something illegal.
Due to this both the visited network and the home institute are required to keep
logs of the connections to be able to identify misbehaving users.

It also means that law enforcement performing legal interception of a user’s
traffic must monitor all networks that the user connects to.

4.5 Passpoint

Passpoint supports Use case B as described in the framework. While it could
support Use case A as well it is designed for commercial use and would require
an authentication infrastructure more advanced than what is typically available
in a residential network.

Use case B

When realizing the use case Passpoint introduces a new protocol, Access Net-
work Query Protocol (ANQP), that lets the mobile device discover the capabili-
ties of the visited network before it actually attempts to connect.

For Passpoint Use case B looks now as follows:

1. The MNO creates a roaming agreement with the visited network operator.
2. The mobile device determines the capabilities of the visited network.

3. The mobile device associates with the visited network.
4

. The visited network routes the authentication request to the carrier net-
work.

The mobile device and the MNO authenticate each other.

o1

6. The mobile device is given Internet access by the visited network.

7. The visited network operator charges the MNO for the service.
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4.5.1

RADIUS

Carrier network

802.11/PHY

————————
Encrypted data tunnel

Visited network

Figure 4.17: Passpoint Use case B design

Entities

The following entities are involved in Passpoint:

Mobile device belonging to a user in the system. This device is using the
service to roam across networks in the system.

Carrier network of the mobile device. This network contains an AAA
server able to authenticate the user.

Visited network that the mobile device is connecting to. This network con-
tains an AAA server.

452 Assets

The following assets are important to some entity in the system:

Authentication credentials - The credentials used by the mobile device and
carrier network to authenticate each other.

Use plane data - The data sent to/from the mobile device.
Hardware - All entities possess hardware which are used in the system.
Capacity - The visited networks provides the mobile device with capacity.

Authentication infrastructure - The carrier network contains infrastruc-
ture for performing the authentication.

Accounting information - The carrier network may pay the visited net-
work for the use of the network.

Brand image - Both the visited network and the carrier network have an
brand image to protect.
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Table 4.5: Assets in Passpoint as well as which entities they are
important to.

Asset Entity
Authentication credentials Mol.)ﬂe device
Carrier network
Mobile device
User plane data Visited network
Hardware All
Capacity Visited network

Authentication infrastructure Carrier network
Carrier network
Visited network

Brand image

4.5.3 Trust relations

As can be seen in Figure the mobile device by definition trusts its carrier
network. This trust protects the authentication credentials used by the mobile
user and the carrier network.

The mobile device also trusts the visited network. This trust comes as a result
of allowing the visited network access to the data sent by the mobile device. This
trust relationship exposes the mobile device to threats from the visited network
since the visited network is not authenticated which means the mobile device
does not know who it is placing trust in.

The visited network trusts the mobile device. This trust is a result of allowing
the mobile device Internet access. As seen in the figure, this trust relationship ex-
poses the visited network to misuse by the mobile devices as the visited network
cannot choose which mobile devices to place this trust in.

Finally the carrier network trusts the visited network. This is a result of the
carrier network exposing its authentication infrastructure to the visited network
and allowing the visited network to perform the accounting. The carrier network
may not directly authenticate the visited network and has no guarantee that the
visited network is honest when performing the accounting which exposes it to
possible fraud.

4.5.4 Authentication

The authentication flow can be seen in Figure

The authentication procedure starts when the mobile device comes within
range of the access point and starts the Passpoint exchange. The mobile device re-
quests information about which services the access point can provide and which
MNOs or other service providers it has roaming agreements with. If the mobile
device finds the access point sufficient for its needs it will attempt to connect.
The access point forwards the authentication data to its local AAAy server on the
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([

Authentication infrastructure o
Accounting reports

Internet access

Private data Authentication credentials

%

Figure 4.18: Trust relationships in Passpoint when configured
according to Use case B. An arrow from node A to node B
denotes that node B is trusted by node A to protect some as-
set or perform some action. A bold arrow means it protects
important assets. A red arrow means a possible weakness.

visited network. From there the authentication request is routed using RADIUS
through multiple AAA servers to one on the carrier network.

Between the mobile device and the AAAL server the EAP-AKA protocol is
performed.

The EAP-AKA protocol starts with the mobile device sending its identity in a
EAP-Response/Identity message. This identity can be either a permanent iden-
tity, a temporary identity or a re-authentication identity. The AAA server may
respond with an identity request if the received identity was not enough.

The AAAp server then requests an authentication vector based on the re-
ceived identity and a sequence number from the AuC which contains a nonce,
an authentication token, a result value, an encryption key (CK), and an integrity
check key (IK). The AAAp server sends the nonce and authentication token to
the mobile device together with a MIC value calculated from these.

The mobile mobile device runs its AKA algorithm(s) to check that the authen-
tication token is correct and to compute the encryption key, integrity check key,
result value, and MIC. It then verifies that the received MIC was correct by which
it authenticates AuC and then it sends the calculated result to the AAAg server.

The AAAp server verifies that the received result value is correct by which
it authenticates the mobile device. If correct, the server sends an EAP-Success
message to the mobile device.

The properties achieved by the authentication are:
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+ Mutual authentication between mobile device and carrier network
+ Possible with identity protection

+ Session key agreement

+ Both parties contribute to key

+ Verification of roaming agreement with visited network

No authentication of visited network

AAA,

CK.IK

Figure 4.19: Authentication and key transfer in Passpoint. A dou-
ble headed arrow denotes a negotiation. A single headed
arrow denotes a key transfer. Text above arrows describes
which protocol is used.

Weaknesses

The visited network is never explicitly authenticated by the mobile device, it is
only verified through the RADIUS protocol that a roaming agreement exists with
the carrier network. This means that the mobile device does not know which
network it connects to and can thus not protect against rogue access points. Pos-
sessing the shared secret used with RADIUS of a single access point in the system
is enough to setup a rogue access point.

4.5.5 Data security
The different kinds of communication can be divided into the following parts:

o Wireless user plane communication between the mobile device and the vis-
ited network.

e Control plane communication between the visited network and the home
network.

The user plane traffic is protected using 802.11i security with the encryption
keys derived during the authentication. An important note is that the data pro-
tection only applies for the wireless transmission, the visited network have access
to the unencrypted traffic.

The control plane traffic is secured with the RADIUS or DIAMETER protocol.
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Key management

During the authentication keying material is derived through the EAP-AKA pro-
tocol in the mobile device and in the AuC server on the carrier network. This
keying material is used to create the session key. As seen in Figure the ses-
sion key is then transferred using the RADIUS protocol to the access point on the
visited network where the encryption keys are derived.

Weaknesses

The fact that the visited network has access to the data combined with the fact
that the visited network is never explicitly authenticated means that the mobile
user does not have any control of who is given access to the data.

4.5.6 Anonymity

During the authentication, EAP-AKA uses anonymous identities for the mobile
user which gives users the possibility of staying anonymous when using the sys-
tem. However, since the traffic is available to the visited network there is a risk
that the user can be identified by studying the data. The mobile user could be
identified using cookies, email, web sites visited among other things.

When a mobile user connects using WLAN the MAC address of the device
is used and this address can be used to track the user. While this MAC address
can be changed the system does not specify a way to do it. It would also require
the network interface to be restarted which could interrupt other services. It is
therefore too impractical to achieve unlinkability in Passpoint.

4.5.7 Availability

There is one point which could be targeted by a malicious entity aiming to disrupt
the service for users.

The AAAg server on the carrier network must be available for a user to au-
thenticate himself. If it is unavailable then none of that carrier’s subscribers will
be able to use the service. The carrier network is assumed to be robust hence it is
considered unlikely that this weak point can be exploited.

4.5.8 Legal aspects

As guest traffic is seen as originating from the visited network, the visited net-
work is the first suspect if the Internet connection is used for something illegal.
Due to this both the visited network and the carrier network are required to keep
logs of the connections to be able to identify misbehaving users.

It also means that law enforcement performing legal interception of a user’s
traffic must monitor all networks that the user connects to.
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Chapter 5

Comparison

This chapter contains a comparison of the five analysed systems. They are di-
vided into two groups based on the use cases presented in the framework. In
each group the systems are compared against each other according to the sub-
jects treated in the analysis.

Table 5.1: Table of systems that will be compared. Comparison
will be column-wise.

Use case A ‘ Use case B
Anyfi.net Anyfi.net
SWISH SWISH
Fon Eduroam

Passpoint

5.1 Use case A

5.1.1 System design

As can be seen in the Figures and the design of Anyfinet and SWISH
are similar. Both systems split the traditional AP across different networks. In
SWISH, the visited network is more complex than in Anyfi.net. This is because
in SWISH the visited network is involved with the authentication and contains
functions such as encryption/decryption and accounting. In Anyfinet the vis-
ited network acts only as a radio head. Something similar to the MCS entity in
Anyfi.net will likely be present also in SWISH but it is not clearly defined in the
system.

Fon differs a lot from the other two in that it does not contain a user controlled
home network. The authentication server is instead a centralized server outside
of the mobile user’s control. It also means that all of the normal AP functionality
is contained on the visited network.
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5.1.2 Trust model

As can be seen in Figures and summarized in Table the trust

relationships in Anyfinet and SWISH are very similar. An important common
point is that the mobile devices are not required to trust the visited networks, they
only trust their home networks. This relationship is identical in both systems, it
covers authentication, Internet access, network resources and data.

Table 5.2: Trust relations in Use case A. The table displays if
a trust relation exists or not or if it is not applicable to the

system.

Property Anyfinet SWISH Fon

Mobile user trust home network Yes Yes -
Mobile user trust visited network No No Yes
Mobile user trust ISP - - Yes

Home network trust mobile user Yes Yes -

Home network trust visited network No No -

Home network trust ISP Yes Yes -
Visited network trusts mobile user No No Yes

Visited network trusts home network No No -
Visited network trusts ISP Yes Yes Yes
ISP trust mobile user No No No

ISP trust home network Yes No -
ISP trust visited network Yes No No

The main difference between them is that in Anyfi.net the ISP trust the net-
works. This relationship is not found in SWISH. Since this relationship in Anyfi.net
exposes the ISP it gives SWISH an advantage but it is very small as the relation-
ship does not affect the security of the end users.

Fon is very different from the other two systems as there is no connection to
the home network when a mobile device is roaming, there is not even a need for
a home network to exist. Instead the mobile device must trust both the visited
network as well as other mobile devices in the physical proximity. This limits
the environments where the system is suitable in and which type of traffic that
should be sent on it. The visited network must also trust the mobile device as it
is giving it direct Internet access. This can be a problem since the visited network
relies on the ISP to authorize mobile devices instead of choosing which devices
to trust on its own.

Anyfinet and Fon are similar in that there is not a big requirement for net-
works to become a part of the system. The only thing that is required is that the
access point run software specific to the system. This makes the trust relation-
ships that depend on these entities susceptible to abuse.

All three systems are similar in that the networks by definition trust the ISP
that runs the systems. In Fon the mobile device also trusts the ISP.
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5.1.3 Authentication

Authenticated entities

The interesting functions for the authentication are the following:

e F1 - Authenticate the authentication server on the trusted network
e F2 - Authenticate the visited network
e F3 - Authenticate the mobile device

o F4 - Route authentication exchanges

Table 5.3: Overview of the location of authentication functions.
Green backgrounds denote that the entity is by definition
trusted by the mobile device and red backgrounds denotes
that the entity is untrusted by the mobile device.

Anyfi.net | U A E
F1|X

F2 | -

F3

F4 | -

Fon | U

F1| X

F2 | -

F3

F4 | -
SWISH | U
F1|X

F2

F3

F4

All systems attempt to achieve similar goals with authentication. As seen in
the Table they all achieve mutual authentication between the mobile device
and the authenticator.

Fon is slightly different in this as the authenticator is a central server which is
the same for all users, rather then a server in the home network as with Anyfi.net
and SWISH.

SWISH is the only system that performs the authentication through a proxy
server. In both Anyfi.net and Fon the mobile device connects directly to the au-
thentication server. This increases the ways the authentication protocol in SWISH
could be attacked but presently no vulnerabilities that could exploit this attack
vector are known.
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SWISH differs from the other two systems in that it also performs mutual
authentication between the visited and home network. This enables the networks
to perform better control of who is allowed to use the networks. However, this
control is not so relevant for Use case A as both networks are assumed to be
managed by the same ISP which removes the need for security in the accounting
protocol as no charging will be required.

SWISH does, however, make it more expensive to recover from security inci-
dents. While the secret key of a network can be changed rather easily if the num-
ber of users of the network are few, revoking a certificate, requesting a new one,
issuing it and finally installing it is a expensive process. While a compromised
certificate does not compromise the data which relies on the secret key, it allows
a malicious entity to impersonate the network towards other networks and the
managing ISP. Again, this is not a big issue in Use case A where accounting is
less relevant.

Authentication implementation

Table 5.4: Authentication credentials used in the different sys-

tems.
‘ Anyfi.net Fon SWISH
Mobile device | Secretkey Email+password Secret key
Authenticator | Secret key Certificate Secret key/Certificate
Visited network - - Certificate

As can be seen in Table [5.4| the most similar authentication is in the systems
Anyfi.net and SWISH. Anyfi.net uses the standard EAPOL handshake from the
802.11 standard and SWISH uses the RAKE 3-way handshake. Both protocols
are based on a challenge-response exchange using a secret key to perform the
authentication of the mobile device and the home network.

Both systems suffer from the vulnerability that offline attacks can be mounted
to recover the secret key after eavesdropping on the authentication exchange.
This vulnerability is present in normal WPA/WPA2 authentication as well but
becomes more serious in the considered systems as the authentication exchange
is exposed to a broader "audience". This affects users who use a weak secret key
that is vulnerable to dictionary attacks.

Compared to Anyfi.net the protocol in SWISH is a little different in that it in-
cludes digital signatures that allow the networks to authenticate each other even
if they had no prior knowledge of each other (but recall the there the CA and its
root key forms the a priori knowledge). The authentication also results in two
different keys, one for data end-to-end encryption and one for securing the ac-
counting protocol used between the networks.

Fon on the other hand is very different as it does not use an authentication
protocol. The fact that the authentication relies on a SSL connection means that
users must manually detect a rogue access point rather then a automatic detection
through a protocol as in Anyfi.net and SWISH. This makes is far more likely that
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authentication credentials are compromised in Fon compared to Anyfinet and
SWISH. As the authentication credentials are the email and password of the user
there is a risk that the user is using the same password or a similar one with other
accounts such as email, banking or social web sites which could also become
compromised.

The authentication in both Anyfi.net and SWISH can be performed without
any user interaction if they have connected to the network before. Users of Fon
must manually perform the authentication each time.

Data security and key management
The interesting functions for the data security and key management are the fol-
lowing;:

o F5 - Perform encryption/decryption of data

e F6 - Derive session key

e F7 - Access to session key

Table 5.5: Overview of the location of data security functions.
Green backgrounds denote that the entity is by definition
trusted by the mobile device and red backgrounds denotes
that the entity is untrusted by the mobile device.

A E

Anyfi.net

F5
F6
F7
Fon

X

X

C X X X|C

F5 | -
F6 | -
F7 | -
SWISH | U
F5 | X
F6 | X
F7 | X

X

X X

As can be seen in Table[5.5] Fon differs significantly from the other systems by
not having any data security for the public part of the network. This is obviously
a big issue if the users of the system wish to transmit sensitive data. As a result,
Fon users are limited in where they can use the system and what they can use it
for.

The resulting security for user plane data traffic is the same in both Anyfi.net
and SWISH. Data is encrypted end-to-end from the mobile device to the exit point
on the home network. The key used for end-to-end encryption is derived in the
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mobile device and at the home network and never transferred to any untrusted
device. This means that users of the system can expect the same level of user
plane data security as when they are connected to their home networks directly.

SWISH has the option to use additional encryption for the wireless transmis-
sion but it is unnecessary when end-to-end encryption is being used. A compro-
mised K, see section will likely be caused by a compromised secret key
which would allow the attacker to also derive the PTK.

5.1.4 Availability

All three systems share a similar weak point when it comes to availability. Par-
ticularly it is the Mobility Control Server in Anyfi.net and SWISH and the AAA
server in Fon that could cause concern. However, these are enterprise owned and
controlled servers and can thus be considered robust. Therefore it is considered
unlikely that these servers become unavailable.

Anyfi.net and SWISH share another weak point which is availability of the
home network. Since if the home network which is now made accessible from
the outside to provide the Internet access service, becomes unavailable through
an attack likewise the roaming Internet service will be not available. However,
the effect of such an event is rather limited, effecting only the user (or users) from
the targeted home network. The home network becoming unavailable may thus
be considered to be a minor vulnerability.

5.1.5 Anonymity

Table 5.6: How the systems perform in regards to anonymity.

‘ Anyfi.net Fon SWISH
Anonymity No Depends on user No
Unlinkability No No No

As can be seen in Table[5.6] none of the systems achieves complete anonymity.
With Anyfinet and SWISH the address of the home network will be known. As
a residential network is assumed to have a very small anonymity set, this may
allow an attacker to find the identity of the mobile user. With Fon and attacker
could use information from the traffic such as cookies, web sites visited and the
information sent to learn the identity of the mobile user.

The systems also all fail to achieve unlinkability as they rely on the WLAN
standard which uses the MAC address of devices. This MAC address can be
tracked between different sessions even if the data sent is encrypted.

5.1.6 Legal aspects

Because of the use of a tunneling solutions in Anyfi.net and SWISH but not in Fon
the former two have similar characteristics when looking as the legal implications
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of the solutions. Fon on the other hand gives a setup where the user data flow is
connected to the Internet via the different visited networks. We come back to the
implications of these differences in the last chapter.

It should be noted that identity theft is rather simple to stage in the Fon sys-
tem. This makes also that the logging in the Fon system may not be accurate
which could be worse than no logs at all.

5.2 UsecaseB

5.2.1 System design

As with Use case A, Anyfi.net and SWISH have a similar design, they both split
the traditional AP across different networks. The difference is that the visited
network is slightly more complex in the SWISH case and Anyfi.net supports a
more advanced authentication infrastructure.

The design of Eduroam and Passpoint are very similar as well. In many cases
they would be identical but in connection with Use case B Passpoint is assumed to
also contain a AuC. Compared to Anyfi.net and SWISH they keep the traditional
AP in the visited network. Rather then connecting directly to the home network
Eduroam and Passpoint use multiple proxy AAA servers.

5.2.2 Trust model

The trust relations for the systems are illustrated in Figures[4.4} [4.10} [4.15/and [4.18
and summarized in Table 5.7

Table 5.7: Trust relations in Use case B. The table displays if
a trust relation exists or not or if it is not applicable to the

system.
Property Anyfinet SWISH Eduroam Passpoint
Mobile user trust carrier network Yes Yes Yes Yes
Mobile user trust visited network No No Yes Yes
Mobile user trust third party No No - -
Carrier network trust mobile user Yes Yes No No
Carrier network trust visited network No Yes Yes Yes
Carrier network trust third party Yes Yes - -
Visited network trusts mobile user No No Yes Yes
Visited network trusts carrier network No Yes No No
Visited network trust third party Yes Yes - -
Third party trust mobile user No No - -
Third party trust carrier network Yes No - -

Third party trust visited network Yes No - -
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Similar to the grouping in the design, we see that the trust models for Anyfi.net
and SWISH are very similar and that the models for Eduroam and Passpoint are
very similar.

The largest difference between the two groups is that with Eduroam and Pass-
point the mobile device must trust the visited network and the visited network
must trust the mobile device. This is not needed in Anyfinet and SWISH. This
assumed trust relationship is a problem as the visited network and mobile device
are unknown to each other. Holding trust in an unknown entity is not feasible.

Another difference is that the networks in Eduroam and Passpoint do not
require any trust in a third part like with Anyfi.net and SWISH which utilizes a
MCS or location discovery service.

Within the two groups there are only small differences. In Anyfi.net the third
party trusts the networks which is not present in SWISH. This is a potential cause
of problems as the networks are trusted to provide accounting reports but there
are insufficient means to ensure that these are accurate.

In SWISH the networks trust each other to perform the accounting. This trust
is ensured by mutual authentication between the networks and non-repudiation
in the accounting protocol.

For Eduroam and Passpoint, the trust relationship between the visited net-
work and the home network is more important in Passpoint as it also protects
any accounting. In the real Eduroam system the accounting is in fact mostly irrel-
evant as no charging from individuals is in place. In both systems this is deemed
to be a possible vulnerability as the networks do no authenticate each other.

5.2.3 Authentication

Authenticated entities

The interesting functions for the authentication are the following:

e F1 - Authenticate the authentication server on the trusted network
e F2 - Authenticate the visited network
e F3 - Authenticate the mobile device

o F4 - Route authentication exchanges

As seen in the Table all systems achieve mutual authentication between
the mobile device and a server on the home network as functions F1 and F3 are
performed in the system.

SWISH differs from the rest by also performing function F2 which achieves
mutual authentication between the visited network and the home network. This
enables the networks to perform better control of who is allowed to use the net-
work and which networks are allowed to be used.

Anyfi.net does not achieve authentication between the networks but that is
not a negative point. As all authorization and accounting is handled through a
trusted third party, such authentication would be unnecessary.
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Table 5.8: Overview of the location of authentication functions.
Green backgrounds denote that the entity is by definition
trusted by the mobile device and red backgrounds denotes
that the entity is untrusted by the mobile device.

Anyfinet | U A E AAAy AuC
F1 | X
F2 | - - - - -
F3 X
F4 X

SWISH | U E AAAgy
F1 | X
F2 X
F3 X
F4

Eduroam AAAL
F1
F2 | -
F3
F4
Passpoint
F1
F2 | -
F3
F4

x| C

AAAy AuC

x| C

X
X

While the routing system used in Passpoint and Eduroam usually requires
shared secrets between the servers involved in the routing it does not fulfil au-
thentication. This is because the authentication may be routed through multiple
servers and thus the carrier network and the visited network may not commu-
nicate directly. It does however verify that there exist some form of roaming
agreement between them.

Authentication implementation

As can be seen in Table while the credentials used are different, the systems
all achieve similar results through the protocols used. All systems uses some
form of confidentiality protection for the authentication. EAP-AKA in Anyfi.net
and Passpoint and RAKE in SWISH uses a challenge-response handshake to per-
form the authentication. In Eduroam the credentials are transferred through an
encrypted TLS tunnel.

The protocol in SWISH is a little different in that it also includes digital sig-
natures and results in two different keys, one for the end-to-end encryption and
one for the accounting protocol.
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Table 5.9: Authentication credentials used in the different sys-
tems

Anyfi.net SWISH Eduroam  Passpoint
Username+

Mobile device | USIM key  Secret key Password USIM key
Authenticator | USIM key Secre.t k ey/ Certificate ~ USIM key
Certificate
Visited network - Certificate - -

The protocol in SWISH suffers from the vulnerability that offline attacks to
recover secret key can be performed after eavesdropping on the authentication
exchange. However if the system is deployed by an MNO for mobile offload
it would seem unlikely that subscribes could pick their own, potentially weak,
secret keys. Instead they are assumed to be assigned strong keys by the MNO
that are not easily broken.

All systems can connect to a network and authenticate without user interven-
tion. However in Anyfi.net, SWISH, and Eduroam, devices must be configured
to connect to a specific network, either through a previous connection or through
settings pushed by an MNO. In Passpoint, devices may connect to unknown net-
works if the capabilities of the network match the requirements of the device.
Such requirements are typically configured by an MNO.

Data security and key management

The interesting functions for the data security and key management are the fol-
lowing:

o F5 - Perform encryption/decryption of data
e F6 - Derive session key

e F7 - Access to session key

As can be seen in Table all four systems perform encryption to provide
confidentiality protection for the data. However they differ on which network
this confidentiality protection is terminated.

In all systems the session key is derived by the mobile device and an authen-
tication server on the trusted network.

In both Anyfi.net and SWISH the data protection session key is transferred
to another point on the trusted network where the encryption/decryption is then
performed. An important point with this is that the session key is never trans-
ferred outside the trusted network.

In both Eduroam and Passpoint the data protection session key is transferred
to the visited network where the encryption/decryption is then performed. This
means that the data confidentiality only applies for the wireless part and the pro-
tection is terminated on a network not trusted by the mobile device. This means
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Table 5.10: Overview of the location of data security functions.
Green backgrounds denote that the entity is by definition
trusted by the mobile device and red backgrounds denotes
that the entity is untrusted by the mobile device.

Anyfinet | U A E AAAp AuC
F5 | X X
F6 | X X
F7 | X X X
SWISH | U AAAY
F5 | X
F6 | X X
F7 | X X
Eduroam | U AAAgL
F5 | X
F6 | X X
F7 | X X
Passpoint | U AAAy AuC
F5 | X
F6 | X X
F7 | X X X

that users are limited in which environments that they can use the systems as
they must trust the visited networks with their data.

SWISH has the option to use additional encryption for the wireless transmis-
sion but it is unnecessary when end-to-end encryption is being used. A compro-
mised K,,;;, will likely be caused by a compromised secret key which would allow
the attacker to also derive the PTK.

5.2.4 Availability

All systems share a similar weak point when it comes to availability. The au-
thentication of the mobile device is always performed by a server on the trusted
network. If this authentication server is unavailable the mobile user will be un-
able to connect. In Use case B this server is assumed to be owned and managed by
an MNO and is thus considered to be robust. This server becoming unavailable
is considered unlikely for all systems.

Another weak point present in Anyfi.net and SWISH is the end-point to where
traffic is tunneled. This point must also be available for the systems to work. For
Use case B this point is assumed to be located on the core network of an MNO and
is thus considered to be robust. This point becoming unavailable is considered
unlikely for both systems.
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5.2.5 Anonymity

Table 5.11: How the systems perform in regards to anonymity

| Anyfinet SWISH Eduroam Passpoint
Anonymity Yes Yes Depends on user Depends on user
Unlinkability No No No No

As can be seen in Table all systems support some form of anonymous
identities during the authentication which prevents identifying the mobile user
when using the assumed authentication protocols. While the home network can
be identified in all systems it is not considered a vulnerability. Since the home
networks in this use case will be MNOs which serves a large number of mobile
devices it is assumed to be unlikely that a mobile user can be identifies based on
which carrier they use.

Eduroam and Passpoint are somewhat weaker than Anyfi.net and SWISH as
the traffic of the mobile user is available to the visited network. The traffic may
contain information which could identify the mobile user.

All the systems fail to achieve unlinkability as they reveal their MAC address
when communicating with the visited network.

5.2.6 Legal aspects

When it comes to tracking malicious users there is not that much difference com-
pared to a mobile users using the normal mobile data connection among the sys-
tems.

For Anyfi.net and SWISH there is no difference at all since the traffic is tun-
neled to the carrier. From the outside it will appear the same as normal mobile
data traffic and a carrier is assumed to have sufficient logs for that.

For Eduroam and Passpoint additional logs on the visited network combined
with the ones from the carrier are required to identify a misbehaving user.

Similar to tracking, the difficulty of legal interception of traffic does not change
when using Anyfi.net or SWISH.

The same is not true for Eduroam and Passpoint. A mobile user that roams
to many different WLAN networks instead of staying on their mobile connection
makes it much more difficult to intercept the traffic. Law enforcement would be
required to monitor traffic from each network used which may not be feasible.

The possibilities for content filtering and restrictions are different between
the systems. For Anyfi.net and SWISH the mobile user are subjected to the same
restrictions as on the carrier network. For Eduroam and Passpoint the mobile user
is subjected to the restrictions of the visited network. This means that a carrier
that for example wishes to block VoIP traffic is able to do so with Anyfi.net and
SWISH but not with Eduroam and Passpoint. This is obviously in the interest
of carrier. It may also be in the best interest of the mobile user as it ensures a
constant experience.



Chapter 6

Conclusions

In this chapter we summarize the conclusions of the analysis and comparison of
the systems. Thus far we tried to avoid to make conclusions on how the observed
differences affect the overall security. To arrive at such an overall judgement on
the security of the systems is not an easy task and, as a matter of fact, such an
endeavour is best done when also the trust relations in the system are fully char-
acterized. The latter requires either a real life system or a detailed application
model. In our analysis we can only judge the systems security from a generalized
model perspective and we have chosen to do this on the basis of the two use cases
that were introduced in Section8.2} As such we largely ignore to explore different
setups and security implications that are the result of business originating trust
relations. On the other hand we believe that through our approach that led to the
selection of the systems and use cases that we in fact cover other solutions and
usage scenarios as well.

The chapter is organized as follows. First we discuss some general secu-
rity considerations that are more or less independent with respect to the two use
cases. Then follow two sections that relate to the specific use cases.

6.1 General aspects

The analysed systems can be divided into two main groups, which we desig-
nated as tunnel based solutions and non-tunnel based solutions, The word tun-
nel refers here to a cryptographically protected communication (one-hop) chan-
nel between the connecting mobile device and a trusted node (AP) in the user’s
home network. It is also via this trusted node that the user will be accessing the
Internet. Systems belonging to the same group realize a protection that has much
in common but systems belonging to different groups realize a protection that
differs in many ways. The reader should be aware that Passpoint actually does
not refer to a specific system but to a set of standardized mechanisms from which
a system can be implemented. Yet through its nature we regard systems that will
utilize Passpoint as non-tunneling. Note that there are system implementations
that use a tunnel between the visited network and the home network. We do not
refer to these as tunneling solutions because they are multi-hop solutions.
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Table 6.1: Tunnel and Non-Tunnel solutions

Tunnel ‘ Non-Tunnel

Anyfi.net Fon
SWISH Eduroam
Passpoint

6.1.1 User data plane protection

From the mobile user perspective, the tunnel based solutions Anyfi.net and SWISH
provide Internet access with a security level that is similar to what the home net-
work or carrier network provides. For example, any firewall protection for In-
ternet access that is deployed in the home network is easily made available to
the mobile user. If the mobile user trusts the device and the home network, the
mobile user also can trust the secure tunnel. Users that cannot trust the device
will have to rely on protection mechanisms that are realized closer tight to the
application and that provide pure end-to-end security.

The security of the tunnels rely on well established protection mechanisms
in both systems. Anyfi.net extends the WLAN protection which use AES for en-
cryption and MIC schemes for data integrity protection and SWISH uses IPsec to
protect the tunnel.

The non-tunnel based solutions provide a reduction in security compared to
the home network as the break-out to the Internet occurs on the visited network.
This gives the AP access to clear text user plane data which adds the requirement
for trust in the visited network. This trust can be difficult to establish as the
visited network is never authenticated in any of the non-tunnel based solutions.
To reach the same level of security as with tunneled solutions the mobile user
needs to employ additional protection measures such as a VPN tunnel.

6.1.2 Key management

The main difference between the tunneling and the non-tunneling solutions is
that for Anyfinet and SWISH the session keys never leave the home network
or carrier network. For Eduroam and Passpoint the visited networks are given
access to the session key which creates many weaknesses in the trust relations of
the systems.

Except for SWISH the systems basically use the existing procedures for au-
thentication and key establishment. SWISH uses its own protocol that relies on a
PKI infrastructure. In SWISH the certificates are used to implement more protec-
tion features than the other systems which can be viewed as an advantage over
the other systems. However the use of PKI based solutions to support setups like
our Use case B is problematic. For small networks setting up a PKI is unneces-
sary complex and for large networks the interoperability problems between PKIs
rooted in different CAs creates locking barriers from technical perspective and
from trust perspective. Hence the key management in SWISH is more suited for
operation in a single organisation.
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It should be noted that in the tunneling solutions the WLAN protection mech-
anism originally designed primarily for local air interface protection is now op-
erated over other networks. Like said before, this is not causing any concern
for the user data protection itself. But, as noted before, the challenge response
mechanisms are now operated over unknown channels which increases the risk
of becoming exposed to attacks on the underlying keys through off-line dictio-
nary attacks. Hence compared to WLAN access only in the home network the
mobile user should shorten the life-time of shared WLAN keys.

6.1.3 Privacy

None of the systems manages to provide full anonymity. Either the anonymity set
is too small or there may be control data transmitted that can disclose the identity
of the user. It should be noted that this is hardly surprising as requirements on
access control forces the use of identities or pseudonyms which give inroads to
methods that correlate to the user’s identity. The fact that part of the data for
access control is transmitted by radio waves or open interfaces makes it even
more difficult to hide the identities of the users. As we will see the situation is
somewhat better in Use Case B.

6.1.4 Control plane protection

Since all the solutions provide a way to get Internet access there is interest from
outsiders to use networks for Internet access. Hence it is obvious that protection
mechanisms must be in place that protect the interfaces over which the control
data is transmitted. It is the visited network that has most interest in such pro-
tection. We return to this subject when we consider the specific use cases. We
conclude here with the observation that although the motives for protection may
differ between use cases a lack of access control increases the risk of denial of
service attacks getting deeper into the network, that network interfaces are be-
coming more exposed, and that capacity is wasted on unauthorized users.

6.1.5 Legal aspects

The solutions that rely on tunnels bring a clear advantage over the non-tunnel
based solutions when it comes to tracking down malicious users. The fact that
the break-out to the Internet always occurs via the home network or carrier net-
work means that legal interception is simple to carry out and that Internet misuse
can more easily be traced in the tunnel mode solutions than in the non-tunnel
mode ones where the mobile users get access to the Internet via different internet
access routes. The non-tunnel approach requires additional logs from the visited
network to be able to identify users.

Content filtering and restrictions have an interesting effect in Anyfi.net and
SWISH due to their tunneling. Mobile users are subjected to the same restrictions
as on their home network which can be both good and bad for the user. It means
that users will get around any local restrictions that would otherwise disrupt the
connection. They can however not use the system to get around any restrictions
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on their home network, nor can they gain access to extra services available for the
visited network.

In Fon, Eduroam, and Passpoint the mobile user is always subjected to the fil-
tering and restrictions of the visited network which may result in a less consistent
user experience.

6.2 Usecase A

In the comparison of Chapter 6 it becomes apparent that there is a large gap in
the security between the two tunnel based solutions Anyfi.net and SWISH and
the non-tunnel based solution Fon.

6.2.1 Mobile user perspective

Albeit a bit speculative, one can argue that in Use case A setups the mobile user is
faced with APs of networks that he/she has little reason to trust. Hence tunneling
solutions where the keys that protect the user data plane are only present at the
home network node and the mobile user’s device have a clear security advantage
over the non-tunneling solutionsﬂ

Anyfinet and SWISH achieve each a security similar to what a user receives
when connected to their home network. Fon however falls short on both au-
thentication and data security. In the Fon system, anybody is able to set up a
rogue access point as the only requirement is to own a router or modem with
Fon software on it. A mobile user has no way of protecting themselves against
this. Hence users must manually verify the security each time they authenticate.
Although technically possible it is likely that such a demand on the user leads to
attacks exploiting human errors or using social engineering. Combined with the
fact that the actual credentials are transferred, identity theft is thus a trivial task
in Fon. The latter can be considered a serious drawback of Fon.

The lack of security in Fon’s approach on the control as well as the user data
plane is a major problem for the users that have some security requirements at
all. These shortcomings result in a very high risk of being exposed to attacks as
also can be seen from Figure There are very few situations where such an
approach is suitable. Users that have any form of requirement on protection are
forced to use protection mechanisms at the application level. Such an approach
is not acceptable for average users.

All systems require some form of pre-setup in form of registrations and/or
keys that have to be arranged. Although the burden of such a setup and the
subsequent maintenance are very implementation dependant we believe that the
SWISH approach is more problematic as explained in the previous section.

As mentioned in the previous section, none of the system can claim to achieve
anonymity when configured for Use case A.

1We ignore here the case of mobile users that desire to hide their internet access since
for those users tunneling is a disadvantage.
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6.2.2 Visited network perspective

In Use case A it is likely that we have a setup where AP owners share all or part of
the AP capacity with mobile users. The access control that needs to be exercised
to limit the capacity use only to registered user (customers) can be realized in
all systems. In Anyfi.net and Fon the visited network delegates the decision to
authorize or deny users access to the ISP that manages the system. SWISH may
also rely on the ISP for this function but as the home networks are authenticated
to the visited networks, each visited network may also perform access control.

6.3 UsecaseB

In Use case B the authentication centre that also authenticates cellular devices
is used to authenticate registered WLAN users. As explained before network
operators are very careful with exposing interfaces towards the authentication
functionality of these authentication centres. Primarily because misuse of such
interfaces leads to easy deployment of rogue APs and thus security breaches but
also capacity concerns motivates great care when making the authentication in-
terfaces available towards others.

The current 3GPP standards, e.g. [25], are very vague on how to effectively
protect against misuse of an exported authentication interface and therefore we
consider this type of approach as highly problematic when a network operator
wants to use/cooperate with many independent WLAN infrastructure operators.

6.3.1 Mobile user perspective

For a mobile user, the tunnel based solutions Anyfi.net and SWISH achieve a se-
curity level similar to when the user is connected to a mobile network, both in
terms of authentication and user plane data security. The mobile device and the
carrier network are mutually authenticated and the user plane data is confiden-
tiality protected from the mobile device to the carrier network

The non-tunnel based solutions Eduroam and Passpoint have very different
characteristics. While these systems do achieve mutual authentication between
the mobile device and the carrier network, such authentication is of little use
to the mobile user. The only relevant property achieved by authenticating the
carrier is the generation of the session key that provides confidentiality for the
wireless transmissions and that the visiting network somehow has a connection
to the network operator’s authentication interfaces.

Another aspect is that the visited network, which is essentially unknown to
the mobile user, is given access to the session key that is established in parallel
with the authentication. Thus a visiting network has access to the user plane
data. This is a major problem as the mobile device lacks ways of establishing
the necessary trust in the visited network. The mobile device user has no way of
protecting against rogue access points which misuse an authentication interface
and then are able to intercept and modify the clear text user plane data. Since the

2The mobile networks do not provide data integrity protection in the use data plane.
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only thing required to create a rogue access point is the secret key from one of the
visited networks in the system this is not a secure design.

The tunnel based solutions provide anonymity in a satisfactory way as tem-
porary identities can be used and the user plane data is not available outside the
trusted network. This creates a large anonymity set that the mobile user will not
be identifiable within.

The non-tunnel based solutions also allow temporary identities to be used
but a mobile user might be identifiable by studying the user plane data traffic.
Mobile users thus receive less anonymity than if they were to stay connected to a
mobile network.

6.3.2 Visited network perspective

Provided the network operator opens up an interface to its AuC the visited net-
work has a simple way to authenticate the legitimate users. Although the visited
network cannot be sure if the (U)SIM card is actually present in the mobile user’s
device it can be sure with very high degree of certainty that the mobile user’s
device must somehow have a connection to the subscribers (U)SIM car In the
Anyfi.net solutions part of the problem of misuse of the AuC by rogue APs is
avoided as now the use of the AuC results in a tunnel from the user into the
MNOs network.

If the systems are used between different MNOs networks, SWISH provides
the best solution for charging and accounting of data volumes by exploiting non-
repudiation in the protocol. Passpoint and, to a certain degree, Anyfi.net, require
the carrier networks to trust each other as dishonest accounting can be difficult
to resolve. In Anyfi.net it is possible to detect such problems using the MCS
node but in Passpoint the carrier networks lack means to address cheating in the
accounting.

6.4 Wrap up

We see that in both use cases the tunneling solutions give the mobile user the
best protection. Because the use of PKI schemes between different organisations
is problematic we conclude that the Anyfinet can be regarded as the preferred
solution for the users. For the mobile user the better security experience offered
by tunneling solutions can already be reason to use Anyfi.net. But Anyfi.net also
has some advantages to the visited network operators and in Use case B to the
mobile network operator by providing simple setup and protection of the use of
the authentication interface for setting up rogue AP.

Yet in situations with lower security ambitions systems like Eduroam and
Passpoint may be preferable as the lack of tunnels lead to an increase in perfor-
mance. User with high security ambitions can still use these systems by using
end-to-end security solutions like IPsec or TLS based VPNs.

3A setup comparable to the Remote SIM Access Profile in the Bluetooth standard.
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Appendix / \

Framework for a security analysis
of WLAN sharing and distribution
systems

A.1 Introduction

Presently there is no framework that we can use to compare the security of dif-
ferent WLAN access solutions for roaming users. Therefore, as part of this thesis
work, we have developed such a framework ourselves. This framework is in-
tended to provide a structured way towards analysing systems which serve to
share or distribute WLAN access. Such systems solve this problem in many dif-
ferent ways which makes it difficult to analyse them in a way that enables com-
parison. This framework tries to overcome this problem by focusing on a few
subjects which are very central in most systems.

The framework is organized into multiple steps. In these steps the entities
acting in the system are specified and their important assets are identified. The
system is then analysed by specifying which threats exists and how a malicious
entity could exploit them, what countermeasures are employed and which threats
remain in the system.

A.2 Entities

In this step we identify all the entities in the system and explain what their role is
and their relations which each other.

A.2.1 End-user

Define the role of the end-user, the one acquiring capacity from a network un-
der another entity’s control. Explain what they are purchasing, from whom and
through whom. Explain what hardware, software or accounts are required by an
end-user. An end-user may also operate a visited network (to other end-users).
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A.2.2 Visited network operator

Define the role of the visited network operator, the one providing an end-user
with capacity from their own network. Explain what they are selling, to whom
and through whom. Explain what hardware, software or accounts are required
by a visited network. A visited network operator may also be an end-user.

A.2.3 Third party

Define the role of any third party. This entity could be a Mobile Network Opera-
tor (MNO), an ISP, a CA, a payment manager etc. Explain what its responsibilities
are and how it interacts with the end-users and visited networks.

A.3 Use Cases

While not all systems solve the same problem, they solve similar problems. Most
systems can be described using one or both of the following use cases with some
modifications. In this step the systems are explained with these use cases as the
base. Describe which use cases are fulfilled, to what degree and what modifica-
tions there are. Also explain which use case is the main use case that the system
is intended for.

A.3.1 A - ISP distributes Internet access

An ISP gives its customers Internet access by allowing users to connect to any
modem managed by that ISP, regardless of which customer has physical control
of the device. Customers that subscribe to this service either has the firmware on
their modem/router activated/updated or receive new hardware as part of the
service. When they encounter the network of another customer with this service
they are able to connect to that network. After they have been authenticated they
are given Internet access.

The use case can be characterized as now follows:
1. ISP manages modems in participating networks
2. Mobile device associates with visited network

3. Mobile device is authenticated
4

. Mobile device is given Internet access

An important point in this use case is how guests are separated from the
visited networks. The visited networks are intended to be the private networks
of end-users who expect their network to be secure against intrusion.

Other key points are how authentication and data security are handled. De-
pending on where the mobile guest is authenticated there will be different levels
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of security for the data. If the authentication happens somewhere under the con-
trol of the mobile guest (i.e. the home network) then the mobile guest can achieve
a high level of security. If the authentication happens somewhere under the con-
trol of the ISP then the mobile guest needs a strong trust relationship towards
that ISP to achieve high security. If the authentication happens somewhere out-
side the control of the mobile guest or the ISP (i.e. the visited network) then high
security cannot be achieved.

([

Authenticate

Internet access

Figure A.1: Definition of Use Case A

ISP

A.3.2 B - Mobile offload using WLAN

Through an agreement between a WLAN network operator and an MNO, sub-
scribers of that carrier are given access to the network. When a mobile device of
a subscriber comes within range of the visited network the device will automati-
cally connect to it. After the mobile user is authenticated by the carrier it is given
Internet access.

The use case can be characterized as now follows:
The MNO creates a roaming agreement with a WLAN network operator
The mobile device associates with visited network

The mobile device is authenticated by the MNO

The mobile device is given Internet access

SR .

The visited network operator charges MNO for the service

Similar to use case A, an important aspect of this use case is where a user
is authenticated and who is in control of that area. If the authentication is per-
formed in the network of the MNO then a high level of security can be achieved.
If instead the visited network is allowed to authenticate a user it will also gain
access to the private data. This may not be apparent to the mobile guest as they
may believe to have a secure connection to their MNO after authenticating to it.
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Another important aspect of this use case is who is allowed access to the
authentication framework. The authentication servers are often a very sensitive
point, both from a security and a availability point of view. Who is allowed ac-
cess to these affect the security of the system as that entity is allowed to accept
connections in the name of the MNO.

| Offload agreement ‘

Mobile Carrier

.

Charge for service

Associate

Authenticate

Internet access

Figure A.2: Definition of Use Case B

A.4 Assets

This step aims to identify the important assets belonging to the different entities.
It also estimates how critical these assets are to the entity.

A.4.1 End-user

Identify which assets are important to an end-user and estimate their importance.
This could be authentication credentials, private data, payment credentials etc.

A.4.2 Visited network operator

Identify which assets are important to a visited network operator and estimate
their importance. This could be authentication credentials, private data, payment
credentials, capacity etc.

A.4.3 Third party

Identify which assets are important to any third party and estimate their impor-
tance. This could be authentication credentials, company credibility, payment
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details, membership databases etc.

A.5 Trust relations

This step aims to clarify which trust relationships exist in the system and identify
possible problems with them.

A.5.1 Trust details

Specify the trust relationships in the system and explain in which use case they
are relevant. Provide figures that shows this. Try to provide an answer to the
following questions:

e Who trusts whom?
e What does the trust protect?

e How important is the trust?

A.5.2 Possible weaknesses

Explain any weak points there are with this trust model.

A.6 Authentication

Most systems have some form of restrictions on who is allowed to use it and how
they are authenticated. This section aims to clarify how this authentication work,
identify potential threats, how they are countered and which threats are missed.

A.6.1 Authentication details

Specify how the authentication works and what the key points in the implemen-
tation are. Focus especially on the architecture of the authentication and how it
relates to the trust model. Examine the authentication both from the perspective
of the end user and from the system that performs the authentication. Try to
provide an answer to the following questions:

e Who is authenticated and to whom?

e Where is the point of authentication and who controls it?
e Is the authentication distributed? If so, explain how.

e Who is allowed access to the authentication framework?
e Why is there need of authentication?

e What methods are used to authenticate?

e What type of credentials are used?
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e Who has access to those credentials?

e Is the authentication user or group specific?

A.6.2 Threats

Identify which assets that could be a risk as a during the authentication process.
This includes the actual authentication as well as storage of credentials.

Explore in what ways a malicious entity could try to take advantage of weak-
nesses to compromise the assets.

A.6.3 Countermeasures

Identify which countermeasures exists to prevent these weaknesses from being
exploited and to protect the assets.

A.6.4 Remaining threats

Document which threats are not sufficiently dealt with and how it affects the
security of the system.

A.7 Data security

Depending on the security model of a system, different measures are taken to pro-
tect the confidentiality and integrity of the communication. This sections aims to
identify which type of communication there is in the system and clarify how they
are protected. It also tries to identify potential threats, how they are countered
and which threats are missed.

A.7.1 Security details

Specify what communication occurs between different entities in the system, how
the data is transferred and who has access to the data. Specify how separation, if
any, between end-user and visited network data is handled. Focus especially on
the architecture of the security, rather then implementation details. Try to provide
an answer to the following questions:

e What different types of communication are there?
e How is user data plane data protected?

e How is control plane data protected?

e How is wireless data protected?

e How is wired data protected?

e Who can view the data?

e Who can modify the data?
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e How are visited networks protected from guests?

e How are guests protected from visited networks?

A.7.2 Threats

Identify possible weaknesses in this security model and specify which assets
could be at risk.

Explore in what ways a malicious entity could try to take advantage of these
weaknesses.

A.7.3 Countermeasures

Identify which countermeasures exists to prevent these weaknesses from being
exploited and to protect the assets.

A.7.4 Remaining threats

Document which threats are not sufficiently dealt with and how it affects the
security of the system.

A.8 Anonymity

For some end-users, remaining anonymous while using other networks is a im-
portant aspect of a system. This section aims to specify how anonymity is han-
dled in the system and how it effects accountability.

Examine which measures are taken in the system to ensure users stay anony-
mous and how well they succeed. Also identify if different sessions from the
same end-user can be linked together.

A.9 Availability

This section aims to determine if the systems introduces any weak points that
affects the availability of the system.

Identify any possible threats to the availability of the system and examine
what countermeasures there are to make the system more robust. Focus on weak
points that are introduced by the system rather then existing weak points com-
mon to all WLAN networks.

A.10 Legal Aspects

Sharing Internet access comes with several legal implications such as account-
ability for the traffic or terms of service from the ISP. Identify any possible legal
problems with the system and examine how they affect it.
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