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Today: Internet Protocols (1)

Network Layer

* Internetworking, routing
[Forouzan ed.5 ch.18.1-2]

* |Internet Protocol, v4 & v6
[Forouzan ed.5 ch.18.4-5, 19.1, 22.1-2]

*[Kihl & Andersson: 6.1-3, 7.1-5, 7.8, 8.2]
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Internet hierarchy
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Network architecture

* Two types of networks in Internet

— Backbone networks
— Access networks

* [nternet Service Providers (ISP)

— Today, the access networks and some of the
backbone networks are owned by private ISP.

 Network Access Points (NAP)

— Switching stations providing connection between
backbone networks



Organisation of Internet

a. Structure of a national ISP

-

uap |
N
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Host-to-host delivery

* Multiple applications even on the same host

Processes Processes

Node to node: Data link layer
sEe Host to host: Network layer e
Process to process: Transport layer
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Network layer

[ L3 Network

Data Iink|

— end-to-end Pl

Network

Data link
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Network layer: Routing

e |3 is end-to-end _—

Router

Y

From data To data
link layer link layer

Routing

I
table :
I
I
I
I
I

IP packet
O [COEEE| ,ng routing |

information 1

Network layer

c. Network layer at a router

Two functions:
@ Addressing
@ Feedback
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Data from
another protocol

To data
link layer

| — Source
N ¥y Routing
: table
1 | Processing Hﬂfﬁ
|
I
|
I Y IP packet
: EIE | and routing
: information

Network layer

a. Network layer at source
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Routing

* Choosing the optimal path

— Using a cost metric

* Sharing information

Intermediate Intermediate
node node

— Central =
=) -

° . Peer-to-peer protocol (7th layer)
— D I St r I u te 7 pplication I<— ———————————————————————— Application |
7-6 interface 7-6 interface
Peer-to-peer protocol (6th layer)
6 Presentation I<— ———————————————————————— Presentation | ‘
° 6-5 interface 6-5 interface
o Peer-to-peer protocol (5th layer)
5 Session I<— ———————————————————————— —>| Session |
S #nterface Peer-to-peer protocol (4th layer) S4-Interface
4 Transport |<— ———————————————————————— Transport |
— Rules and procedures Tomes
3rd 3rd 3rd
3 Network I<- - Network I<> - Network I<- - Network |
3-2 interface 3-2 interface
- 2nd - 2nd -
l | pd ates 2 Data link I<>— Data link I<~—- Data link |<—
2-1 interface
1

1st 1st 1st
‘ Physical - Physical - Physical - ->| Physical

T 1 I T
Physical communication

I
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Packet-switched routing

* Choosing the optimal path

— Using a cost metric

Network A connectionless (datagram)
packet-switched network

2

F A =

3 /
R4
3 R
< o I EHEHE )
R3 =" Ry .
Out of order Receiver
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Router

* Internetworking device

— Passes data packets between networks

— Checks Network Layer addresses

— Uses Routing/forwarding tables

Two functions:

Q Routing
@ Forwarding
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Forwarding table

Destination | Output
address interface
A 1
> B
I ) 2 Send the packet
Estinanon : . out of interface 2
address H 3
V
SA|DA| Data |===p- :J ) SA[DA| Data | ==

1
3‘ |4
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Routing algorithm

* Find route with least cost between source and
destination.

* Update routing tables
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a. An internet

( &D Router =

Legend

b. The weighted graph
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Network layer protocols

* We need a universal address system. This is
called the network address.

* We need rules for data forwarding. This is
called routing.

* We need entities connecting several networks
together and forwarding data between them.
These are called routers.
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Internet Protocol

IPv4 IPv6
 Addressing scheme e Larger address space
— Hierarchy * Better header format
— Configuration — Extendible
— Lookup — More secure
* Datagram format  Support for QoS
IGMP | | ICMP ICMPV6
IPv6
Network layer in version 4 Network layer in version 6
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Internet

* All networks that are part of Internet have one
thing in common:

They all use the same network protocol,
Internet Protocol (IP)!

 They do not need to use the same link
protocols, which means that all kinds of
networks can be part of Internet.

* The protocol framework for Internet is called
the TCP/IP model.
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TCP/IP model

* Sometimes illustrated email WWW phone...
with a hourglass. SMTP HTTP RTP...

 |P can be used on all
types of networks

* This has made Internet S

What |t |S tOday. scopper fiber radio.,,!
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IPv4 addresses

e 32 bits =4 bytes
. 232=(28)" = 256% = 4 294 967 296
* Classful vs. classless hierarchy

* Notations AR N
— Dotted decimal e
— Slash (CIDR) byte |e| byte || byte || byte p
Prefix

length
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Classful addressing

* Five address classes defined: A, B, C, (D and E)

Address space: 4,294,967,296 addresses

Y

A

A B D E
50% 25% 12.5%  6.25%6.25%
8 bits 8 bits 8 bits 8 bits
<—+—+—+—’| Class Prefixes First byte
Class A [V PR ST T [ A [-Sbs ool
ClassB [10_ Prefix B |n=16bits 128 to 191
Class C [110 C |n=24bits 192 to 223
Class D 1110 Multicast addresses D | Notapplicable | 224 to 239
Class E [I111 Reserved for future use E | Not applicable | 240 to 255
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Classful addressing

* Organizations can only get addresses in one of
the predefined blocks.

Class Number of Blocks Block Size Application
A 128 16,777,216 Unicast
B 16,384 65,536 Unicast
C 2,097,152 256 Unicast
2013-11-11 EITF25 — Internet: Technology and Applications
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Address depletion

* Classful addressing defined as there were very
few networks connected to the Internet.

* With the growth of Internet, the address
classes didn’t match the reality.

* Subnetting and supernetting was introduced.

— Class A and B address blocks divided into subnets.

— Several Class C address blocks combined into
larger blocks called supernets.



Classless addressing

Block

e Addresses in blocks First —>| 205.16.37.32
205.16.37.33

— Block size power of 2
— N = 232-n
— First address divisible by N

Last —>» 205.16.37.47

32 bits
< : . >
n bits (32 —n) bits
< = =
Prefix Suffix
NETID HOSTID,
Defines network Defines connection
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Exercise: Classless addressing

* CIDR = slash notation with mask /n
e 205.16.37.39/28

n bits (32 —n) bits
< > < » Number of addresses:
Prefix Suffix N=232—n
Block
Prefix 0000 [First—> 205.16.37.32
First address o 205.16.37.33
o :
Prefix 111 ... 1 |Last—> 205.16.37.47
Last address
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See you in 15" :)

2013-11-11

* After the break
— |IPv6
— Fragmentation
— Forwarding, ARP
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Problems with IPv4

* Address space too small
* Not designed for real-time applications
* No support for encryption and authentication

IPvh
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Some advantages with |IPv6

* Larger address space: 128 bit-long addresses.

 Better header format: base header has
constant length (40 bytes). Options can be
inserted when needed.

* Support for more security: Encryption and
authentication options.

* Support for real-time applications: Special
handling of datagram can be requested.
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IPv6 addresses

e 128 bits = 16 bytes
e 2128 — 932,996 5 3.1035
* Notations

128 bits = 16 bytes = 32 hex digits

<
€

Y

2013-11-11

1111110111101100 1111111111111111
FDEC |2| 0074 0000 0000 || 0000 BOFF 0000 FFFF
Abbreviated | FDEC 2742020 2 O 2 BOFF 2 O = FFFO

More abbreviated

U

FDEC & 74 a.a BOFF g 0 1 FFFO
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Global unicast addresses

* |dentify individual computers

Subnet prefix

Y

Subscriber prefix

\
Y

Provider prefix

- L.
3 >

Provider Subscriber Subnet Node
identifier identifier identifier identifier
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IPv4 datagram

20-65,536 bytes

20-60 bytes
H Header Data
J———
VER HLEN Service Total length
4 bits 4 bits 8 bits 16 bits
|dentification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits 8 bits 16 bits

Source IP address

Destination IP address

Option

32 bits
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IPv6 datagram

* Simpler base header, flexible for extensions
40 bytes Up to 65,535 bytes ){

< <

Base header Payload I

0 4 12 16 24 31
Version | Traffic class Flow label
Payload length Next header Hop limit
Source address
(128 bits = 16 bytes)
= Destination address
(128 bits = 16 bytes)
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IPv6 extension headers

B
QO
_____ # Next header —53
o <
£ e 0
------ o~
_________ £ as
"""" ’ Next header| Length B Some next-header codes
Extension header " 00: Hop-by-hop option
2eeed) s 02: ICMPv6
. g 06: TCP
) 17: UDP
....... Next header| Length . E‘ 43: Source-routing option
: Extension header o 44: Fragmentation option
by 50: Encrypted security payload
51:Authentication header
Data: a packet from another protocol 59: Null (no next header)
\60: Destination option
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Traffic Classes = Packet priorities

* 0.

— Congestion

8.

— Non-congestion

2013-11-11

.

controlled

. 15

controlled

Priority Meaning
0 No specific traffic
1 Background data
2 Unattended data traffic
3 Reserved
4 Attended bulk data traffic
5 Reserved
6 Interactive traffic
7 Control traffic
Priority Meaning
8 Data with greatest redundancy
15 Data with least redundancy
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IPv6 and QoS

Flow label

Traffic class

e |dentification of a stream e C(Classification of packets

— TCP sessions

— Virtual connectioR

* Processing
— Flow label table
— Forwarding table

* Routing

— Queueing schemes

— Relation to delay

RIS TCP vs. UDP

¥:\'43:¥; — Congestion-controlled
— Non-congestion-controlled

e Other protocols

— Algorithms still necessary — RTP

— But not run for every packet! — RSVP

2013-11-11
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Transition: IPv4 = IPv6

 Cannot happen overnight

— Too many independent systems
— Economic cost

— |[Pv4 address space lasted longer than expected

Transition
strategies
‘ Dual stack \ ‘ Tunneling \ ‘ Header translation \

2013-11-11 EITF25 — Internet: Technology and Applications
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Maximum datagram size

IP datagram
Header : TS : Trailer
Maximum length of data to be encapsulated in a frame
Frame
Protocol MTU
Hyperchannel 65,535
Token Ring (16 Mbps) 17,914
Token Ring (4 Mbps) 4,464
FDDI 4,352
Ethernet 1,500
X.25 576
PPP 296
2013-11-11 EITF25 — Internet: Technology and Applications
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Fragmentation

* Needed when IP datagram size > MTU

 |Pv4
— Performed by the router meeting the problem

* |Pvb
— Performed by the source router only

* Defragmentation by destination host
- 5 M D: Do not fragment
M: More fragments
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Fragmentation field

20-65,536 bytes

20-60 bytes
H Header Data
[
VER HLEN Service Total length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation offset
16 bits 13 bits
Time to live Protocol Header checksum
8 bits 8 bits 16 bits

Source IP addrpss

Destination IP a

Option

A

32 bits

B
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D: Do not fragment
M: More fragments
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Fragmentation offset

* Relative location of fragments
e 13 bits < 16 bits = /8

Offset = 0000/8 =0

Offset = 0000/8 = 0 0000 1399
- Offset = 1400/8 =175
T T 1400 2799

Byte 0000 Byte 3999
Offset = 2800/8 = 350

2800 3999
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Fragmentation example

4020

| o] o000

1420

| [1] o000

Fragment 1

1420

14,567

[ [1] 175

2013-11-11

Original datagram

Fragment 2
[ ] 1220
14,567 [ lo] 350

Fragment 3
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820

14,567

TTi] 175

Fragment 2.1

620

14,567

[ 1] 275

Fragment 2.2
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Forwarding: Address aggregation

Organization 1 140.24.7.0/26

Organization 2

140.24.7.64/26
140.24.7.128/26

Organization 3

Organization 4 C 140.24.7.192/26

Network Next-ho
2L address add ressp lufzrzes
/26 140.24.70 | --———-- mO
/26 140.24.764 | --—-——-—-- m1
/26 140.24.7.128 | --——-——-- m?2
/26 140.24.7.192 | --——-—-- m3
/0 0.0.0.0 Default m4

Routing table for R1

2013-11-11

R2

Somewhere

in the Internet

Network Next-hop
Mask address address Interface
/24 1402470 | - mO
/0 0.0.0.0 Default m1

Routing table for R2

EITF25 — Internet: Technology and Applications
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Forwarding: Longest mask matching

Routing table for R2

Network Next-hop
Mask address address Interface
/26 140.24.7.192 | --——-- m1
Organization 1 140.24.7.0/26 124 1402470 | ——mr mo
/?7? nnnmn mnnn m1
/0 0.0.0.0 Default m2
Organization 2 140.24.7.64/26
m3 mO 8 m2
R1 R2
Organization 3¢ 140.24.7.128/26 ' mi
1
1
m2 !
Mask Network Next-hop Interf
ds address address ESriace To other networks R3
/26 140.24.70 | -—— mO
/26 140.24.7.64 | --—-——-—- m1
/26 140.24.7.128 | - m2 140.24.7.192/26
/0 0.0.0.0 Default m3 Organization 4

Routing table for R1

2013-11-11

Network Next-hop
Mask address address Interface
/26 140.24.7.192 | - mO
/7? N mnnn m1
/0 0.0.0.0 Default m2
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Forwarding: Hierarchical routing

120.14.64.0/30
H 001 , 120.14.64.0/23
H128 Total 512
120.14.78.0/30 : —
H 001 - Total 512
H 128 120.14.78.0/23
120.14.96.0/22
LOrg 01 - /
LOrg 04 -
120.14.112.0/24
SOrg 01 - 4
SOrg 16 -

2013-11-11

120.14.64.0/20

Total 4096

120.14.80.0/20

Total 4096

120.14.96.0/20

Total 4096

120.14.112.0/20

Total 4096
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ISP
120.14.64.0/18

Total 16384
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Summary: Internet Protocols

* Internet architecture, internetworking
— End-to-end principle, routing
* |Internet Protocol
— Addressing, datagram format
— |Pv4 vs |IPv6
— Fragmentation
— Forwarding
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